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                    Preface

                
            
            
                
Before we begin, I would like to extend a warm welcome and congratulate you on your decision to embark on a journey to becoming an AWS Certified SysOps Administrator. This publication, the AWS Certified SysOps Administrator – Associate Guide, is designed to guide you through the process of learning about the services AWS offers and gives you the tools required to access, configure, and use of the AWS cloud computing environment as well as perform basic troubleshooting in the environment.

By reading through this book and trying out the practical examples that are outlined throughout, you will be able to gain valuable knowledge that can be put to use when you decide to attempt to take the AWS Certified SysOps Administrator exam. Taking an exam is no small feat and should be considered a learning process.

In general, this book is intended to familiarize the reader with the concept of cloud computing and the services offered by Amazon Web Services – currently, the market leader and de facto standard for public cloud computing services. The reader will learn about the technologies offered by Amazon Web Services that allow for the deployment and operation of modern, web-scale applications. Furthermore, particular attention will be given to those areas covered in the blueprint of the Amazon Web Services Certified SysOps Administrator-Associate exam, since the main purpose of this book is to prepare the reader with the information required to undertake and pass the aforementioned exam.



            

            
        
    
        

                            
                    Who this book is for

                
            
            
                
This book is designed for system administrators, operators, and engineers who are looking to operate and maintain applications running on the AWS platform. While the book focuses on giving the reader the information required to pass the AWS Certified SysOps Administrator-Associate exam, it is also beneficial to keep the book close by in the workplace as a reference manual for understanding the common set of AWS services that a SysOps engineer works with on a daily basis.



            

            
        
    
        

                            
                    What this book covers

                
            
            
                
Chapter 1, Overview of AWS Certified SysOps Administrators and Associated Certification, outlines the AWS Certified SysOps Administrator-Associate exam and highlights the critical aspects, knowledge areas, and services covered in the official Amazon blueprint that elaborates the scope of the aforementioned exam, the prerequisites for attending the exam, and the knowledge required to pass the exam. 

Chapter 2, The Fundamentals of Amazon Web Services, begins with an explanation of what the cloud is and takes the reader through a brief journey of familiarizing them with the basic building blocks of Amazon Web Services. It highlights some of the critical aspects of how AWS works and provides an overview of AWS's core infrastructure.

Chapter 3, Managing AWS Security with Identity and Access Management, explains how AWS facilitates the provision of security, as one of the most critical aspects of IT operations and administration activities, through its Identity and Access Management (IAM) service. This service provides a very strong backbone for controlling the security of the user infrastructure. This chapter covers all the critical aspects of the IAM service and provides a proper understanding of the various features and functionalities of the IAM service.

Chapter 4, Networking with the Virtual Private Cloud, describes how you can create a Virtual Private Cloud and start building a secure network using a number of components of AWS Networking Services.

Chapter 5, Managing Servers on AWS with Elastic Compute Cloud, describes what EC2 is and how you can start provisioning servers with various Windows and Linux operating system flavors. It also describes how to connect and work with these servers. By the end of this chapter, readers should be able to work and manage EC2 instances. It also goes into various types of Elastic Block Storage, which is attached as a volume to EC2 instances.

Chapter 6, Handling Server Traffic with Elastic Load Balancing, describes different types of Elastic Load Balancing (ELB) and the step-by-step process for creating different types of ELB. It also elaborates on how ELB works and the critical aspects of the ELB service.

Chapter 7, Understanding Simple Storage Service and Glacier, provides an explanation of the Amazon Simple Storage Service (S3), Glacier, and CloudFront services. After elaborating on S3, this chapter explains the cheaper archival storage option, Glacier.

Chapter 8, Understanding Content Distribution with CloudFront, provides an overview of what CloudFront is and how it works, while also explaining a number of its critical features.

Chapter 9, AWS Storage Options, provides a brief description of various storage options available on AWS and touches on the AWS Storage Gateway service. It also provides an overview of AWS Snowball, which is a service that accelerates the transfer of large amounts of data into and out of AWS using physical storage appliances. It also provides a basic review of AWS Snowmobile, which is an exabyte-scale data transfer service used to move extremely large amounts of data to and from AWS.

Chapter 10, Working with Route 53 Domain Name System, affords an introduction to the Amazon Route 53 service and describes its various components.

Chapter 11, Working with Relational Database Services, provides an explanation of AWS Relational Database Services (AWS RDS). It covers the different types of engines supported by AWS RDS and how to efficiently and effectively create and manage RDS instances on AWS.

Chapter 12, Introduction to ElastiCache, provides an overview of ElastiCache and describes how you can use Redis and Memcached engine types.

Chapter 13, Amazon DynamoDB – A NoSQL Database Service, describes various components of DynamoDB and best practices for managing it.

Chapter 14, Working with Simple Queue Service, provides an overview of SQS (a distributed message queuing service) and describes a step-by-step process on how to create and manage it with the help of relevant examples.

Chapter 15, Handling Messaging with SNS, outlines the Simple Notification Service (SNS), which is a fully managed messaging service that can be used to send messages, alarms, and notifications to and from various AWS services, including Amazon RDS, CloudWatch, and S3, to other AWS services, such as SQS and Lambda.

Chapter 16, Getting Started with Simple Workflow Service, provides a basic understanding of the Simple Workflow Service and its various components, along with a brief description of how to use them.

Chapter 17, Overview of AWS Lambda, provides an overview of Lambda and describes how it runs code in response to events and automatically manages the compute resources required by that code.

Chapter 18, Monitoring Resources with Amazon CloudWatch, describes how you can use Amazon CloudWatch to collect and track a variety of resource metrics, collect and monitor log files, set alarms, and automatically react to changes in your AWS resources.

Chapter 19, Understanding Elastic Beanstalk, provides an introduction to Elastic Beanstalk and describes how to deploy and manage applications using the service.

Chapter 20, Automation with CloudFormation Service, provides an overview of the CloudFormation service, a service that helps you to describe and provision your AWS resources. A CloudFormation template provides a simpler and more efficient way to manage your resources on AWS.

Chapter 21, Cloud Orchestration with OpsWorks, provides an overview of the service and describes some of its critical components.

Chapter 22, Exam Tips and Tricks, provides detailed guidance on how you can prepare for the exam and provides tips and tricks on the topics covered in the book.

Chapter 23, Mock Tests, consists of two mock tests for readers to test their knowledge. It attempts to cover all the topics from the scope of the exam and challenges readers' understanding of the topics. Each mock test contains 60 questions. Readers should try to complete a mock test within 90 minutes.



            

            
        
    
        

                            
                    To get the most out of this book

                
            
            
                
The knowledge that is required by readers in order to benefit from this book is as follows:


	A basic understanding of general cloud computing terminology and environments 

	A basic understanding of networking, the OSI layers, and the IP stack 

	A basic understanding of network function devices, such as routers, firewalls, load balancers, and content delivery networks

	A basic understanding of virtualization and server operating systems

	A basic understanding of user and security management

	A basic understanding of storage concepts (for example, object storage, block storage, and file storage)

	A basic understanding of database services

	A basic understanding of messaging in applications

	A basic understanding of serverless computing

	A basic understanding of automation and orchestration



In addition, a more in-depth understanding of the following topics will be beneficial:


	Designing applications for high availability and resilience

	Operating system scripting languages

	Database structures

	The JSON data format

	Programming languages and application design 





            

            
        
    
        

                            
                    Download the example code files

                
            
            
                
You can download the example code files for this book from your account at www.packt.com. If you purchased this book elsewhere, you can visit www.packt.com/support and register to have the files emailed directly to you.

You can download the code files by following these steps:


	Log in or register at www.packt.com.

	Select the SUPPORT tab.

	Click on Code Downloads & Errata.

	Enter the name of the book in the Search box and follow the onscreen instructions.



Once the file is downloaded, please make sure that you unzip or extract the folder using the latest version of:


	WinRAR/7-Zip for Windows

	Zipeg/iZip/UnRarX for Mac

	7-Zip/PeaZip for Linux



The code bundle for the book is also hosted on GitHub at https://github.com/PacktPublishing/AWS-Certified-SysOps-Administrator-Associate-Guide. In case there's an update to the code, it will be updated on the existing GitHub repository.

We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing/. Check them out!



            

            
        
    
        

                            
                    Download the color images

                
            
            
                
We also provide a PDF file that has color images of the screenshots/diagrams used in this book. You can download it here: https://www.packtpub.com/sites/default/files/downloads/9781788990776_ColorImages.pdf.



            

            
        
    
        

                            
                    Conventions used

                
            
            
                
There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: "Now, open the index.html file and edit the code to replace https://yourimagelinkgoeshere with your image link."

A block of code is set as follows:

<html>
<p>Everyone loves AWS!</p>
<p><a href="https://markocloud.com"><img src="https://markocloud.com/wp-content/uploads/2016/02/markocloud-180.gif" alt="" width="180" height="155" /></a></p>
</html>

Any command-line input or output is written as follows:

$ sudo file -s /dev/xvdb 


Bold: Indicates a new term, an important word, or words that you see on screen. For example, words in menus or dialog boxes appear in the text like this. Here is an example: "To do so, we need to click on the bucket, select the Management tab, and click on Add lifecycle rule."

Warnings or important notes appear like this.

Tips and tricks appear like this.



            

            
        
    
        

                            
                    Get in touch

                
            
            
                
Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book title in the subject of your message and email us at customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packt.com/submit-errata, selecting your book, clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in, and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.
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Please leave a review. Once you have read and used this book, why not leave a review on the site that you purchased it from? Potential readers can then see and use your unbiased opinion to make purchase decisions, we at Packt can understand what you think about our products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt.com.



            

            
        
    
        

                            
                    Overview of AWS Certified SysOps Administrators and Associated Certification

                
            
            
                
Before taking the exam, you should familiarize yourself with the knowledge requirements and the exam's structure to get a good understanding of the concepts that the exam is designed to test.

We will cover the exam's structure through the following topics:


	The exam's blueprint

	The exam's requirements

	The exam's structure

	The exam's scoring

	The knowledge domains

	The questions structure

	How to take the exam





            

            
        
    
        

                            
                    The exam blueprint

                
            
            
                
For every certification, AWS delivers a blueprint that can be used as a reference tool to get an overview of the objectives and requirements of the exam. According to the blueprint for the AWS Certified SysOps Administrator – Associate exam. Taking and passing the exam will prove your technical ability to create and migrate resources, manage and operate them, and deliver highly available solutions in the cloud, as well as your ability to identify best practices and estimate costs. 

The areas of knowledge that the exam is designed to test can be grouped into the following concepts:


	Deploying, managing, and operating systems and services on AWS

	Understanding how to select a service based on various requirements

	The ability to migrate an existing application to AWS

	Delivering scalability, high availability, and fault-tolerance

	Designing and securing the flow of data to and from AWS

	Identifying the appropriate use of AWS best practices

	Estimating AWS usage and utilizing operational cost-control mechanisms





            

            
        
    
        

                            
                    The exam's requirements

                
            
            
                
As mentioned previously, you should consider passing the AWS Certified Systems Administrator exam as the end goal of this journey. Part of this journey is familiarizing yourself with the services AWS offers and being able to use them. You should also consider that an eligible candidate for this exam is required to have general knowledge of IT and experience with AWS in the following areas: 


	General IT – 1-2 years' experience in a SysAdmin/SysOps role

	One or more years' hands-on experience operating production systems on AWS

	Hands-on experience with the AWS CLI and/or SDKs and/or API tools

	A good understanding of the practices of AWS architecting for the cloud

	An understanding of virtualization technology

	An understanding of monitoring and auditing systems

	Knowledge of networking concepts (DNS, TCP/IP, firewalls, and so on)

	An understanding of fundamental IT security concepts

	Hands-on experience of implementing security controls and compliance requirements

	The ability to collaborate across teams/company wide



I encourage you to fulfill as many of the hands-on experience requirements listed here, as your years of experience translate into real knowledge, and the learning that you can gain on the job is invaluable.

Although this experience with AWS is considered mandatory by AWS, you will still be able to take the exam, even if you have not completed all of the hands-on requirements. Perhaps you have only been assigned to run PoC or test/dev workloads in the cloud until you pass the exam and cannot fulfill the running production workloads requirement. If you have fulfilled most of the other requirements, and feel confident that you have a good grasp on the subjects discussed in this book, then you  shouldn't worry.

In any case, this guide is designed to provide you with ample detailed content on each required subject and the ability to perform practical exercises by following this course at your own pace.



            

            
        
    
        

                            
                    The exam's structure

                
            
            
                
The exam itself is has been designed in a multiple-choice, multiple-answer question format. There are approximately 70-80 questions in the exam, and you will have 130 minutes to complete them. The exam is available in English, Japanese, and Simplified Chinese, and you can also sign up for an online practice exam before taking the exam with a registered exam proctor. The registration fee for the actual exam is $150 USD and that of the practice exam is $20 USD. The exam questions come in three different formats:


	Multiple choice: You will need to select the option that provides the best answer to the question or select an answer that completes a statement. The question may come in the form of a graphic, where you will be able to point and click on the answer.

	Multiple response: You will need to select more than one option that best answers the question or completes a statement. Multiple response questions are limited to a maximum of four correct answers.

	Sample directions: You will read a statement or question and must select only the answer(s) that represent the most correct or logical response.





            

            
        
    
        

                            
                    The scoring

                
            
            
                
Make sure that you take your time when answering the exam questions, since all of them are scored in full. That means that one incorrect answer for a multiple-response question will cause the entire question to be marked as not answered correctly, thus no points will be scored on the question at hand. Also, you should know that the exam pass/fail grade is not dependent on the number of correct answers, but is designed to give a score out of 1,000. The questions are considered to be of different levels of difficulty and, due to this, each question carries a different number of points that can be scored.



            

            
        
    
        

                            
                    The passing score

                
            
            
                
The passing score itself is never released publicly and the only reference to the passing score is the community of test takers that have posted their pass/fail scores on various forums. The official stance of AWS is that the certification passing score is heavily dependent on the statistical analysis of multiple metrics that AWS receives from several sources. It is widely known that one of the initial sources for determining a passing score are existing AWS certified individuals who have access to technical previews and take the beta exams. The beta exams also determine which types of questions will be included in the final exam and the weight the questions will have. According to the results received from the beta, an initial pass level of the exam is usually selected by AWS.

The initial passing score for all AWS exams has historically been set as a wide range between 650 and 750 points out of a possible 1,000. The initial passing score has been heavily dependent on the type and difficulty of the exam itself; associate exams usually have a higher initial passing score, as the questions in the exam are considered to be less difficult than questions at the professional exam level. Upon release of the exam, the metrics received from the exam takers are also taken into account and the passing score of a particular AWS exam is adjusted periodically based on the live metrics from the exam takers. There have been reports of the passing score being even higher, so you should be aiming to prepare yourself to a confidence level that should ensure that you can answer at least 80% of the questions correctly.



            

            
        
    
        

                            
                    The exam knowledge domains

                
            
            
                
There are several knowledge domains regarding questions, and the following breakdown will show you the topic measured by the exam and the extent to which they are represented as a percentage of all the questions. For instance, if you have 70 questions, you should expect to get 10 questions on monitoring and metrics, 10 on high availability, 8 on data management, and so on. The topics that are mentioned in the following breakdown do not constitute a full list, but rather, are summary that's intended for orientational purposes:


	Domain 1: Monitoring metrics and managing cost – 15%: The questions pertaining to domain 1 will allow AWS to assess your ability in monitoring availability and performance, cloud operations being issued, managing accounts and billing, following cost optimization best practices, and so on.




	Domain 2: High availability and scaling – 15%: This domain will assess your ability to implement scalable and elastic solutions based on certain scenarios, to deliver various levels of fault-tolerance based on the requirements outlined in the question that directly map to realistic business requirements, and so on. 

	Domain 3: Analysis of your AWS environment – 15%: You should demonstrate your ability to optimize the environment to ensure maximum performance, to identify bottlenecks and issues, and so on. You will also be expected to be able to implement remedies depending on your application deployment and the AWS services being consumed.

	Domain 4: Deployment and provisioning – 15%: You should demonstrate your ability to build an environment and provision cloud resources in accordance with the AWS well-architected reference design. This domain is also highly focused on automation and delivering repeatable and reusable designs to your AWS environments.

	Domain 5: Data management – 12%: In domain 5, the ability to create and manage backups for different services is tested. Life cycling and enforcing compliance requirements is given a lot of weight, as is delivering disaster recovery processes.

	Domain 6: Security – 15%: Security is a very important – if not the most important – part of keeping AWS running smoothly. The questions in this domain will test your ability to implement and manage users, groups, roles and security policies, and access controls; to be able to prepare for a security assessment, your understanding of the shared responsibility model; and your understanding of the requirements for data integrity. You will also be quizzed on the features that are available for managing security on the AWS platform.

	Domain 7.0: Networking – 13%: The networking domain will test you on concepts that any individual with basic general IT knowledge should be able to demonstrate  their knowledge of, such as the differentiation between LAN and WAN networks, the internet protocol addressing model, describing the functions of network function devices such as DNS, routers, NAT, firewalls, and so on. It will also test your ability to implement networking and connectivity features of AWS and configure services to allow for resolving computer names across a hybrid AWS and on-premises network. 





            

            
        
    
        

                            
                    The questions structure

                
            
            
                
At the end of this book, we will provide sample questions so that you can get familiar with the general structure of the exam questions and to provide guidance on determining the information that's vital to answer the questions correctly. For example, a question will start off with a detailed description of the company's size, the number of branch offices, and number of users, and will then lay out the requirements, such as the requirements for authentication from a centralized directory, requirements for connecting the branch offices like bandwidth or amount of data being transferred, and so on. Sometimes, it will take a bit of simple math, such as dividing the number of hours in a backup window with the throughput of the device provided in the question, and so on. We will also point out the explanation for the answers to the questions by providing excerpts from and links to the AWS documentation.



            

            
        
    
        

                            
                    Taking the exam

                
            
            
                
Once you have finished this book and completed the practical exercises, my personal recommendation is to first determine whether you have the confidence that you will score at least 80% on the exam. To determine this, come back to this section and read the overview. Next, run through the practice questions in this book, as they will map quite well to the questions in the actual exam. After that, if you still need more assurance, take the practice exam. 

Once you decide to take the exam, there are some general guidelines you should be aware of. First, make sure you arrive at least 15 minutes before your scheduled time. Plan to arrive even earlier if possible – I usually plan to be at the proctor about 30 minutes early. This is to avoid any eventuality en route to the testing center such as traffic or public transport delays. If you live in an area of traffic extremes, you should take that into consideration. Remember that this is an important day and you should not be subject to additional stress such as traffic when you have an AWS exam to worry about.

Once you have arrived, you will be signed in and you will need to put your possessions in a locker. The lockers in typical testing centers are designed to hold only your essentials, so avoid bringing a laptop bag or other bulkier items. Once you get to your exam station, you will need to accept the terms and conditions of the exam. The exam timer starts immediately after this. The terms and conditions page is not timed, so if you need a few seconds to take a deep breath before your exam or to clear your head, this is the time to do it. After the clock starts, make sure that you read all the questions carefully and follow the advice given in Chapter 22, Example Tips and Tricks.

You have the option of marking each question you are unsure of so that you can come back to it later. I highly recommend doing that, as you might come across a question with a similar topic as you progress through the questions and that might help you answer the original question. Once you come to the end and you submit your exam, you will take a quick satisfaction survey. Immediately after that, you will be shown a page with either a pass or a fail score. Soon after the exam result has been recorded, you will receive an email with a breakdown of scores across each domain. If you fail, this will help you focus on the necessary domains that you need to brush up on. And always remember: keep calm. Good luck!



            

            
        
    
        

                            
                    The Fundamentals of Amazon Web Services

                
            
            
                
Amazon Web Services (AWS) was officially launched in 2006 by its parent company, Amazon. At that time, it was an online book store. The business saw an opportunity in the marketplace to deliver services based on in-house experience in building highly scalable web application services, which they were using for Amazon. The mid 2000s was a time when the first massive, web-scale applications were starting to really take off, and Amazon was running such a web application. They had also invested heavily in the underlying technologies, infrastructure, and data centers to run their application reliably, with the best possible response times on a global scale. Those data centers and the services to run them were, of course, designed to meet highly variable capacity requirements so that Amazon could be run. This variability was due to the nature of the business, where traffic to Amazon would increase dramatically whenever they were running any promotions or sales, or due to an increase in purchase traffic during the holiday season. For this reason, an enormous amount of standby capacity had to be designed so that the system could handle any kind of spikes in traffic. The business initially saw an opportunity to market this unused capacity to developers so that they could run their test environments. Overnight, word spread and demand increased, as not only were developers able to use the available capacity but also the tools and services that Amazon developed to make its own site highly available and resilient to any possible failure in the backend and traffic increase from the frontend. With the increase in demand, even more capacity was dedicated to the external tenants and Amazon Web Services as we know it today was born.

The following topics will be covered in this chapter:




	What is the AWS platform?

	The shared responsibility model

	Advantages of using AWS

	AWS Foundation Services

	AWS Platform Services

	Using Amazon Web Services

	Cloud native and serverless designs

	Choosing availability zones and regions





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
A basic understanding of common IT terminology and practices is required for you to follow the content of this chapter.



            

            
        
    
        

                            
                    What is the AWS platform?

                
            
            
                
Amazon Web Services essentially put the words cloud and Infrastructure as a Service (IaaS, in its abbreviated form) into the IT dictionary. I'm not implying that Amazon Web Services invented cloud computing, not at all! The creation of cloud computing is a multi-faceted story that took time and organic growth to become what it is today. I am simply implying that Amazon Web Services was the one that really made your typical enterprise start thinking of IT as services instead of investments.

Cloud computing can be broken down into three categories that define what kind of service is being consumed from the cloud, that is, Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). The following diagram illustrates the services that are offered by each service layer:





            

            
        
    
        

                            
                    Infrastructure as a Service

                
            
            
                
Services that are consumed from IaaS offerings include compute services such as virtual machine instances, block storage, private network segments, and network function devices that allow for connectivity, such as routers, NAT, firewalls, and so on. These resources are fairly standard units of computing that are commonly found in any enterprise environment. Therefore, the value of IaaS is that a cloud computing tenant can mirror their environment completely in the cloud and use these services. This can be very useful in the following circumstances:


	When strict policies of low-level operating system access are required

	For solutions such as backup and disaster recovery

	For hybrid solutions between on-premise and cloud servers, and so on



The drawback of IaaS is that there will still be a lot of infrastructure work that needs to be done to bring an application to life. For instance, in IaaS, we get a fresh operating system that needs to be optimized, services and applications that need to be installed, patched, secured, and kept safe, as well as periodically updated and upgraded. This can bring a lot of overhead and complexity to deployment as the environment is extended into the cloud and more virtual machine instances, storage volumes, network environments, and so on will need to be maintained, secured, and operated by the enterprise itself. The highest level of IT knowledge is required to use and configure IaaS, but it does give us the most control over the resources we are configuring.



            

            
        
    
        

                            
                    Platform as a Service

                
            
            
                
On the other hand, when the goal of using cloud computing is to reduce the infrastructure maintenance overhead, then PaaS can be considered as an option. The platform layer takes the complexity out of the equation, since the provider of the cloud service will be in charge of the operating system and the platform that provides the service. For instance, a development team is considering whether to install, maintain, and operate its own database platform or use a Database as a Service option such as the Relational Database Service (RDS) provided by Amazon Web Services.

In the case of building a database server, they can consume an IaaS virtual machine instance, install the database server, configure it with a database instance, and pass the connection details into the application. When using PaaS, they simply request the database instance to be created (this can be done via an API call) and the provider passes the connection details of the database instance back to the user as a reply to the initial request. As you can see, using PaaS can be a very effective way of using cloud computing services, as there is very little (if any) management overhead when provisioning, using, and releasing PaaS resources from the cloud. PaaS resources come in many forms including services such as the following:


	Highly available relational and NoSQL databases, database caching services

	Big data ingestion, processing, and warehousing solutions

	Scalable and durable web-accessible storage 

	Services for message queuing, distribution, and delivery

	Serverless processing

	Analytics, transcoding, and searching

	Services for mobile and IoT

	Server management and automation tools



PaaS is also very effective when designing applications with a cloud-native approach, where applications are designed for the cloud and the most mundane tasks like updating, upgrading, and even some security tasks, are simply handed off to the cloud provider.

The SaaS layer represents the user domain where users come in and consume services straight from the cloud. No IT knowledge is usually required to use these applications and none or very little access to the underlying environment running the application is provided to the user.



            

            
        
    
        

                            
                    The shared responsibility model

                
            
            
                
Once we begin consuming cloud resources, we need to be aware that we are operating our application on some kind of provider-managed infrastructure and that both parties have a different level of access to the environment. 

The following diagram represents an overview of the shared responsibility model:



There are quite a few differences between the shared responsibilities depending on whether a customer is running an IaaS or a PaaS. For example, if the customer is using IaaS and running a virtual machine with a database instance on the cloud, the provider has access to and responsibility for securing the following:


	The underlying hardware in their data center

	The server and hypervisor where the VM instance is running

	The storage subsystem where the data volume is residing

	The physical network devices that connect the hypervisor to the internet

	The uplink to the internet and the uplinks between the data center and other provider locations



The customer has access to and responsibility for maintaining the following:


	Network and user access to the operating system (ports, users, keypairs, and so on)

	Updating and upgrading the operating system

	Installing, updating, and upgrading the database application

	Securing the database application running inside the operating system

	Securing access to the database application and the database instance

	Securing the customer data inside the database instance



In the case of a PaaS service with the same requirements, you must run a database in the cloud, where the customer has consumed a database instance that's been delivered by the cloud provider. The cloud provider will, of course, keep the same responsibilities for the infrastructure, but also take on some of the responsibilities for securing the following:


	Network and user access to the operating system (ports, users, keypairs, and so on)

	Updating and upgrading the operating system

	Installing, updating, and upgrading the database application

	Securing the database application running inside the operating system

	Securing access to the database application



The customer's responsibility is now reduced only to the following:


	Securing access to the database instance (when using additional user-generated credentials)

	Securing the customer data inside the database instances



The overall management footprint of the services being consumed in the cloud can be reduced dramatically when using PaaS. This usually means that the developers, SysOps, and architects can focus on building the application instead of focusing on building and maintaining infrastructure. PaaS is ideal for enterprises that strive for high agility, lean and effective development and DevOps teams, and overall high efficiency. On the other hand, PaaS has drawbacks when it comes to strict the control of data flows, high security requirements, regulatory and compliance, and so on.

The following diagram summarizes the difference between the IaaS and PaaS shared responsibility models:





            

            
        
    
        

                            
                    Advantages of using AWS

                
            
            
                
Any conversation about cloud computing will eventually lead to the question "Why? What's the benefit and why should I be using cloud computing?" There are multiple factors that contribute to cloud computing outperforming the traditional, on-premises data center-oriented approach to computing, but the following capabilities are the ones that are the most likely to make on-premises data centers a thing of the past:


	The ability to trade capital expenses for operational expenses when running IT

	The ability to use inexpensive compute units on demand

	Increased application delivery speed and agility

	Capacity matched to demand

	The ability to go global in minutes



Perhaps the most prominent advantage when using Amazon Web Services is the ability to deploy your services globally within minutes. Using scripts, templates or 3rd party tools, you can deploy your application to any region where AWS operates with simplicity and great velocity. AWS also offers its customers the ability to very simply synchronize their data across regions and deliver an application to a broad range of audiences with the lowest possible latency.

Secondly, the ability to trade in capital expenditures for operating expenditures is very important. AWS allows users to provision and consume resources on demand, whenever resources are needed, and to scale those resources dynamically. There is complete control from the user's end regarding when and how to use the platform, the services, and resources provided, and the user also has complete control over the way they pay for that consumption, giving them the ability to pay only for the exact amount of usage in the cloud. This is a very valuable proposition to any business, as the cost of computing and application delivery can be relative to the demand for the application, and thus the income the business receives from providing the application for its users.

There is also the ability to use very inexpensive units of computing compared to traditional data centers and compared to the on-demand cloud services on offer. AWS allows its customers to essentially bid on unused resources that are reserved to provide other customers with dynamically expandable capacity. The users bidding on the unused capacity have the ability to use the capacity they bid on until any other client bidding a higher price or paying the regular on-demand price requests that capacity. As a price bid jumps to a higher price or the on-demand price, the lower bidder is outbid and their resources are terminated in favor of the higher bidder. We will discuss the way this feature operates by looking at the Elastic Cloud Compute (EC2) spot instance marketplace in a later chapter.

Lastly, the ability to increase application delivery velocity and agility should not be overlooked. By utilizing a combination of DevOps approaches, agile methodologies, and using PaaS, any application development company can tune the performance of their development teams to deliver their applications in an increasingly fast manner. This allows them to quickly react to any new business requirements, changing market conditions, and other factors outside the business itself.



            

            
        
    
        

                            
                    AWS Foundation Services

                
            
            
                
Amazon Web Services defines two service layers a bit more loosely than the standard IaaS and PaaS models. The underlying layer of AWS services is called AWS Foundation Services and includes all of the IaaS deliveries that AWS provides, as well as some services that fall squarely into the PaaS, and even SaaS layers of cloud computing. AWS Foundation Services can be divided into the following functional groups:


	Network services

	Compute services

	Storage services

	Security and identity services

	End user applications
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Network services are sub-divided into different offerings that deliver services that allows for the complete management of our network infrastructure. Examples include the following service offerings:


	Amazon Virtual Private Cloud (VPC): Delivers network management and connectivity features such as private network ranges, the ability to connect to the internet and use publicly routable IPs

	AWS Direct Connect: Allows for the creation of hybrid clouds with on-premise devices

	Amazon Route 53: Delivers DNS as a Service with an innovative API that can allow users to address the DNS service programmatically

	Amazon CloudFront: Delivers a highly efficient, scalable, and dynamic caching and CDN service

	Amazon Elastic Load Balancing (ELB): Allows the delivery of de-coupling, scalability, and high availability to EC2 and other services:
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Compute services are sub-divided into different offerings that deliver services that allow the execution of compute-oriented tasks in a variety of ways. Examples include the following service offerings:


	Amazon Elastic Cloud Computing (EC2): Delivers a virtual machine instance provisioning and management environment for building highly scalable, custom applications running on a variety of operating systems

	Amazon Elastic Container Service (ECS): Delivers the ability to provision and manage containerized applications in the cloud




	Amazon Lambda: Provides the serverless processing of functions and cloud-based computing workloads
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Storage services are sub-divided into different offerings that deliver services that allow different methods for the storage and delivery of data. Examples include the following service offerings:


	Amazon Elastic Block Storage (EBS): Allows virtual machine instances and containers to attach and use block storage volumes of different sizes with shared or provisioned performance

	Amazon Elastic File System (EFS): Allows storing files in a standard network filesystem approach

	Amazon Simple Storage Service (S3): Allows storing various static data via a standardized web-accessible platform

	Amazon Glacier: A data-archiving system that can be used to lifecycle data from S3 or as a standalone low-cost archiving solution

	AWS Storage Gateway: Allows connecting on-premises data with the AWS storage infrastructure




	AWS Snow Family: Provides data transfer services for physically moving one-time data from on-premises to the cloud at tera- and peta-byte scales
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Security and identity services are sub-divided into different tools that allow ease of identity management and secure our applications. Examples include the following service offerings:


	Amazon Identity and Access Management (IAM): This allows user and system access management by assigning policies to users, groups and roles from within the account. It also offers features to allow for the integrated management, and federation of access from other AWS accounts and other directories.

	Amazon Key Management Service (KMS): A managed service on AWS that allows users to easily manage the encryption keys being used in their AWS environment. It allows access in a programmatic manner to give developers the ability to automate the delivery of encryption credentials to applications running in AWS.

	Amazon Cloud Hardware Security Module (CloudHSM): A cloud-enabled hardware security device that allows for the complete control of the encryption of data within applications running on AWS.

	Amazon Inspector: Allows a security assessment of applications running in AWS. Delivers a prioritized list of vulnerabilities and misconfigurations that allow developers and architects to design their application and the AWS services it depends on to the highest security standard and achieve compliance.




	Amazon Web Application Firewall (WAF): Protects your web applications from external attacks using exploits and security vulnerabilities. WAF gives you complete control and visibility over the traffic being sent to your web instances and allows granular security policies to be designed to keep your web application secure and to prevent the overuse of resources due to malicious activity from the internet.
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End user applications are essentially different tools that offer services to end users, which can then be consumed from the cloud. Examples include the following service offerings:


	Amazon WorkMail: An enterprise-grade email and calendar tool in the cloud that has the ability to seamlessly integrate with multiple different email clients.

	Amazon WorkDocs: A cloud-based document creation, collaboration, and management environment with an extensible SDK.

	Amazon WorkSpaces: A managed cloud virtual desktop infrastructure (VDI) service, providing Windows and Linux desktops to users on a global basis. This helps simplify the way enterprises deliver desktop environments to their workforce.
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Platform Services provide users with platform and software options that allow developers to easily provision, deploy, and deliver services to their application without the typical infrastructure management overhead. AWS Platform Services can be divided into the following functional groups: 


	Databases

	Management tools

	Analytics

	Application services

	Developer tools

	Mobile and IoT services
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Database services are sub-divided into different offerings that deliver database services and allow for the acceleration of the delivery of data. Examples include the following service offerings:


	Amazon Relational Database Service (RDS): A fully managed relational database service that allows for the seamless creation, management, and simple integration of Amazon Aurora, PostgreSQL, MySQL, MariaDB, Oracle, and Microsoft SQL Server databases into your AWS infrastructure

	Amazon ElastiCache: This provides the ability to run a Redis or Memcached-compatible in-memory data store that allows for the caching of various structured and unstructured data types

	Amazon DynamoDB: A fully managed Not only SQL (NoSQL) database service that delivers predictable and consistent performance at any scale

	Amazon DynamoDB Accelerator (DAX): A fully managed caching service for DynamoDB that can lower the response times of the DynamoDB system from milliseconds to microseconds

	Amazon RedShift: A data warehousing and business intelligence solution that can handle petabyte-scale data with high performance and cost effectively
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The management services offer management of AWS cloud resources. Some also offer management of on premises resources. Examples include the following service offerings:


	Amazon CloudWatch: A fully managed monitoring service that stores metrics and logs from your environment and helps with diagnosing issues, understanding application load, and can deliver alerts to other services such as Amazon Auto Scaling, Lambda, and so on.






	Amazon CloudTrail: Allows for the logging and monitoring of API calls being issued to your AWS environment. It can record any changes in your infrastructure and deliver the data required for use in security and compliance processes.

	AWS Config: A feature that allows you to record the state and evaluate the configurations of your AWS resources.

	AWS CloudFormation: A template-based mechanism that allows you to create specification documents for your AWS instances and services and deploy them in an automated and repeatable manner. CloudFormation allows you to treat your infrastructure as code so that you can store, maintain, and deliver your infrastructure seamlessly from within your application life cycle environment.

	AWS OpsWorks: A configuration management service that allows you to easily deploy Chef or Puppet configuration management system instances and take control of and automate your infrastructure in the cloud and on-premises.





            

            
        
    
        

                            
                    Analytics tools

                
            
            
                
Analytics tools are sub-divided into different offerings that deliver services, that can be consumed from the cloud or are able to perform analytics workloads. Examples include the following service offerings:


	Amazon Kinesis: A managed service that allows the real-time capturing, storing, and processing of streaming data at any scale with the flexibility of integration with any type of processing system.

	Amazon Elastic Mapreduce (EMR): An environment for running cloud-based big data processing frameworks such as Hadoop, Apache Spark, HBase, Presto, Hive, Flink, and so on. It allows users to cost-effectively perform large-scale tasks such as log analysis, web indexing, financial analysis, data transformations, machine learning.

	 Amazon CloudSearch: A managed service that provides the ease of integration of powerful search functionality into your application or website. It allows you to search in different languages and supports features such as autocomplete, ranking, and highlighting to deliver great results and enrich the user's experience.
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Application services are sub-divided into different offerings that deliver services that can then be consumed by applications running in the cloud. Examples include the following service offerings:


	Amazon API Gateway: A fully managed service that allows creating, maintaining, and securing custom APIs at any scale. API Gateway can handle hundreds of thousands of concurrent API calls and can handle common tasks such as traffic management, monitoring, authorization and access control.

	Amazon Elastic Transcoder: A highly available and cost-effective media transcoding service in the cloud.

	Amazon Simple Workflow Service (SWF): A tool that enables you to manage and control the state of your application or business logic in the cloud.
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Developer tools help developers to easily cooperate and deploy applications in the cloud. Examples include the following service offerings:


	AWS CodeCommit: Allows you to store, maintain, and version your developer's code with a Git-based repository backend.

	AWS CodeBuild: A fully managed service that allows the simple implementation of continuous integration in your development process. This is done by enabling the automation of compiling, running, testing, and delivering packages that are ready to deploy.




	AWS CodeDeploy: A fully managed service that allows the deployment of your software packages to various cloud and on-premise systems:
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Mobile and IoT services help developers to easily create and deploy mobile and IoT applications in the cloud. Examples include the following service offerings:


	AWS Pinpoint: Allows developers and businesses to engage with their clients via various channels, such as email, SMS, and mobile push messages. It also provides analytics for client responses on top of those delivery channels.

	AWS Device Farm: Allows the cloud-enabled testing of mobile applications on fleets of AWS-based Amazon and iOS devices. This allows developers to test their applications at production scale before delivering them to their users.

	AWS Cognito: Allows developers to easily integrate signup and authentication services into their application and provides a hassle-free integration with web identity providers such as Amazon, Google, and Facebook.

	AWS Internet of Things (IoT) Services: Provides services and features that can be utilized by IoT developers such as Amazon FreeRTOS, a free real-time operating system that allows for the ease of programming IoT devices; AWS Greengrass, a service for messaging and caching that allows IoT devices to securely connect to your processing environment, IoT analytics services, security services.
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When the AWS environment was conceived, the initial requirement for the creation and consumption of resources was that they were simple, easy, and intuitive to consume, with no training required. If we look back to 2006-2007, the early years of AWS, this was very true. AWS had a simple design and the creation and consumption of the limited number of resources was relatively simple for anyone with an appropriate level of general IT knowledge so that they could come along and create resources with very little adjustment to the way AWS defined them. Nowadays, this is starting to become less and less true. Over the past decade or so, the AWS platform has evolved, seemingly at an exponential speed, to a point where it has so many services and so many offerings that you would be hard pressed to find anyone who would say that they clearly understand and are able to use the AWS platform with just the general IT knowledge that was needed back in the early days to operate the same environment. Even AWS itself now recommends that training be taken and whitepapers be read before you begin using the AWS infrastructure and the services and features it provides.



            

            
        
    
        

                            
                    AWS Management Console

                
            
            
                
There are several ways to approach consuming resources and configuring services in AWS. The simplest and most intuitive way to access the AWS environment is through AWS Management Console. Before you begin using AWS Management Console, you will be required to create an account and log in to the console with your newly created account.

Simply browse to https://aws.amazon.com/ and you will be presented with the home page of Amazon Web Services. Click on the Create an AWS Account button to begin the AWS account creation process:



On the next page, simply enter an email address that you would like to use with AWS as the root user, a password that meets the AWS complexity requirements, and the AWS account name that you would like to use. Your password must fulfill the following conditions:


	It must be eight characters long

	It must include any three out of the following: lowercase, uppercase, numbers, and special characters

	It must not be identical to your AWS account name:





There are some general considerations regarding the email used for the initial user that is creating the AWS account. We will call this user the root user, as they have permission to the root and thus full control of the AWS account. Since the root user is tied to the email you enter on the signup page, this email will have complete access to the AWS account, including the ability to create and delete resources, view and modify billing data, and control the creation of IAM users, groups, and permission assignments. Make sure that you choose your email address wisely so that it is not tied to one individual. Instead, choose a new email address or an existing group that is in control of this account.

It is generally not recommended to use the AWS root user account for any day-to-day tasks. Once you have created your account, it is recommended that you create IAM users with the appropriate permissions so that you can manage all of the features of your account. After you have gained access with an IAM user, it is also recommended that you do the following:


	Delete the root user's access keys so that no programmatic access is allowed for that user.

	Create and activate an MFA token on your root account. This gives the root user two-factor authentication and will prevent unauthorized access to your account by third parties.

	Create individual IAM users for the rest of your team. The recommendation is that you do not assign any permissions to the users being created as you should create and use groups to assign permissions to your users.

	Apply an IAM password policy that complies with your enterprise password policy.



Store the MFA device and the password for the root user in a safe place and put a procedure in place that will allow authorized personnel to access those credentials in the event that you lose access to all of your administrative IAM users. We will guide you through the process of securing the root user and your account in Chapter 3, Managing AWS Security with Identity and Access Management.

It is also wise to put some kind of breaking the glass policy in place for the retrieval of these credentials. Breaking the glass refers to fire alarms that have an alarm activation button behind a small glass panel that is broken if we push the button. You should implement some kind of policy that will show broken glass when a user requests or uses the root user. This refers to any kind of digital trace, such as sending an email whenever the root user is logged in or any similar event that can be captured and put forward as evidence of use of the root account.

The steps to complete account signup are as follows:


	Enter your contact details, address, and phone number

	Agree to the AWS terms and conditions

	Enter a credit card number for billing purposes



After you have completed the signup process, you will gain access to AWS Management Console. Along with the ability to manage your account, you will have the ability to search for services, and learn about AWS. Let's take a look at the structure of the console:



On the top bar, there are several pull-down menus:


	Services

	Resource groups

	A small bell symbol, representing alerts

	Your account name 

	Region

	Support



Clicking on the Services pull-down menu will open the Services screen where you can either browse grouped services or choose the selector on the right to sort them from A to Z. You also have the ability to search for a specific service. There is also a history of your recently visited AWS services, which is on the left:



Clicking on Resource Groups will show a menu for dealing with resource groups. These allow you to tag and manage groups of instances and services all at once. You can add any resource to a resource group – this can span the entire region that the services and instances are deployed in. This can help in automating tasks such as patching, monitoring, and security operations. From the pull-down menu, you also have the ability to create a resource group, see your saved groups, and access the Tag Editor:



The little bell symbol that represents alerts will show the latest alerts and notifications regarding your account:



Clicking on your username will open a drop-down menu that will allow you to perform the following actions:


	Manage your own account

	Manage your organization's account (if not using root, your IAM user needs to be granted the permissions that allow organization management)

	Access your Billing Dashboard (if the IAM user has permissions)

	Manage your own security credentials (if IAM users are allowed to do so)

	Switch Role (if the IAM user has the ability to switch role to a role with different permissions)

	Sign Out:





The region selector (which is set to Ohio in the following screenshot) allows you to select the region in which you would like to deploy your services. Selecting a region can be very important from different standpoints, possibly the most important being compliance with national regulations. Different countries and regions have different laws that have been put in place regarding sensitive and personal data and how the data is stored and handled. By choosing to deploy your services only in the region that is within the national or regional territory where the laws are applicable, you can ensure compliance with those regulations. You would also want to select a region based on the location of the majority of your users. This can help deliver better performance for your application with reduced latency and more available bandwidth to transfer data. At the time of writing, there are five North American regions, five Asian regions, four European regions, and one South American region, all of which are available to the typical user. US government entities are also able to choose the GovCloud region, which has specifics that are only available to them. Also, any registered business that has a license to operate within the Peoples Republic of China is also able to choose from several Chinese regions on top of the publicly available ones:



Clicking on Support opens the Support pull-down menu, where we have the ability to access the following:


	Support Center: Here, we can open tickets with AWS in the event of technical issues

	Forums: Where we can get help and discuss features with our peers

	Documentation: A link to the AWS documentation

	Training: A link to the training resource with self-paced labs, online and classroom training

	Other resources: Other resources related to AWS





The body of the console is divided into the following parts: 


	AWS services

	Build a solution

	Learn to build

	Helpful tips

	Explore AWS



The AWS services section has a Search functionality, and allows you to simply enter a common term such as database or messaging. From here, the search interface will show you suggestions that are based on your search, along with common services that are related to database, as shown in the following screenshot: 



It is essentially a quicker way to access services compared to the Services pull-down menu.

The other sections are a good place to start if you are new to AWS and AWS Management Console. The Learn to build section will give you an introduction to how to create and use services and will provide you with tutorials, videos, self-paced labs, project guides, and documentation that you can use to get hands-on experience with AWS. The Build a solution section includes wizards and workflows that will guide you through the creation of common resources and service types, while Helpful tips and Explore AWS will give you helpful advice on a number of topics.



            

            
        
    
        

                            
                    The AWS Command-Line Interface

                
            
            
                
Another way to access the AWS environment is through the AWS Command-Line Interface (CLI). This is a powerful open source tool based on the AWS SDK for Python, which allows us to manage features of the AWS cloud straight from the Linux shell or Windows command line. The ability to use the CLI allows us to integrate the management of our AWS services with shell scripting such as Bash and PowerShell. This means that we can manage and automate our AWS infrastructure straight out of our instance operating systems with a standard shell script approach.

For instance, the AWS CLI can be used to provide existing configuration management or a continuous integration server so that you can access and manage the creation, deployment, scaling, and deletion of AWS instances and services from an on-premise location or from within the AWS environment. The AWS CLI can also be a powerful tool to use when doing proof of concept or development, since the ability to provision and configure AWS resources straight from the command line can make the process much faster. Saving CLI commands can make the process repeatable and immutable.



            

            
        
    
        

                            
                    The AWS Software Development Kit

                
            
            
                
AWS also offers a Software Development Kit (SDK) that allows developers to seamlessly connect to the AWS environment from within their code and deliver AWS instances and services as part of the software code. Not only is the software able to be designed to run on AWS, but it can also provide the capability of software to self-provision services and instances whenever required. The AWS SDK is the right way to approach AWS service configuration when developers need a way to build their application with a cloud native or serverless approach. The SDK is available for a number of programming languages, including but not limited to Java, .NET, Python, Node.js, Ruby, PHP, Go, C++. Along with the standard SDKs, AWS also offers an SDK for mobile and IoT applications. The SDK empowers developers and DevOps teams with the ability to function as a self-contained unit that can fully manage all of their application requirements. 
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When we talk about cloud-native applications, we are simply defining them as applications that are built to run on the cloud and have the ability to access the cloud environment they are running on in one way or another. This capability can allow an application to be self-managed and, among other factors, can allow it to do any or all of the following:


	Provision its own resources, such as instances, databases, storage, and networks

	Access services in the cloud, such as monitoring and enumerating services to determine its own state

	Have the ability to scale itself according to events or metrics that are retrieved from the cloud

	Manage other applications running in the cloud



On the other hand, applications that have been designed with a server less approach in mind are designed in a way that they consume no visible server instance resources, and all of their processing, data storage, databases, and other features are delivered from environments managed by AWS delivered completely transparently to us. This can be achieved with any application that has very spiky, short bursts of processing activity and mostly delivers a static web page to users. A static web page can be simply deployed in AWS S3 and served by a CloudFront distribution, which will make the static website accessible and highly available by design. Any kind of request that requires processing can be forwarded in one way or another to one or multiple AWS Lambda functions, which can then run that query on predefined processing functions that have been stored in S3 with the static content itself. Outputs of Lambda can be stored in DynamoDB, the contents of which can also be viewed from JavaScript, and embedded within the static website hosted on S3:



This is just one example of a serverless application. Not one server instance needs to be running for this website to function, but it can still provide both static and dynamic content. It can also be integrated with other services to provide authentication, access from mobile applications, monitoring and advanced triggering through SQS queues, SNS notifications or AWS SWF, and so on.
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One of the most important aspects of running your application in an efficient and highly available manner is the correct selection of the location of your AWS services. AWS is designed to offer multiple facilities in several different regions so that it can provide both high availability of services within a single region and the ability for us to architect solutions that are distributed and replicated across different regions. 

Based on the experience gained from running Amazon since the 90s, AWS has set out to create a world-class infrastructure architecture that is composed of the following components:


	Datacenter

	Availability zones

	Region



The lowest infrastructure component in the AWS architecture is the datacenter. A datacenter is essentially designed to hold raw compute, network, and storage capacity and to provide no redundancy to your applications at all. The AWS datacenter design has the following characteristics:


	Compute capacity: Between 50.000 – 80.000 servers

	Storage capacity: Approximately 11 petabytes per rack

	Network throughput: Up to 100 terabits per second

	Proprietary redundant network stack, delivered via multiple other device manufacturers

	Proprietary redundant network security stack:
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As we stated previously, each datacenters provide no redundancy, so multiple datacenters will be connected together and made into an availability zone. The connections between datacenters are low-latency layer 2 connections over metro links. An availability zone is thus geographically distributed across multiple facilities that are still close enough to provide low latency across the zone:



The availability zone provides minimal support for redundancy. For instance, an EBS volume in an availability zone is redundantly placed on two different volume arrays in two different facilities. But even with features such as EBS volume redundancy, which traditionally might be considered as high availability, all the datacenters in an availability zone are connected in such a way that the whole availability zone is considered a one-fault isolation environment. Thus, if we want to achieve high availability within a region, we need to deploy our infrastructure to at least two availability zones.



The availability zones are also interconnected via low-latency network connections, although due to a wider geographical distribution of the availability zones themselves, we can expect to see a bit higher latency (usually within 5 ms) than within one availability zone (usually under 2 ms). This is a consideration that needs to be kept in mind when designing any application that is very sensitive to latency. However, as long as the traffic within a region does not traverse from the private network to the public network, it does not count toward our outgoing AWS transfer pricing:



There are services, such as AWS S3, that will be automatically distributed across at least three availability zones to provide regional high availability. There are others where we can simply specify the requirement for increased regional redundancy, such as AWS RDS, where setting up a multi-availability zone RDS database will deploy two instances in two availability zones that are synchronously replicated. Then, there are services such as AWS EC2, where we can select the availability zone when we launch instances. Is it then up to us to correctly deploy and configure services so that they are fully redundant within a region.



            

            
        
    
        

                            
                    Cross-regional high availability

                
            
            
                
When even higher availability is required to prevent an outage due to an AWS region failure, then we have to choose multiple regions to host our application. We can choose from a number of regions, and these have a geographical distribution that aligns well with the developed world's population density. The following map outlines the AWS regions that are currently in operation or under construction and will be online in the near future:



If we want to deploy our application across multiple regions, we need to consider the impact of such a decision. Within a region, the connections between datacenters and AZs are low latency, and are usually layer 2 links. Across regions, traffic is carried across a long-distance public Internet infrastructure. The following considerations need to be accounted for:


	Latency: We won't be able to maintain synchronous replication across multiple regions, since the latency between regions will be counted in tens to hundreds of milliseconds

	Cost: Since the traffic being sent out of a region traverses the internet, it will be counted as standard outgoing traffic and billed accordingly

	Lack of built-in redundancy: Only a selection of services are designed to provide built-in replication of data to multiple regions

	Recovery from region failure: You will need to design recovery and re-synchronization procedures for services that are deployed across multiple regions

	Latency to your clients: Choosing a region far from your clients or failing over to such a region will have an impact on the latency that's experienced by your end users
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There are some ways to mitigate the latency your clients experience. You can generally improve the performance of your application delivery infrastructure by utilizing features such as the Route53 DNS system and CloudFront caching, as well as the CDN environment. Services that help with delivery to clients are delivered from edge locations. These are locations that are separate from the datacenters that the AWS availability zones reside in and are positioned closer to where traffic from end users is coming from. In some geographical locations, the edge locations are positioned close to where the AWS region exists so that the experience delivered to end users is close to what it would be if a region was located nearby. However, these services are optional and do carry a certain cost, so it is up to the system architect building the solution to evaluate whether the cost of running a service in an edge location will be beneficial and is a justified expense.

The following map shows the edge locations in relation to their closest regions:
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Amazon Web Services provides a unified environment where cloud computing infrastructure, platform, and software services can be consumed by the end user. It enables us to be able to build an application by utilizing any combination of the AWS services on offer.

In this chapter, we learned how easy it is to create an AWS account and started using those services to build complex and powerful applications before making them available on the internet or on our internal network by using a VPN or Direct Connect uplink. AWS is a great environment when ease of management, the ability to provision quickly and globally, and financial constraints require us to build compute capacity from operating expenditures.







Although it is fairly simple to build applications on AWS, there are several challenges when using cloud computing systems as a standalone solution or as a hybrid model with an on-premises data center. First, there is the security concern, as we lose control of part of the system by delegating that control to the cloud provider. We looked at the shared security model and how it applies across infrastructure and platform as a service. Along with security, there is a real challenge to provide high availability, as some services within the cloud do not offer any intrinsic high availability, resilience, or backups. Because of this, we need to understand how to make each service highly available and build resilience and backups into our application.

We then took a quick glance at AWS regions, availability zones, and data centers to get a better overview of how AWS has designed its infrastructure to support the high availability of services. As we continue with this book, part of each chapter will also focus on making our services highly available and resilient. 
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	What is the difference between Infrastructure as a Service and Platform as a Service?

	Which layers is the cloud vendor responsible for when looking at Platform as a Service?

	What are the most obvious advantages of using AWS?

	List the five AWS Foundation service categories.

	Define the three ways of accessing the AWS environment outlined in this book.

	Essentially, what is a cloud-native application?

	What is the difference between regions and availability zones?

	Would running two virtual machine instances in two datacenters in one availability zone make your application highly available?





            

            
        
    
        

                            
                    Further reading

                
            
            
                

	Overview of the AWS Platform: https://docs.aws.amazon.com/aws-technical-content/latest/aws-overview/introduction.html

	Using the AWS CLI: https://docs.aws.amazon.com/lambda/latest/dg/setup-awscli.html

	AWS developer tools and SDKs: https://aws.amazon.com/tools/

	Cloud-native computing: https://aws.amazon.com/blogs/opensource/cloud-native-computing/

	AWS regions and AZs: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RegionsAndAvailabilityZones.html





            

            
        
    
        

                            
                    Managing AWS Security with Identity and Access Management

                
            
            
                
In this chapter, we will be looking at the Identity and Access Management (IAM) component of AWS. We will learn how to design an environment that is secure and how to use IAM as an identity management tool for our virtual machine instances, as well as AWS services and platforms. We will also be looking at examples of how to manage IAM within the AWS console.

The following topics will be covered in this chapter:


	Overview of IAM

	Managing access with IAM

	Integration with external directories

	IAM best practices





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
To follow along with the examples provided in this book, you will need to create an AWS account. Instructions on how to create the AWS account can be found in Chapter 2, The Fundamentals of Amazon Web Services.



            

            
        
    
        

                            
                    Overview of Identity and Access Management

                
            
            
                
Identity and Access Management (IAM) is essentially a software as a service solution from AWS that provides the ability to create and manage identity objects and services within AWS. In this chapter, we will discuss how these can be applied to provide fine-grained access control to AWS resources and build authentication services for your applications that can use AWS IAM directly, or for the federation of access control for mobile applications with web identity providers and corporate directories. In this section, we will look at best practices for the following:


	Creating Users, Groups, and Roles, and assigning permissions

	Using Multi-Factor Authentication (MFA) for privileged users

	Using IAM roles to share access

	Restricting privileged access with conditions





            

            
        
    
        

                            
                    Getting started with IAM

                
            
            
                
When starting out with AWS, the first security task is to secure the root user. We have outlined the procedure in Chapter 2, The Fundamentals of Amazon Web Services, in the section about the AWS Management Console. Before continuing, we will make sure our root account is secured by logging in to the AWS Management Console and navigating to https://console.aws.amazon.com/iam/home.

We should see a Security Status for our account and we should make sure all of the described statuses have a green check mark. When we first create the account, the security status will look like this:



For all the missing check marks, please click on the chevron on the right to see the instructions on how to complete any of the missing tasks. Let's begin by activating Multi-Factor Authentication (MFA) for our root user account. In our example, we will be using Google Authenticator, which is one of the supported virtual MFA devices on Android devices and iPhones; however, Authy 2-Factor Authentication is also supported on both of these platforms, as well as Authenticator for Windows Phone. First, we will expand the Activate MFA on your root account task and click on Manage MFA:



There will be a message warning you that the AWS best practice is to use IAM users with limited permissions. Since we are securing the root account, we will click on Continue to Security Credentials:



We now need to expand the Multi-factor authentication (MFA) task and click on Activate MFA:



A window will pop up where you can select an MFA device. Since we are using Google Authenticator, we will select A virtual MFA device. If you have a supported hardware device, you should select the other option for A hardware MFA device. After selecting, press the Next Step button:



Press Next Step on the virtual MFA information screen:



On the next screen, you will be presented with a QR code. Scan the QR code with Google Authenticator. When the account is successfully added, you will be presented with a time-rotating, six-digit, time-based, one-time password. You will need to enter two of those codes to verify the MFA and then press Activate virtual MFA:



Now that you have activated MFA, you will need to use the MFA code every time you log in with the root user. It is recommended that the MFA device for the root user be stored in a safe place and only retrieved in emergencies. If you happen to lose the MFA for your root account, you will still be able to recover your access via a recovery system, which will send you an email to the email registered as the root account user and then call the telephone number you used to register your account. Make sure you are also using a phone number that is secured against hostile takeovers such as SIM hacking, as this could be a way for the attacker to gain access to your root account. We will cover additional security in the IAM best practices of this chapter.

Heading back to our IAM Dashboard, we will see that two of five tasks have been completed, so we can open the Create individual IAM users task and click on Manage Users:



This will take us to the Users section of IAM, where we will now create a user by clicking on Add user:



Here, we will be able to do the following:


	Give our user a user name; in this example, we called the user mynewuser

	Allow Programmatic access via access key ID and secret access key, which can be used with the AWS API, CLI, SDK, and any other development tools




	Allow AWS Management Console access via a browser with the user's username and password:

	We are able to generate a random or our own password

	We are also able to force the user to change the password on their next sign in







After we have completed this part, we will click on Next: Permissions:



In the Permissions section, we can choose to do the following:


	Add the user to a group

	Copy permissions from an existing user

	Attach an existing policies directly



As per the best practices, we will be adding this user to a group, so we can continue with the Create Group task included in this section. You can also expand and explore Set permissions boundary. A permissions boundary is an advanced feature in which a user or a role can be limited in the maximum permissions that it can have. We will not be applying a permission boundary in our exercise:



In the Create group section, we will create a group for the administrators and give it the default Administrative Permissions Policy name AdministratorAccess. We will click the Create group button and continue with the creation of our user:



As you can see, after clicking Create group we are sent back to the Create user section, where we can now see that the newly created Administrators group is selected. Once selected, click on Next: Tags:



Next, we will be presented with a dialogue that will allow us to add tags. You can add up to 50 tags to the users to be able to identity them within your environment according to different attributes. You could add a tag with key: type and value: standard user or key: team and value: SysOps and so on. Once you have set the tags that you would like to add to the user simply click on Next: Review:



Finally we will be presented with a review screen where we will be able to review the configuration for our user before clicking on the Create user button at the bottom of the screen: 



At this point, you will have the ability to download a CSV with the user's credentials or to display them in the browser. This is the only time the credentials will be displayed to the person creating the account as at any other time displaying credentials in IAM is not possible. If the credentials for a user account are lost, they will need to be disabled and re-created; for example, you will need to reset the password and/or recreate a new access key ID and secret access key. You can click the Close button once you are done with storing the credentials for your new user:



Checking the dashboard, you will now see that four out of five tasks have been completed as we have added an IAM user and created a group. We also assigned a security policy to the group, so the Use groups to assign permissions task was also completed at the same time. The last task left for us is Apply an IAM password policy; here, we will specify the password length and complexity to comply with AWS best practices.

Let's expand the Apply an IAM password policy section and click Manage Password Policy:



By managing the password policy, you will have the ability to enforce rules that comply with your enterprise security policy and AWS best practices. You can set the following attributes for your password policy:


	Set the minimum password length

	Require at least one uppercase or lowercase character, number, or special character

	Allow users to change their own passwords

	Enable password expiration after a number of days

	Prevent the reuse of passwords

	Enable administrative reset on expired passwords



All of the features listed here are standard enterprise features for password complexity and rotation, and your enterprise probably has an existing password policy that the AWS password policy can be made to comply with:



By clicking Apply password policy, you have completed the last task in the IAM Dashboard security overview and all check marks should be green:





            

            
        
    
        

                            
                    Managing access with IAM

                
            
            
                
There are three different identity entities in IAM that we will be taking a deeper look at in this chapter:


	Users: These are identifying objects that uniquely represent the person or service that is interacting with AWS. A user will always specify a username and then a credential that will be used with the username to authenticate the user. 

	Groups: These are collections of IAM users that allow for the grouping of users with identical requirements into an entity that can be easily managed as a single entity. Any permissions set to the group will be automatically inherited by all the users in the group. It is a best practice of AWS to apply permissions to groups and then move users in and out of groups when their permission requirements change.




	Roles: These are identifying objects that help AWS identify the service's or a person's permissions when using AWS services. Contrary to users, roles do not identify a unique person or service and can be assumed by multiple entities at the same time. Roles are a way to temporarily acquire certain permissions that are beyond the usual scope of the permissions assigned to the user or a service. For example, you can allow users to assume a role when needing elevated or administrative access, or you can use roles to give virtual machine instances access to other AWS resources, such as S3 or DynamoDB, without having to hardcode security credentials into the instance itself.





            

            
        
    
        

                            
                    Managing Users

                
            
            
                
In AWS, the combination of Users, Groups, and Roles can be used to build a model for role-based access for users and applications using AWS services. As we have already mentioned, a user in AWS represents an entity that needs to be uniquely identified within the AWS environment when interacting with AWS services and components. This entity can be a user, a service, a server, or any other uniquely identifiable initiator of a request to AWS services. We have the ability to create up to 5,000 users in IAM in our AWS account. To manage users, we will sign in to the AWS Management Console with the newly created user and navigate to the Users section of AWS IAM:



Here, we can click on the user and manage the user's properties. On the Summary page, we can see the policies attached to this user:



Since we chose to set a global password policy for all users to be able to change their own password, all users will automatically be assigned the default IAMUserChangePassword policy, which defines this permission. All other permissions are set via the group membership, which we can see if we click on Groups. Here, we are able to look at the group membership and add the user to other groups:



By clicking on Security credentials, we can manage the way this user authenticates to AWS, reset the console password, manage the MFA device, and inactivate and create new access key IDs and secret access keys. As we already explained, the credentials are visible to the administrators only upon creation:



Let's go ahead and rotate the user's access key by making the existing key inactive by clicking on Make Inactive, then clicking on Create access key to create a new one. Once we have done this, we can see two access key IDs in our console, one of them inactive and one of them active. A user can have multiple access keys assigned to them and all of those can be arbitrarily deactivated and reactivated if needed:



You are encouraged to explore the Security Credentials tab and perform all of the tasks that can be done in this section:


	Reset the user's management console password

	Add an MFA device to the user

	Manage access keys

	Optionally, you can test out a signing certificate or SSH key for this user if you have one 





            

            
        
    
        

                            
                    Managing Groups

                
            
            
                
To group the users together in pools that can be managed as one object, we use groups in AWS. We have the ability to create up to 300 groups in IAM in our AWS account. Let's go back to the management console and click on Groups in IAM:



Now, open the Administrators group by clicking on its Group Name. You are presented with the Access Advisor tab where you can quickly see what kinds of permissions have been assigned to this group. You can see the AdministratorAccess policy is granting access to all of the AWS services. We will be looking at this policy in the Managing Policies and Assigning Permissions section of this chapter:



By clicking on the Permissions and Users tabs, we can assign other policies defining other permissions to the group and add or remove users from the group.
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When we create an AWS account, no roles are created initially, so by clicking on the Roles section in IAM, we will get the Create Role dialogue presented to us. A brief explanation is also presented that outlines a way roles can be used. As we already mentioned at the beginning of this chapter, roles are not used to identify a unique user or service, but are rather designed to allow multiple entities that require the same level of access to assume the role and present temporary credentials that allow access to the service for a limited time. We have the ability to create up to 1,000 roles in IAM in our AWS account.

Let's go ahead and create a role by clicking on the Create role button:



When creating a role, we have the ability to create the following roles:


	AWS service roles: These are assigned to AWS services so that they can access other AWS services without the need for storing credentials in the service itself. For instance, perhaps we have an EC2 instance running an application that needs to store session data in DynamoDB.

	Another AWS account: Cross-account roles can be used to grant access to services in our account to other AWS accounts. This can be used for sharing administrative roles in multiple accounts owned by one enterprise, giving access to an external auditing company also using AWS and granting permissions with any other entities with which we share services or data.




	Web identity role: We are able to create roles that grant access to users that are identified via a web identity such as Amazon, Amazon Cognito, Google, and Facebook, or other OpenID and SAML-compatible web identities. 

	SAML 2.0 federation: Similarly to web identity, we can create roles that are assigned and grant access to users from our SAML 2.0-compatible corporate directories. 



By selecting EC2 and clicking Next: Permissions, we will initiate the creation of a simple EC2 role that will allow EC2 instances that assume this role to have access to DynmoDB:



We will search for the DynamoDB roles and select the AmazonDynamoDBFullAccess policy, then press the Next: Review button:



The last step is to name the role and click Create role:





            

            
        
    
        

                            
                    Types of credentials in AWS

                
            
            
                
Whenever a user or service is authenticating to AWS, they will need to present a certain credential, depending on the way the AWS environment is being accessed. There are several different types of credentials used in AWS:


	User credentials: By default, a user has none but can be assigned any of the following credentials:

	The AWS Management Console password: This is only used to access the AWS Console from a browser.

	The access keys: Both the access key ID and secret access key can be used to authenticate to AWS when using the AWS CLI or the SDK.

	 An SSH key: This can be used when accessing AWS CodeCommit and for general access to SSH consoles of servers on AWS.





	Server credentials: Servers can use X.509 Certificate authentication for SSL/TLS connections.

	Role credentials: When a user or service assumes a role, temporary security credentials are created and exchanged between the caller and the service being called. The credentials expire every hour by default but the value can also be set to anything between 15 minutes and 12 hours upon role assumption.

	Temporary token credentials: Security tokens issued by the AWS Security Token Service (STS) web service on AWS that enables the requesting and issuing of temporary, limited-privilege credentials for users within IAM or users authenticated by a federation with an external directory.



All of the credentials mentioned here can be managed and distributed securely and automatically within the AWS environment. This means we can easily automate the way we create, manage, and assign security permissions and grant access to our application running on AWS.



            

            
        
    
        

                            
                    Managing policies and assigning permissions 

                
            
            
                
Assigning permissions in AWS is done through policies. Policies are implemented as JSON objects that define the scope of actions that are able to be executed over AWS resources. A combination of policies and security principles will be looked at before the final permissions are determined by AWS, and those include the following: 


	Identity-based policies: These are attached to users, groups, and roles.




	Resource-based policies: Policies can be attached directly to resources; for example, S3 bucket policies can control access to the S3 bucket.

	Access control lists (ACLs): ACLs are also attached to certain resources, but unlike resource-based policies are use XML rather than JSON.

	Organizations service control policies (SCP): We use SCPs to assign permissions boundaries to AWS organizations or organizational units (OUs).



Policies have a certain structure, written in JSON, and are composed of two parts:


	Policy-wide information at the top of the document (optional)

	One or more policy statements (mandatory)



Statements include information about a single permission, so to define multiple permissions you can include multiple statements. When evaluating the final permission, a logical AND is applied across all statements. When evaluating multiple policies, a logical AND will be applied across all of those policies, meaning the most restrictive setting in all policies combined will become the effective set of permissions.

Let's take a look at a policy by navigating to the IAM service, selecting the Policies | AdministrativeAccess policy, and selecting the {} JSON button: 



We can see that the version and one statement are included in this policy, and we can see that the effect of the statement is that it will Allow any action across all resources. The JSON policy can include all of the following attributes:


	Version: Here, we can specify the version of the policy language; in most cases, the latest 2012-10-17 version should be used.

	Statement: It is used as a container for statement elements:

	Sid: An optional statement ID to differentiate between your statements

	Effect: Allow or Deny 

	Principal: Should be the account, user, role, or federated user being assigned the permission

	Action: A list of actions that the policy allows or denies

	Resource: A list of resources to which the actions apply

	Condition (Optional): Specify the circumstances under which the policy grants permission









            

            
        
    
        

                            
                    Integration with external directories

                
            
            
                
The AWS IAM service is offered as a simple way to build authentication into our application. But, there are some limitations as to what IAM can provide.

The typical limitations of IAM are soft limits. For instance, the number of users we can create in IAM is limited to 5,000, the number of groups to 300, and so on, and if our application is built for the web, we would also expect web-scale user numbers to be supported. When we talk about web-scale, we are talking about hundreds of thousands, millions, and potentially billions of users. To support large sets of individually authenticated users, IAM can be integrated with web identities, Security Assertion Markup Language (SAML), and OpenID-compatible providers. There is built-in support for Amazon, Amazon Cognito, Google, and Facebook web identity providers, but any other compatible provider can be used as well. This can help us make use of the web identity provider's account management system to authenticate our users seamlessly and with very little effort. Upon authentication, the application can make use of the AssumeRoleWithWebIdentity call and allow the application to get permissions to access AWS web resources.

For example, you can build a mobile game that keeps track of scores in a DynamoDB database and game files in S3. To be able to access game files and record the score for each individual user, the application would assume the role, and then be able to enter a new high score straight into the DynamoDB table and access the S3 bucket to retrieve the game files. There is no need to store any credentials in the application, which is insecure:



Another example of why we would need to use an external directory is when we are using an existing corporate directory with possibly millions of objects that have very complicated relationships. Since the directory already exists and the users are already used to the current authentication system, we can simply federate our corporate directory with IAM. This allows us to use our corporate directory to provide a single sign-on system that also allows access to the AWS services. The federated system can delegate the authentication to the corporate directory and then use the AWS STS service to issue temporary credentials that can be then passed along with every request to the AWS environment, enabling the user to be granted access to AWS.

Here is an example flow of authentication with AWS federated access with Active Directory:


	The user authenticates against the Active Directory Federated Service (ADFS).

	Security Assertion Markup Language is used to issue an assertion back to the user's client.




	The SAML assertion is sent to the Security Token Service (STS) to assume a role within IAM.

	The STS responds to the user requesting federated access with temporary security credentials.

	The user is granted federated access to the necessary AWS services as per the role permissions:







            

            
        
    
        

                            
                    IAM best practices

                
            
            
                
In this chapter, we have covered some of the best practices that apply to AWS. At this point, I need to again stress the importance of securing your account and making sure that the root user is not being used for day-to-day tasks. The root credentials should be locked away in a secure place so that they are retrievable only in case of emergencies. 

As a best practice, we want to create individual users so that these users can be uniquely identified when performing tasks within AWS and assign permissions to the users via group membership. Assigning permissions directly to users can lead to inconsistencies in access levels for users performing similar tasks. By adding permissions to groups, we can simplify the way permissions are delivered to large numbers of AWS users and apply permissions based on job role or service function, rather than configuring permissions individually.

Make sure to try and use AWS's predefined policies whenever possible. AWS has taken care of writing very well-designed JSON policies that apply exact access permission levels to resources, which can be used for various applications. Using the built-in policies makes it easier to manage access, as relying on custom policies can bring in difficulties when design and functional changes are needed in the application.

Another best practice is to ensure we are following the least privilege approach when assigning permissions. With the least privilege approach, we only assign the permissions required to complete a certain task. As an additional level of security, we can configure all our users and groups with a fairly basic set of permissions, then allow these users to assume roles that have elevated permissions. 

For console and programmatic access, some other best practices should be considered:


	Configuring a strong password policy for your users; this will depend on any compliance or enterprise requirements but it is always a good practice to secure your passwords as much as you can

	Enabling multi-factor authentication for any privileged users

	Rotating credentials on a regular basis

	Removing any unnecessary credentials

	Do not share your access keys with anyone



For applications that run on Amazon EC2 instances and require access to other AWS resources, you should implement role-based access. The instance should have the permission to assume a role that gives it access and once started, that role will allow the application on the instance to securely access the resource without the need for storing credentials inside the application.

Roles can also be used to delegate permissions to users within the same account, to users from others accounts and to users authenticated by external directories. For instance, you can use roles to grant administrative access to your administrators, whose user accounts are initially set with very low permissions such as read-only. Only after they temporarily assume the role do they gain elevated access to the environment. All role assumptions can be monitored and tracked so any kind of unauthorized administrative access can be quickly identified and stopped. A second example is an external auditor, who can be given a cross-account role with read-only permissions in your AWS account. The auditor can simply use their existing user and assume the role to perform any task their role requires them to do.

Lastly, you need to monitor your AWS environment. You can simply implement monitoring of all the actions and API calls inside your AWS account by enabling CloudTrail on your account. The added value of logging all actions within your account is that you are able to have a detailed overview of how your resources are being used, who is doing what, and if any unauthorized actions are being attempted. Also, having a log of all the actions in your AWS account can be invaluable for auditing and compliance purposes. With CloudTrail, you can view, filter, and download the most recent 90 days of your account activity for all management events in supported AWS services free of charge. Since August 2017, AWS CloudTrail has been enabled by default for all customers and will provide visibility into the past seven days of account activity, without the need to configure a trail in the service to get started.



            

            
        
    
        

                            
                    Summary

                
            
            
                
AWS Identity and Access Management is a complete and free tool provided by AWS that allows us to control security inside our AWS account, inside an application running on AWS, and for granting access to external entities. This built-in capability is very valuable when building applications and running services in AWS, and can help us relieve the burden of building and managing our own identity management system. By following the AWS IAM best practices, we also have the ability to highly secure our environment and use its features to build compliance and adhere to regulations that govern application security. If the soft limits of the IAM system are not sufficient to support the authentication needs of our application, we can integrate the IAM environment with corporate directories such as Active Directory and other SAML 2.0-compatible providers. We can also introduce web identity federation with Amazon, Cognito, Google, and Facebook when building web-scale applications with huge numbers of users. This can be especially useful for mobile applications and games. In the next chapter, we will use Virtual Private Cloud (VPC) to create our own private networking environment.



            

            
        
    
        

                            
                    Questions

                
            
            
                

	In what case would it be normal practice to keep using the root account for administrative tasks?

	What is multi-factor authentication?

	What kinds of features does the AWS IAM password policy provide?

	What are the three main identity objects within IAM?

	Can a user have more than one active access key assigned to their account?

	A user has lost their secret access key and is asking the administrator to retrieve the existing secret access key for them. How can this be done?

	You are looking to give an application running on EC2 access to S3. What is the best practice way to achieve that?

	You are in charge of directory services in your enterprise and you have been given the task of granting everyone in your organization access to AWS. There are approximately 15000 users in your directory. What is the best way to approach authentication in AWS?

	State true or false: Yesterday someone deleted a server that inadvertently had some important data on it. The owner of that server is requesting you identify the culprit. You explain that you did not configure CloudTrail on the account and that data is not available.





            

            
        
    
        

                            
                    Further reading

                
            
            
                

	The AWS Root User: https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html

	AWS Security Credentials: https://docs.aws.amazon.com/general/latest/gr/aws-security-credentials.html

	IAM Service Limits: https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html

	IAM Policies and Permissions: https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

	IAM Best Practices: https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html





            

            
        
    
        

                            
                    Networking with the Virtual Private Cloud

                
            
            
                
When running Infrastructure as a Service (IaaS) in the cloud, the core requirement is that we have complete control of the network environment and connectivity to that environment. In AWS, we can use Virtual Private Cloud (VPC) to create our own private networking environment where we can define the security policies and routing to build a custom setup with complete control of the network traffic in the cloud.

The following topics will be covered in this chapter:


	VPC overview

	VPC subnets

	Connecting to on-premises resources

	VPC endpoints and AWS PrivateLink

	VPC peering

	Network security in the VPC

	Building a custom VPC





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
To follow along with this topic, familiarity with general IT networking terminology will be required. Specifically, familiarity with local area networking, network address translation, network routing, network firewalls, Internet Protocol Version 4 (IPv4), and the OSI layers is required.  
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Amazon VPC is designed to give us the ability to provision a logically isolated network within the AWS cloud. Once created, we have complete control over the networking environment. We can set up our own IP address ranges and subnets and configure routes and network gateways. Both IPv4 and IPv6 can be used in the VPC to access resources and applications. Once the VPC and connectivity options are created, we can spin up AWS Elastic Compute Cloud (EC2) or Elastic Container Service (ECS) instances inside public or private subnets. To control network security within the VPC, we can use security groups and network access control lists (ACLs).
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Subnets in a VPC are created within the network that's defined in the VPC and are defined as Classless Inter-Domain Routing (CIDR) subset ranges within the VPC network. By default, addressing in the VPC uses the IPv4 protocol, but IPv6 can be configured separately. When defining the network with the CIDR, IP addresses are described as consisting of two groups of bits in the address – the network address and the host address. To define the number of bits used in the network address, we use / (slash) with a number. Let's look at an example:


	In an IP address where the first 16 bits represent the network address, we use a CIDR of /16

	The remaining 16 bits can be used for host addresses

	Since bits can be 0 or 1, we have 2 on the power of 16 available addresses

	A /16 network can thus support 65,536 hosts



The number of usable addresses is smaller than the theoretical maximum because of the following:


	The first (for example, 10.0.0.0) host address is used for the network

	The last (for example, 10.0.255.255) host address is used for broadcasting

	Some services are reserved by AWS – for instance, the internet gateway, DHCP service, and NAT gateway





            

            
        
    
        

                            
                    Default VPC and default subnets

                
            
            
                
When creating an account in AWS, you will find that a default VPC has been created within each AWS Region. A default VPC is a quick-start option that allows you to use AWS without having to create your own VPC and define your own subnets. A default VPC will have subnets already created. You can launch EC2 instances into your default VPCs in all regions and use other services such as Elastic Load Balancing, Auto Scaling, and Amazon RDS in any default VPC. While a default VPC can help you get off the ground rapidly when running tests, Proof of Concepts (PoC), and demos, you should always consider building your own VPC according to your own requirements when it comes to production. For each region, the default VPCs that were created initially have the following characteristics:


	A default VPC has a /16 IPv4 CIDR block (172.31.0.0/16) with up to 65,536 private IPv4 addresses

	A default VPC has a default security group and a default network ACL

	There are default subnets in each availability zone with a size of /20 and up to 4,096 addresses per subnet

	Routing is created that allows all subnets to talk to each other

	An internet gateway (IGW) is created and a route to the IGW is created for internet traffic

	All subnets are considered public and public IPs are assigned automatically to all instances





            

            
        
    
        

                            
                    Defining networks in a VPC

                
            
            
                
Within a VPC, we define a network and then we split the network down into one or several subnets. For instance, a network with the 10.0.0.0/16 address can have two /17 subnets, where the first one has the 10.0.0.0/17 address with host addresses from 10.0.0.0 to 10.0.127.255 and the second subnet has the address 10.0.128.0/17 with host addresses of 10.0.128.0–10.0.255.255. The following best practices should be followed when creating a VPC:


	Make sure to size the network appropriately so that it can support the correct number of both private and public subnets

	A /16 network is usually recommended as it is the largest logical network that can be created and gives us the most flexibility with defining subnets

	Make sure to size your subnets correctly, as once the network and the subnets are defined, they cannot be changed

	Subnets of size /24 or larger are usually recommended so that they can support the correct number of instance IP addresses

	Separate subnets into public and private according to the role of the services within the subnet

	Secure instances within the same group with the same security group

	Use ACLs to achieve granular control over network security and traffic flows





            

            
        
    
        

                            
                    Public and private subnets

                
            
            
                
When we create subnets within the VPC network, we typically see subnets with IP addresses that are considered to be private IPs from ranges such as 10.0.0.0/16, 172.16.0.0/16, or 192.168.0.0/24. This can sound confusing when we have a VPC with a network of 10.0.0.0/16 that has a public subnet with 10.0.0.0/24 and a private subnet with 10.0.1.0/24. The only difference between public and private subnets is that a public subnet has the following properties:


	An IGW attached to it

	A route pointing to the internet gateway configured

	The ability to attach public or Elastic IPs to instances to make them accessible from the internet



Public IP addresses are addresses from AWS-controlled public IP address pools that are attached to the instance randomly whenever the instance is started. When an instance using a public IP address fails and is recreated or is shut down and then restarted, it will not maintain the same public IP address. However, an Elastic IP address is associated with your account and is persistent, so you have the ability to assign the Elastic IP to your instance to retain the address when it is shut down and restarted, or you can attach the same Elastic IP the failed instance was using to an instance that was recreated.

When we say the public or Elastic IP is attached to the instance, we mean that a virtual connection between the public or Elastic IP address and the instance has been created. From the instance itself, a user will see only the address from within the subnet assigned to the Ethernet adapter of the instance. However, we do have an option to see the public or Elastic IP address from the instance itself by looking at the instance metadata with the following command, which will return either the public or Elastic IP address associated with the instance:

curl http://169.254.169.254/latest/meta-data/public-ipv4

A private subnet is simply a subnet where no internet gateway is attached, thus no public or Elastic IPs can be assigned to the instances. A private subnet can still have outbound access to the internet via a network address translation (NAT) gateway or a NAT instance. A NAT gateway can be easily created within the VPC configuration and has the following features:


	Supports 5 GBps of bandwidth and automatically scales up to 45 GBps.

	Supports up to 55,000 simultaneous TCP, UDP, and ICMP connections to each unique destination.

	Can associate exactly one Elastic IP address with a NAT gateway – once created, it can not be dissociated.

	Cannot associate a security group with a NAT gateway – however, access can be controlled at the instance level with security groups.

	A NAT gateway has an automatically assigned private IP in your subnet that can be viewed in the AWS Management Console.

	NAT gateways do not support IPv6 traffic. In case of IPv6, an egress-only internet gateway can be used.



If any of the characteristics of the NAT instance do not suit your needs, you are able to spin up your own custom NAT instance. There are plenty of open source and commercial options available both online and from the AWS Marketplace for NAT instances.

You would want to build private subnets whenever there is a requirement for running services that are not directly accessible from the internet, such as application backends or database servers. For instance, a general security recommendation is that an RDS database be spun up in a private subnet due to the inherent security within.



            

            
        
    
        

                            
                    Connecting to on-premises resources

                
            
            
                
Another option for running services in private subnets in the cloud is to extend your on-premise workloads to the cloud as hybrid or cloud-burst solutions. You are able to connect your subnets to your on-premise data center via a Virtual Private network (VPN) or an AWS Direct Connect link. 



            

            
        
    
        

                            
                    AWS VPN connectivity options

                
            
            
                
There are three VPN options for connecting to AWS:


	AWS managed VPN gateway

	AWS VPN CloudHub

	Using a VPN instance 



An Amazon VPN gateway can be used as a simple, secure, and cost-effective solution when you need to quickly provision access to your AWS VPC subnets from your on-premise datacenter via a private link. For each VPN connection, two public tunnel endpoints are created to enable automatic failover from your gateway device:





You can also connect to multiple remote sites from one AWS VPN gateway; however, no transient traffic can pass through a VPN gateway:



If transient traffic is required between your sites, AWS VPN CloudHub can be considered as a solution. The VPN CloudHub is designed with a hub-and-spoke model that you can use with or without a VPC. The AWS VPN CloudHub allows you to arbitrarily connect your AWS resources and on-premises data centers together:



If neither of those options are satisfactory, then you can use a custom VPN instance that can be configured arbitrarily inside your environment. There are many open source and commercial options of VPN instances available on the internet and the AWS marketplace.
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Sometimes, internet connectivity just isn't good enough. When a need for a reliable and fast private link is identified, AWS customers can choose AWS Direct Connect. AWS Direct Connect allows you to establish a dedicated network connection between your network and one of the AWS Direct Connect locations around the globe. Using private optical layer 2 links and 802.1q VLANs, AWS Direct Connect can be partitioned into multiple virtual interfaces for accessing multiple private subnets or public AWS services, such as S3, each over its own VLAN that makes sure that traffic is separated on layer 2. You can consider using AWS Direct Connect whenever there is a requirement for the following:


	Lower latency

	Higher bandwidth throughput

	A more consistent network experience

	Large amounts of data are being transferred daily between your on-premises environment and AWS

	Security and compliance requirements prevent the use of internet links



AWS Direct Connect can also save you money on transfer costs from AWS to your datacenter as it is much cheaper to transfer data through the Direct Connect link compared to transferring it over the internet. You can configure a lot of services to be directly accessible via the Direct Connect link by creating a public virtual interface for those services or by adding those services as VPC endpoints to the subnet you are connecting to. 



            

            
        
    
        

                            
                    VPC endpoints and AWS PrivateLink

                
            
            
                
When connecting from your VPC to other AWS resources with a public address (such as S3, DynamoDB, and others), this will inherently mean that we are traversing the router and entering the public IP space. Moving any data out of the VPC via the internet router will fall under the transfer-out charges and mean that any traffic traversing the internet router is getting charged, even if its final destination is another service within AWS. To avoid charges and increase the performance to the AWS resource that we are connecting to, we can create a VPC endpoint or use PrivateLink.

A VPC endpoint is a managed virtual connection from an AWS service that attaches to your VPC subnet and lets you communicate with that service on your private IP range. No transfer charges are applied to traffic being passed through the VPC endpoint as the traffic is contained within the private IP range of the VPC. The VPC endpoint is also inherently highly available and scalabe, meaning that there are several benefits to using VPC endpoints versus going through the internet to access these resources:


	AWS resources are directly available to private instances with no internet access

	There are no bandwidth limitations imposed by routing and NAT devices

	A lot of savings can be achieved due to no transfer costs 



There are two types of endpoints available in AWS.
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A gateway endpoint is generated for a specific AWS supported service and is designed as a route within the VPC routing table. Any instance running within the VPC will need to consult the routing table to access the AWS service. At the time of writing, Amazon S3 and DynamoDB support gateway endpoints and will probably remain the only services to be supported in this way.



            

            
        
    
        

                            
                    Interface endpoints – powered by AWS PrivateLink

                
            
            
                
An interface endpoint is represented as an elastic network interface attached to the VPC. The interface will be assigned a private IP address within the VPC and the service that is attached to an interface endpoint will be responding on that private IP address. Please consult the VPC endpoints link in the Further reading section of this chapter to get a full list of services as many more services are supported as an interface endpoint. This is because these are enabled by using AWS PrivateLink. PrivateLink provides the capability of attaching the ENI to the VPC and essentially allows the service to be accessible within your VPC subnet, so it is like having the AWS service delivered as a private solution to your application – like having your own little AWS:









            

            
        
    
        

                            
                    VPC peering connections

                
            
            
                
When we need to connect one VPC to other VPCs that we have created inside our environment, we can use VPC peering connections. A VPC peering connection is a networking connection between two VPCs that enables you to route traffic between them privately and have the ability to connect instances in private subnets within separate VPCs to communicate directly. AWS provides the ability to create VPC peering connections between our own VPCs or with a VPC in another AWS account. The VPC peering connections can be established within or across different AWS Regions. AWS uses existing, scalable network technologies with no single point of failure to enable VPC peering. When enabling VPC peering between regions, AWS will take care of the VPN connection between the locations and maintain redundant pathways for the traffic. Since the traffic between regions will pass over the internet, standard inter-region charges apply when using VPC peering between regions. No charges to traffic within a region are applied:





When setting up a VPC peering connection, we need to be aware of the limitations of VPC peering:


	It is not possible to peer VPC with overlapping IPv4 or IPv6 CIDR blocks

	Transitive peering is not supported – for example, peering A to B and B to C does not establish a link between A and C

	Unicast reverse path forwarding in VPC peering connections is not supported

	Tagging a VPC peering connection is only applied in the account or region in which you create them



Additionally, inter-region VPC peering connections have the following limitations:


	The peer VPC's security groups cannot be referenced in security groups that are created in the other VPC

	DNS resolution of hostnames that have both public and private IPs will only resolve public IPs when queried from the peered VPC

	Communication over IPv6 is not supported

	Communication over ClassicLink for EC2-Classic instances is not supported

	Jumbo frames are not supported across the inter-region VPC peering connection
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There are two ways to provide network security to instances running in a VPC, which are as follows:


	Security groups

	NACLs
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The first layer of defense for our instances is the security group. A security group always needs to be applied or created when we spawn a new instance in the AWS EC2 service. The security group acts like a personal stateful firewall sitting right in front of the instance and it provides stateful port filtering capabilities. For instance, when we start a Linux web server, we want to do the following:


	Access the console by establishing an SSH connection on port 22 with the system

	Accept connections on the HTTPS port 443 so secure communication without web server can be established

	Optionally, HTTP can be allowed on port 80 







To allow access to this server, we would simply create a security group and add ports 22, 443, and, optionally, 80 as allowed ports for the TCP protocol from wherever we are communicating with the instance. Any instance that is a member of the security group will become accessible on the ports defined in the policy within the group. Any return traffic from the instance will also be allowed, no matter what the return port is, since the security group works in a stateful manner. By default, all ports are implicitly denied and we need to create an allow rule to open communication on a port and protocol.

Since one instance can be a member of multiple security groups, we can also separate the rules into several security groups, one allowing port 22, one allowing port 443, and one allowing port 80, and then arbitrarily assign these to instances that require them. If traffic is coming from other instances that are members of security groups, we can also simply specify the security group as a source for the traffic and allow communication in a very strict and easily manageable fashion.



            

            
        
    
        

                            
                    Network ACLs or NACLs

                
            
            
                
The second layer of defense is our network ACLs. These are stateless network control mechanisms where each rule will have the ability to allow or deny traffic in exactly one direction. An ACL can be used to define strict rules on network access and provide protection at the network level. There are default, modifiable network ACLs in each VPC we create that are designed to allow all incoming and outgoing traffic to the network. In a similar way to how we assign security groups to instances, we can assign network ACLs to our VPCs. We can define multiple ACLs within our VPC; however, a subnet in a VPC can only be assigned one network ACL at a time. ACLs can be used to control traffic between subnets within one VPC as all traffic is initially allowed between subnets. Also, ACLs can be used when a certain set of IP addresses needs to be prevented from accessing our networks; for example, if we need to block certain geographies or a certain set of IPs that have been determined to be malicious.





The following diagram shows how security groups and network ACLs apply within a VPC:









            

            
        
    
        

                            
                    Building a custom VPC

                
            
            
                
When building a VPC according to your requirements, the first step would be to log in to the AWS console and choose the correct region. We have already discussed how to choose a region in Chapter 2, The Fundamentals of Amazon Web Services, under the Choosing availability zones and regions section. After logging in, we can search for VPC and select it. For ease of access to VPC management across regions, we can always remember the naming schema that AWS uses in their URL, which as the follows:

https://{region}.console.aws.amazon.com/vpc/home?region={region}

For example, the US East (Ohio) region is also referred to as us-east-2, so the URL for the Ohio region would be as follows:

https://us-east-2.console.aws.amazon.com/vpc/home?region=us-east-2

On the other hand, the Asia Pacific (Singapore) region is also referred to as ap-southeast-1, so the URL for Singapore would be as follows:

https://ap-southeast-1.console.aws.amazon.com/vpc/home?region=ap-southeast-1

This naming schema will be quite common across all AWS services.



On the VPC Dashboard, you will have the ability to enumerate VPCs, Subnets, Route Tables, Internet Gateways, and so on in all regions, no matter what region you have connected to. This allows us to get a quick overview of the numbers of VPC objects that are created in your whole AWS environment:



To create a VPC, we can either select the Launch VPC Wizard button or create a VPC manually by navigating to each of the sections and creating each VPC object separately. While the VPC wizard is nice and can cover most usage scenarios, it does offer limited configuration options:


	A /16 VPC with a single /24 public subnet

	A /16 VPC with one /24 public and one /24 private subnet connected to the internet via a NAT instance

	A /16 VPC with one /24 public and one /24 private subnet connected to on-premises via VPN

	A /16 VPC with a single /24 private subnet connected to on-premises via VPN:





Although the VPC wizard will create all the required resources for us, we should consider building the VPC ourselves when we require more flexibility with the configuration. The following elements need to be planned and created for a VPC to function properly:


	VPC network CIDR with an IPv4 address range between /16 and /28

	An optional IPv6 block to be provided by Amazon

	Any requirement for a dedicated tenancy for the VPC

	The number and type of subnets and mapping of subnets to AZs

	The CIDRs for the subnets

	Number of public and private subnets

	NAT for private subnets

	Any special routing requirements

	The need for custom DNS, NTP, or NetBIOS settings

	The need for Elastic IPs

	Any needs for VPC endpoints

	Any VPC peering requirements

	VPN connectivity to on-premise or other locations

	Security considerations on NACL and security policy levels



All of these considerations will need to be determined and evaluated when building a custom VPC. This will ensure we have a plan that will allow for the creation of a compliant and reliable network architecture in the AWS cloud. To make your configuration even more reliable, you can consider building a CloudFormation template for your VPCs. We will discuss the concepts of CloudFormation and how to utilize it to build VPCs in one of the upcoming chapters of this book. 



For now, let's focus on creating a VPC from the AWS Management Console. Let's navigate to the VPC Dashboard and select Your VPCs. You should notice that the URL to the Your VPCs section has an additional #vpcs: at the end to denote that part of the VPC Dashboard:

https://us-east-2.console.aws.amazon.com/vpc/home?region=us-east-2#vpcs:

Now, let's create a new VPC by clicking on Create VPC:



We will need to give our new VPC a name and a CIDR that we want to use within our VPC. We also have the option of selecting whether we would like to have an IPv6 CIDR added to the VPC and whether the VPC needs to have dedicated tenancy. For our purposes, we will leave these options at their defaults and click Yes, Create:



Once we have created the new VPC, we will need to create the subnets for the VPC. We need to navigate to the Subnets section of the VPC Dashboard and click on Create subnet. Once in the Create Subnet dialogue, we have the option to give the subnet a name and select the VPC in which we will be creating it. Please choose your newly created VPC here. Next, we will select the availability zone and create a new CIDR block for the subnet.

Please create four subnets in your desired region. Please make sure that two of the subnets are in availability zone a – in this example, the AZ is us-east-2a – and two in the availability zone b – in this example, that would be us-east-2b. Make sure you also assign non-overlapping IPv4 CIDR blocks to your AZs. In our example, we will create IP subnets (10.0.1.0/24 and 10.0.2.0/24) for two public subnets in AZs, that is, us-east-2a and 2us-east-b, respectively and CIDRs 10.0.100.0/24 and 10.0.101.0/24 for two private subnets in AZs, us-east-2a and us-east-2b, respectively:



After completing the creation of our subnets, we need to create an Internet Gateway to support internet connectivity to the public subnets. We need to navigate to the Internet Gateways section of the VPC Dashboard and click the Create internet gateway button. Once in the Create internet gateway dialogue, we simply need to name our IGW and click Create:



Once created, the IGW is detached. Now, we need to select the newly created IGW and attach it to our newly created VPC by clicking on Actions and selecting Attach to VPC:



In the Attach to VPC dialogue, we select our VPC and click on Attach:



Now that we have attached the IGW to the VPC, we need to create a new route table so that our public subnets can have access to the internet. Navigate to the Route Tables section of the VPC Dashboard and select the route table that was created for your VPC. This route table is also called the main route table. It is predefined to allow all subnets within the 10.0.0.0/16 network to communicate with each other. All of the subnets that are created are associated with this route table by default.



Let's create a new route table by clicking on the Create Route Table button:



In the Create Route Table section, we need to give it a name and select our VPC, and then click Yes, Create:





Once the route has been created, we need to allow access to the internet via this route. Select the newly created route, click on the Routes tab, click Edit, and then click Add another route. We need to select our IGW as the target and 0.0.0.0/0 for the destination – this denotes all routes and is the default CIDR for the internet. Click on the Save button to put the new setting into effect:



Now, we need to associate our public subnets with this newly created route table. Select the Subnet Associations tab and click Edit. Select the subnets you want to make public and click Save:



We will now make sure that the public subnets will get public IPs automatically assigned to the instances that we spin up in the public subnets. This is an optional step, but we will make use of this feature in our future exercises. Navigate to the Subnets section of the VPC Dashboard, select the first one of your public subnets, click on Actions, and click on Modify auto-assign IP settings. We should also note the other options when clicking on Actions. You can see that, here, you are able to edit the subnet associations and tags, delete the subnet, and also create a flow log. Flow logs are very important when diagnosing connectivity issues as they can show the connection results for all the packets going in and out to targets within our subnet. VPC Flow logs do not give any insight into the packet content so if deep packet analysis is required, we would need to use a third-party tool:



Select the check mark next to Auto-assign IPv4 and click on Save. Make sure to repeat this step for the second public subnet:



We have now created the basic setup for a custom VPC that will provide the ability to spin up instances in two separate availability zones and thus provide high availability to our application. We have also created a public and private subnet in each region allowing, for hiding services such as databases and application servers that don't need to be accessible from the internet. We have multiple other options within the VPC configuration and you should take a look at the other options in the VPC Dashboard. For example, take a look at the option to create a DHCP options set. Here, we have the ability to create a custom setup with a custom domain name and custom DNS, NTP, and NetBIOS servers:





We also have the ability to allocate Elastic IPs if required in advance. When requiring an unchangeable IP address for any of our services, you can choose to allocate an Elastic IP for it. In the Allocate new address dialogue, we also have a nice feature that shows us the AWS CLI command for requesting a new EIP. Please note that, by default, all AWS accounts are limited to five Elastic IP addresses per region:



You can navigate to the Endpoints section to see how a service or other VPC endpoint can be created. Note the ease of configuring these features within the VPC Dashboard:



You are encouraged to explore all the features of the VPC endpoint at this stage and familiarize yourself with the options that the VPC Dashboard provides.





            

            
        
    
        

                            
                    Managing ACLs and security policies

                
            
            
                
Two of the security features that are built into the VPCs are network ACLs and security groups. A detailed explanation on both can be found in this chapter, under the Network security in the VPC section. To configure network ACLs, we would navigate to the Security section of the VPC Dashboard and select Network ACLs. Here, we can create the network ACLs and modify existing ones. Select the network ACL that is associated with your VPC and explore the inbound and outbound rules and subnet associations. You can see that, by default, the ACL permits all inbound and outbound traffic and is associated with all your subnets.

To manage network traffic, you can create and associate custom NACLs with your subnets here:



Next, let's navigate to the Security Groups section and select the security group that's associated with our VPC. Here, you can see that the security group allows only inbound traffic from itself, effectively denying all traffic to the instances associated with it. To allow traffic to instances, we will be creating new security groups when we spin up EC2 instances in Chapter 5, Managing Servers on AWS with Elastic Compute Cloud. Take your time to explore the Security Groups section and familiarize yourself with the options that are available:







            

            
        
    
        

                            
                    Summary

                
            
            
                
In this chapter, we have discussed the VPC networking concepts that are available in Amazon Web Services. We looked at the way networking is defined with CIDRs for the VPC network and the subnets contained within the VPC. We have also learned how to provide connectivity to the subnets via the internet gateway and on-premises connectivity options, and defined the difference between a public and private subnet. We also learned how to connect our VPC to other VPCs and services running in AWS by using endpoints and private links. Security is a very important component of networking and in this chapter we have learned how to use network access control lists and security groups to provide comprehensive security to instances running inside our VPC. The Building a custom VPC section outlined the steps that are needed to create a VPC. This ensures that you have a compliant networking environment running in AWS. In the next chapter, we will look into how we can manage servers on AWS using EC2.
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	What are the two layers of networks in the VPC?

	What is a CIDR?

	Which CIDR sizes can be assigned to the VPC?

	What is the difference between a private and a public subnet?

	What connectivity options does VPC provide for connecting to the internet and on-premises?

	VPC A is peered to VPC B. VPC B is peered to VPC C. Can instances in VPC A reach instances in VPC C?

	Your WEB application is running in a VPC. You have allowed inbound port 80 in the inbound policy of the network ACL and the inbound policy of the security group. Your application is still not responding. What could be the reason?









            

            
        
    
        

                            
                    Further reading

                
            
            
                

	AWS VPCs and Subnets: https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html

	AWS VPN Connections: https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html

	AWS Direct Connect: https://docs.aws.amazon.com/aws-technical-content/latest/aws-vpc-connectivity-options/aws-direct-connect-network-to-amazon.html

	VPC Peering Basics: https://docs.aws.amazon.com/vpc/latest/peering/vpc-peering-basics.html

	VPC endpoints: https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html

	AWS Network ACLs: https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html

	AWS Security Groups: https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html





            

            
        
    
        

                            
                    Managing Servers on AWS with Elastic Compute Cloud

                
            
            
                
One of the core components of AWS is the Elastic Compute Cloud (EC2) service. It provides AWS users with the capability to create, run, and manage fleets of virtual machines in the cloud. When running a virtual machine in the AWS cloud we also call it a virtual machine instance or just simply an instance, since it is just one instance of many that have been run from the same virtual machine image.

The following topics will be covered in this chapter:


	EC2 overview

	Instance storage and EBS volumes

	Components of a virtual machine instance

	Connecting instances to the network

	EC2 high availability

	EC2 placement groups

	Configuring security groups for EC2 instances

	Building an EC2 instance in AWS





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
To follow along with this topic, familiarity with general IT virtualization terminologies will be required. Specifically, you will need familiarity with running virtual machines on hypervisors, connecting virtual machines to the network, providing storage to virtual machines, and basic knowledge of the supporting technologies for achieving those tasks. Please refer to the GitHub repository for this chapter: https://github.com/PacktPublishing/AWS-Certified-SysOps-Administrator-Associate-Guide/tree/master/Chapter05.
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The AWS EC2 service provides the capability to use virtual machine instances in the AWS cloud. This service would fall squarely into the IaaS cloud category and is one of the basic services on which a lot of cloud PaaS and SaaS offerings are built. The EC2 service lets us run many versions of Windows and Linux based operating systems and gives us complete control of the operating system and its capabilities. 
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There are two different virtualization types supported on EC2 that can deliver differing features and, in the past, differing performance to the visualized operating system and they are defined as the following:


	Fully visualized or Hardware Virtual Machine (HVM)

	VMs with some direct access to hardware or paravirtual (PV) machine 



HVM are presented with a set of virtual resources (virtual CPU, disk, network, and GPU) and allow for a lot of flexibility when it comes to virtual computing as the instance is essentially fully decoupled from the hardware. That means it can operate on multiple different hardware profiles with no modification at all as the hardware is always presented as virtual devices.

In the past, PV was used to allow for better performance versus HVM due to its nature of allowing the guest operating system to access some underlying hardware and perform direct execution on the CPU, but the advances made in the way HVM operates and the virtualization extensions built into modern CPUs mean that the advantage is now irrelevant. Also, advanced services such as GPUs and enhanced network devices are not supported on PV instances. As there is no advantage to PV anymore, the newest EC2 instance types now only support the HVM virtualization instance type.



            

            
        
    
        

                            
                    EC2 shared responsibility and availability

                
            
            
                
In line with the shared responsibility model that we discussed in Chapter 2, The Fundamentals of Amazon Web Services, AWS makes sure that the underlying host the virtual machine is running on is secure and available at least 99.99% of the time during a monthly billing cycle, as defined in the EC2 Service Layer Agreement (SLA). That means that the security and configuration of the operating system and any application running within the operating system is our responsibility. 



The EC2 SLA also does not define the EC2 service as an inherently highly available service, meaning a failure within AWS can cause us to lose a particular EC2 instance which is expected within the scope of the way EC2 functions. What that means is that we need to ensure high availability of our infrastructure when running EC2 instances and configure them in a way that achieves the following:


	The data processed by the EC2 instances is stored securely and replicated

	The application running in an EC2 instance can be easily recovered or can withstand failure of an EC2 instance





            

            
        
    
        

                            
                    EC2 instance pricing models

                
            
            
                
There are several pricing models defined in EC2 that allow us to use the resources in the most economical way possible while allowing AWS to achieve very high utilization of the EC2 environment as a whole, further giving Amazon the ability to provide competitive pricing for its services. The resources in the EC2 environment can be consumed according to the following pricing models:


	On-Demand Instances

	Reserved Instances

	Spot Instances

	Dedicated Instances

	Dedicated Hosts





            

            
        
    
        

                            
                    On-Demand Instances

                
            
            
                
On-Demand Instances allow us to pay only for the compute capacity we use. The instances are charged by the hour or by the second depending on the instance type. There are no long-term commitments with On-Demand Instances; we simply launch an instance when needed and terminate it when not required any more. On-Demand Instances are great for any task that has an unpredictable or temporary workload, such as the following:


	Processing tasks from a variable source such as a message queue

	Running code execution in response to an event

	Covering temporary burst capacity requirements for EC2 clusters

	Developing and testing applications

	PoC deployments







            

            
        
    
        

                            
                    Reserved Instances

                
            
            
                
While On-Demand Instances provide us with very high flexibility, Reserved Instances provide us with save costs for stable workloads that will run over time. We are able to create one or three year reservations for instances within our AWS account of the following types:


	Standard Reserved Instances: For stable, long-running tasks on one type of instance – can provide up to a 75% saving over the on-demand price of the instance

	Convertible Reserved Instances: For stable, long-running task where the instance type is projected to be converted to equal or larger capacity – provides up to a 54% saving

	Scheduled Reserved Instances: For scheduled tasks such as monthly billing



Reserved Instance pricing can be deployed on an availability zone or region scope and will be applied to all instances that match the reservation. For instance, if we have a reservation for an m5.large instance in the us-east-1 region the pricing will be applied as long as an instance is running in any availability zone and any VPC within that region in our AWS account. Payments for Reserved Instances can be any of the following:


	All Upfront: Pay for all your instance hours at the start of the contract and run all of those instances for free. This option offers the biggest discount. 

	Partial Upfront: Pay part of the cost upfront and then get the lowest discounted hourly price.

	No Upfront: Pay nothing upfront and get a discount on the hourly price of the instances.



There is also a reserved instance market where reservations can be traded after the purchase has been made but is no longer needed. This gives us the option to buy reservations for shorter terms and at even lower prices.







            

            
        
    
        

                            
                    Spot Instances

                
            
            
                
To get even bigger discounts, you can look at the Spot Instance market. Spot Instances essentially run on available spare capacity that is provided to EC2 instances whenever they need to be scaled elastically. As you can imagine, at the scale AWS operates there is a huge requirement for spare capacity, meaning there are a lot of unused resources just waiting to be consumed in the AWS environment. AWS will let you use this environment by bidding on the price that you are willing to pay for your instances. You can save up to 90% off the instance price by running spot instances with one big caveat – Spot Instances can be terminated at any time. When the Spot Instance price increases the instance will be terminated within two minutes of the price increase. Spot prices can increase in the following scenarios:


	When there is more demand from users in the spot market

	When there is more demand from On-Demand Instances

	When there is an event such as a failure or scheduled maintenance that decreases the available spare capacity in the EC2 environment



EC2 will post a message of pending termination exactly 120 seconds before the instance is terminated into the instance metadata. Reading the metadata thus allows the instance to detect a pending termination and gracefully unload any remaining tasks it is currently running. Spot Instances are thus suitable only for tasks that are highly distributed across multiple instances and can handle sudden changes in the cluster size.

AWS now also offers Sport Fleet that can automate the usage of Spot Instances. Simply tell Spot Fleet how much capacity you need and fleet does the rest.



            

            
        
    
        

                            
                    Dedicated Instances and Dedicated Hosts

                
            
            
                
While we have covered most of the use cases that can utilize shared computing resources within EC2, there are certain workloads that require us to run our instances on dedicated EC2 hardware. Dedicated Instances and hosts allow us to run EC2 compute resources on hardware that will not be shared with any other EC2 tenant. In the case of Dedicated Instances, we have the ability to use EC2 as we would On-Demand Instances, while Dedicated Hosts give us the ability to gain access to the hypervisor. Dedicated environments might be required in the following cases:


	The compliance and regulations require that virtual machines may not share hardware with other tenants

	The bring your own licensing (BYOL) scenarios that require use of our own licenses for operating systems and application

	The custom setups requiring access to the hypervisor





            

            
        
    
        

                            
                    Components of a virtual machine instance

                
            
            
                
A virtual machine instance running in EC2 is always created from an Amazon Machine Images (AMIs) and the process of the creation of an EC2 instance is referred to as a launch. Whenever we launch an instance we also need to define the amount of CPU, memory, and disk attached to the instance and we define those characteristics using an EC2 instance type.



            

            
        
    
        

                            
                    Amazon Machine Images (AMIs) 

                
            
            
                
An AMI provides all the software required to launch an instance including the following:


	The boot sectors and disk layout

	The operating system

	The cloud-init components to configure your instance at launch

	Default block device mappings that define the volumes to be attached to the instance

	Launch permissions controlling who can run the instance

	Any optional applications

	Custom images that include user data



You can use a pre-existing AMI provided by Amazon or partners on the Amazon marketplace to launch your instances so can create and register your own AMIs. The simplest way of creating your own AMI is to launch a new instance, customize it, and then save your instance as a custom AMI.

AMIs are always created within a region, so you can only run EC2 instances from a specific image with a specific image ID within any availability zone of a region. If you need to use the same AMI in multiple regions, you can copy the particular AMI over to another region. The AMI in the new region will receive a new AMI ID. You can then run the same configuration in another region by specifying the copied AMI during launch. When you no longer require an AMI, you can de-register it; this will essentially delete the AMI and remove it from AWS. It is a good practice to de-register your old AMIs as they are stored on S3 so you will be charged for the consumed resources:





            

            
        
    
        

                            
                    Amazon Linux AMI 

                
            
            
                
AWS provides and maintains Amazon Linux 2 and the Amazon Linux AMIs, which are optimized to run on EC2. The features of the AMIs can be found at https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html



            

            
        
    
        

                            
                    Amazon EC2 instance types

                
            
            
                
After we have selected an image to run our EC2 instance, we also need to select the instance type. A selection of instance types optimized to fit different use cases are available on EC2 with varying combinations of CPU, memory, storage, and networking capabilities. Having such a variety gives us the flexibility to choose the appropriate mix of resources for our applications. For each instance type, we need to select an appropriate instance size that allows us to scale the resources to the requirements of the target workload but maintain the costs within our budget. Over-provisioning can cause costs to rise while under-provisioning can cause resource constraints within our application. Instance types come in five different types:


	General purpose

	Compute optimized

	Memory optimized

	Storage optimized

	Accelerated computing





The general purpose types come in two variants:


	T type or burstable instances that provide a baseline level of CPU performance with the ability to burst CPU usage at any time for as long as required

	M type with a good balance of compute, memory, and network resources



The burstable instances are useful when we have an application with spiky performance. Each burstable instance type comes with a predictable baseline of performance and can burst up over the baseline to either a limited or unlimited CPU usage (depending on the chose instance type). When choosing a limited T2 type the price will be constant and the CPU will be throttled by AWS once the allotted CPU time has been consumed by the instance. Unlimited T type instances will be allowed to burst as much as needed, but higher charges will apply if the instance's average CPU utilization exceeds the baseline of the instance. 

The compute optimized C type instances are optimized for compute-intensive workloads and deliver very cost-effective high performance at a low price per compute ratio. They generally have half the memory per number of CPUs compared to M type instances. 

The memory optimized instances come in two types:


	R type: Optimized for memory-intensive applications

	X type: Optimized for high-performance databases, in-memory databases, and other memory-intensive enterprise applications



The R type instances usually have double the memory to CPU compared to the M type instances of the same size, while the X type instances scale from 4 CPUs with 122 GB of memory to 128 CPUs and 3904 GB of memory.

The storage optimized instance types come in three different variants:


	H type instances leverage a balanced CPU and memory configuration and will allow the creation of up to 16 TB of HDD-based local storage with high disk throughput.

	I types are optimized for low latency and very high disk IOPS and feature the use of non-volatile memory express (NVMe) SSD-backed instance storage.

	D type instances are designed to deliver high disk throughput at low prices. We can configure up to 48 TB of HDD-based local storage for these instances.





The accelerated computing instances offer GPU and FPGA enhancements that can be used within our application and come in the following types:


	P type instances offer general purpose GPU acceleration

	G type instances are optimized for highly graphics-intensive applications

	F type instances offer customization hardware acceleration with field programmable gate arrays (FPGAs)



Instance types also sometimes come in generations and you will see that sometime you will be able to choose from multiple generations of the same type in the same region, whereas some type generations might not yet be available or not be available anymore in certain regions. Type generations are distinguished by the number next to the instance type, for instance M4 and M5, T2 and T3, or P2 and P3.



            

            
        
    
        

                            
                    Instance store and EBS volumes

                
            
            
                
Once we have selected our instance AMI and type, we also need to consider the storage options for our instance. Some instance types come with a so-called instance store, while others are only compatible with volumes that are created with the Elastic Block Storage (EBS) service.
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When we create and launch a new instance, the operating system is run off the so-called root device. When we select a certain instance type, it will specify whether it has some instance store or whether it is backed by EBS. This will determine where the root device will be deployed and what the characteristics, as far as the data persistence and performance of the root device, will be.



            

            
        
    
        

                            
                    Amazon instance store

                
            
            
                
The Amazon instance store provides ephemeral block-level storage for EC2 instances. The storage is consumed from physical disks attached to the hypervisor and is ideal for the temporary storage of information that changes frequently, such as the operating system paging, buffers, caches, scratch, and other temporary data. It can also be used for data that is securely replicated across a cluster of instances, such as a distributed NoSQL database or Hadoop cluster.

The data written to the instance store volumes exist only while your instance is powered on. That means the data in the instance store will not survive in any of the following cases:


	The underlying disk subsystem fails

	The instance is stopped or the operating system is shut down

	The instance is terminated



The allotted storage from the instance store depends on the instance type and will be represented as one or more volumes (up to 24) that range in size from 4 GB on the smallest to 2 TB on the largest instance types. The instance store volumes are included in the price of the instance type, so we should make use of them whenever we are choosing an instance type that comes with an instance store volume. 
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With most instance types can use EBS as the volume storage mechanisms as the instance store volumes are not supported on all instance types. We can also use EBS when the instance store volume assigned to the instance type does not satisfy our requirements because of the following:


	Persistent storage that is highly available 

	Storage that will survive reboots and instance failure

	Block volume sizes up to 16 TB



EBS volumes are delivered from a durable, block-level storage device and can be attached to one EC2 instance at a time. The EC2 instance that has the volume attached is able to store data persistently. Once stored, the data will survive any EC2 life cycles or EC2 instance failures. We also have the ability to detach the volume from the existing EC2 instance and attach it to another one. This makes it very simple to perform updates of the operating system with the ability to roll back in case of issues.

For example, a database server running on an EC2 instance stores the data to an EBS volume. When the need arises to update the operating system or the database platform, we can simply deploy a new instance with an updated operating system and an updated database platform. We transfer the configuration from the existing EC2 instance to the new one, power the existing instance down, and detach the volume. Next, we attach the volume to the newly created, updated EC2 instance and power it on. The instance is able to access the data on the attached volume and spin up the database since we have already transferred the configuration from the old one. We can now perform some tests on the newer instance and put it in production or revert to the old instance by powering the new one down, attaching the volume to the old one, and powering the old instance back on.



There are several different types of EBS volumes that we can use with our EC2 instances:


	General Purpose SSD (gp2): General purpose SSD-backed disks with up to 10,000 IOPS, 160 MBps throughput, and a size of between 1 GB and 16 TB per volume

	Provisioned IOPS SSD (io1): Performance optimized SSD-backed disks with up to 32,000 IOPS, 500 MBps throughput, and a size of between 4 GB and 16 TB per volume

	Throughput Optimized HDD (st1): Throughput optimized magnetic disks with up to 500 IOPS, 500 MBps throughput, and a size of between 500 GB and 16 TB per volume

	Cold HDD (sc1): Lowest cost magnetic disks with up to 250 IOPS, 250 MBps throughput, and a size of between 500 GB and 16 TB per volume



If the limitations of EBS volumes do not suffice, you have the ability to attach multiple volumes and create a Redundant Array of Independent Disks (RAIDs) across multiple volumes, although certain limitations do apply, for instance the maximum IOPS per instance using EBS volumes is limited to 80,000 and the maximum throughput per instance is 1,750 MBps.

EBS volumes are also designed to be highly available within an availability zone and adhere to the EC2 99.99% SLA. Each volume is replicated to two different physical devices within the same availability zone, so any disk failure or failure of the backend disk subsystem will not affect the EBS volume. Even though the EBS volumes are highly available within an availability zone, failures can occur that will bring the availability zone down and the EBS volumes with it. Also, there is no guarantee for data durability on an EBS volume, so make sure you protect the volumes with important data by either replicating the data to another instance in another availability zone with another EBS volume attached or snapshot the EBS volume.





            

            
        
    
        

                            
                    Amazon EBS snapshots

                
            
            
                
By creating a snapshot, we are creating a point-in-time copy of the whole volume and storing it on the Amazon Simple Storage Service (S3), which we will discuss in detail in Chapter 7, Understanding Simple Storage Service and Glacier. Snapshots are incremental copies of the EBS volume, meaning that only the blocks on the storage device that have changed since your most recent snapshot are stored to the snapshot. Although this sounds like a good way to perform traditional backups of an EC2 instances storage, we need to be aware that snapshots need to be integrated with a backup procedure, script, or backups software that sits within the instance and will commit all the outstanding I/O operations to disk before the snapshot is started. If there are any pending I/O operations that are left out of a snapshot, it could cause the data that's being copied to the snapshot to be of no use when we try to restore it.
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To manage the volumes that we have created, we can look at the EC2 Management Console and select Volumes from the Elastic Block Store section in the menu. Here, we are able to see all of the volumes that we have created and manage their properties. We can also control the attachment of each volume to instances as we desire and we can also see a quick overview of the status of the volume. The status is derived from the automated status checks that AWS performs on the volume backends every 5 minutes, and the status can be any of the following:


	okay: The volume is operational and available for use

	warning: The volume is experiencing degraded performance due to an action or operation being performed against it, for instance creating a snapshot during high usage of the volume

	impaired: The volume is severely impacted in performance or is not available due to a failure in the backend of the EBS environment

	insufficient-data: This usually means that not enough health checks, have been performed to determine the state of the volume



The following is an example of the volume web console, and the data being displayed is for a 1 GB volume. If you would like to create a volume and attach it to a running instance, you can click the Create Volume button:





            

            
        
    
        

                            
                    Connecting instances to the network

                
            
            
                
Once we have decided on the compute capacities of the instance, we need to select the network to connect the instance to. Instances are connected to the network by selecting the VPC and an appropriate subnet. We have taken a look at how to create a VPC in Chapter 4, Networking with Virtual Private Cloud. The selection of the VPC and subnet will determine the following:


	The private IP addressing of the instance

	The internet availability and public IP address of the instance

	The availability zone in which the instance will be started



An instance network connection details will be determined upon creation of the instance. A MAC address will be assigned to the primary network interface of the instance and the DHCP service within the VPC subnet will assign an IP address to the instance from its pool of IP addresses. 

If we require more control over the networking configuration, we can use an additional Elastic Network Interface (ENI) to the EC2 instance. An additional ENI can be created and attached to an instance when the following conditions are satisfied:


	We need to attach an instance to multiple subnets

	We require an interface independent of instances life cycle

	We require a fixed MAC address due to licensing purposes

	We want to attach a specific Elastic IP to a specific private IP





For example, we have a specific instance that has some kind of software on it that is licensed to the MAC address of that instance. We wouldn't want to use the primary MAC because if the instance fails and we want to restore it from a snapshot or backup to a new instance, the metadata will not be maintained. This is when we can opt to use an ENI as the ENI can survive the instance failure and can be re-attached to the restored instance. The same applies to any kind of instance where we want to maintain a static relationship between an Elastic IP and an internal IP address, for example, a custom routing, NAT, or firewall instance within our environment.   
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There are several approaches to making our EC2 instances and the applications running on them highly available. The approach we take will be dependent on the SLA that we need to achieve in our application, that is, whenever it is higher than the SLA of the EC2 service. When we are designing applications, we should always be thinking of them as disposable objects that do not need to be protected, but that kind of approach is not possible with a lot of legacy and enterprise workloads being moved to the cloud. Thus when talking about high availability, we need to determine the following:


	Are our instances stateful or stateless?

	Are tasks being processed by our instances sticky or distributed?

	What does our SLA define as the percentage of high availability?

	What is the Recovery Time Objective (RTO) and Recovery Point Objective (RPO) when failures occur?









            

            
        
    
        

                            
                    Stateful EC2 instance high availability

                
            
            
                
When our instances are stateful, we need to consider whether the tasks being processed can be distributed across the cluster and any data being received and stored is shareable across instances.

In the worst case, the stateful instances will also have stickiness in their application processing, meaning that one client request will need to be fully processed by one particular instance. When clients and instances need to have a strict relationship, the failure of an instance will cause the client or clients using this instance to lose their connection and possibly lose their data that has not been saved to a persistent disk capable of withstanding an instance failure. In this case, a traditional backup scenario needs to be implemented. Such an instance within AWS should be configured with an ELB volume for stateful data and both the instance and the ELB volume will need to have frequent snapshots created against them. The instance should also have an ENI attached to it if a strict MAC or IP relationship is required. You can also use the EC2 Auto Recovery service that can monitor your instance and automatically recover it with the same metadata of the instance that failed (bring it up with the same IP, MAC, ID, and so on) in the case of a hardware failure within AWS.



            

            
        
    
        

                            
                    Stateless EC2 instance high availability

                
            
            
                
When our instances are stateless, it is very easy to make them highly available. The only thing that needs to be done is to create multiple instances in two or more availability zones in a region and put an Elastic Load Balancer (ELB) in front of them so that the requests being received from the clients (load) are evenly distributed across all instances. 
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When you deploy a fleet of instances that are processing transactions in a distributed manner, you sometimes need to control the placement of the instances in the underlying architecture to allow for certain specific application requirements. You can use placement groups to control this behavior.



            

            
        
    
        

                            
                    Cluster placement groups

                
            
            
                
You can use the cluster placement groups to group instances together in a configuration to allow for very low network latency. Cluster placement groups allow for the non-blocking, non-oversubscribed, fully bi-sectional nature of the connectivity, meaning that instances in a placement group will be able to utilize the full line rate of 10 GBps to talk to each other. To place instances in a cluster placement group, we need to start the instances at the same time.



            

            
        
    
        

                            
                    Spread placement groups

                
            
            
                
When the requirement is to minimize the effect of a hardware failure on your application, you can use the spread placement groups. Any application with a small number of critical instances that should be kept separate from each other and made highly available can make use of this feature. To place the instances in a spread placement group, we need to start the instances at the same time.



            

            
        
    
        

                            
                    Building an EC2 instance in AWS

                
            
            
                
Now, let's tie this all together and look at the process of building an EC2 instance:


	First, we'll navigate to the EC2 Dashboard and click on the blue Launch Instance button:







This opens the launch instance dialogue where we can search for and choose an AMI representing an operating system. From the quick start menu, we can select My AMIs, the AWS Marketplace, and the Community AMIs. For the sake of this demonstration, we'll run an Amazon Linux AMI:






	Next, we can choose an instance type. We will select t2.micro as it is free-tier eligible, meaning that if you create a new AWS account, you can run over 700 hours of this type of instance each month for free for the first year:






	Next, we will configure the instance details. Here, we can choose the number of instances to run. If we need a fleet of instances, we can just choose any number up to our soft limit set by AWS. If we need to increase the soft limit for our account, we can contact AWS. We can also request spot instances straight out of this dialogue, but for the purpose of this demonstration, we will just run an On-Demand Instance.



We need to select a VPC and a subnet to connect the instance to the network. When building a highly available cluster you will need to repeat this operation multiple times so that you can put instances in more different subnets. You only need to do this if you're if building the cluster through the console.

Here, we also have the ability to give a role to the EC2 instance, determine the behavior on shutdown, and set up detailed CloudWatch monitoring, if required. 



For the purposes of this demo, we will run one instance in the default VPC and put it in any default subnet:




	Next, we will add an additional EBS volume. We will choose an EBS volume and select how the volume will be represented in our operating system as either /dev/xvdb or /dev/sdb by selecting the device type:






	Next, we can add tags to the EC2 instance – tags help with the administration of EC2 instances. We can do advanced filtering on tags to help determine which application the instances belong to, for instance. Tags are represented as key:value pairs:






	Now, we will create a security group. This security group will allow us to SSH into the instance from everywhere. Make sure you choose the type as SSH and enter 0.0.0.0/0 in the source:






	In the Review Instance Launch window, we will see a review of the instance creation parameters:





We will also need to choose an SSH key to log in to the instance. Password logins are not allowed to EC2 instances by default, so a SSH key is used to log in. If you have not created a key pair, you can create one, give it a name, and then download the key pair by pressing on the Download Key Pair button. Save it securely as this is your credential to authenticate to the EC2 instance:




	Once we launch the instance we will see a Launch Status window with an instance ID. We can click the instance ID and that will take us into the EC2 Dashboard under the Instances section:






	Under the Instances section, we will now see the instance. Record the IP address or DNS name assigned to the instance as we will use this to SSH into the instance and configure the secondary volume:






	Now, log in to the instance with your favorite SSH client using the SSH key pair that you downloaded in this exercise. Please refer to the link named Connecting to Your Linux Instance Using SSH provided in the Further reading section of this chapter.

	Once logged in, we can run the following command to see if there is any file structure on our secondary disk:



sudo file -s /dev/xvdb

If you have chosen /dev/sdb as your device please replace /dev/xvdb with /dev/sdb




	The result of the preceding command should be /dev/xvdb: data, meaning that there is no structure on this disk. Next, we will create a new partition by running the following command:



sudo mkfs -t ext4 /dev/xvdb




	Next, we will create a directory and mount it to our newly created volume. To create the volume, run the following command:



sudo mkdir /newvolume


	To mount the column after it has been created, run the following command:



sudo mount /dev/xvdb /newvolume

Now that we have mounted the column, we can perform traditional disk operations such as traversing directories with cd, determining storage usage with df, and writing to the new volume:



If we need to restart the instance we can run the sudo reboot or sudo init 6 commands from within the command line or we can log back in to the AWS Management Console and perform a reboot from the EC2 Dashboard. This is a good option when the instance is not accessible over the network for any application reason (perhaps we ran ifdown on the Ethernet interface or an application has a memory leak).

Once we don't require the instance anymore we can simply terminate the instance from the AWS Management Console.
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EC2 is a service within AWS that allows us to run virtual machine instances. It allows us to control the type of operating system and set the amount of the instance CPU count, memory, and disk attached to the instances. Some instance types come with an instance store, which is included in the instance price, while others only support EBS. The EBS subsystem lets us create volumes that can survive instance life cycles and a loss of an instance and can be detached and attached arbitrarily to one instance at a time. To determine the availability zone and networking configuration, we put the instance into the VPC and select a subnet. When we have special requirements, an ENI can be used to persist the networking information independently of the instance. High availability should be configured for EC2 instances when required and placement groups can be used in special circumstances when we need to control how the cluster is placed. We also learned how to start an EC2 instance from the console. In next chapter, we'll handle server traffic with ELB.
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	What kind of objects does EC2 allow us to create?

	Which layer of cloud computing does EC2 belong in?

	What determines the maximum number of EC2 instances that we can run in our newly created account?

	Which block storage type would you use for volumes that require persistence?

	There is a requirement to create a volume with 20,000 IOPS that's a size of 30 TB – what would be the appropriate configuration for this volume?

	How do we determine in which AZ the instance will run?

	An application has a license tied to a MAC address. What can be used in AWS to prevent the machine from being arbitrarily assigned with MAC addresses?





            

            
        
    
        

                            
                    Further reading

                
            
            
                

	EC2 Supported Operating Systems: https://aws.amazon.com/marketplace/b/2649367011

	EC2 SLA: https://aws.amazon.com/compute/sla/

	Reserved Instance Pricing: https://aws.amazon.com/ec2/pricing/reserved-instances/pricing/

	EC2 AMIs: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html

	EC2 Instance Types: https://aws.amazon.com/ec2/instance-types/

	EC2 Instance Launch Commands: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html

	Instance Store: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/InstanceStorage.html

	EBS Volume Types: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html

	EC2 Placement Groups: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/placement-groups.html

	Monitoting Volume Status: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html

	Connecting to Your Linux Instance Using SSH: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html





            

            
        
    
        

                            
                    Handling Server Traffic with Elastic Load Balancing

                
            
            
                
One of the key requirements of running highly available instances in the cloud is the ability to distribute traffic among a set of instances serving the same content. This can be achieved through load balancing. The AWS environment provides a load balancer as a service solution. We will look at the AWS Elastic Load Balancing (ELB) service and learn how to design and build an ELB deployment.

The following topics will be covered in this chapter:


	The AWS Elastic Load Balancing service

	Maintaining session state

	Building an ELB for EC2 instances





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
To follow along with this topic, familiarity with running applications in a distributed environment will be required, specifically familiarity with load balancing technologies, delivering network load distribution to groups of servers, and a basic knowledge of the supporting technologies for achieving those tasks. Please refer to the GitHub link for this chapter https://github.com/PacktPublishing/AWS-Certified-SysOps-Administrator-Associate-Guide/tree/master/Chapter06.



            

            
        
    
        

                            
                    The AWS Elastic Load Balancing service

                
            
            
                
The ELB service delivers the ability to balance the load of traffic from our users to either multiple instances or containers within our AWS environment. The service has the ability to automatically distribute incoming application traffic and allow integration with the EC2 Auto Scaling feature for scaling of resources that serve the responses to the traffic to meet user demands. 

ELB helps an IT team to tune the instance capacity according to incoming application and network traffic across multiple availability zones within a region. This helps to deliver consistent application performance. ELB supports three types of load balancing that can meet various application requirements:


	Classic Load Balancer

	Application Load Balancer

	Network Load Balancer





            

            
        
    
        

                            
                    Classic Load Balancer

                
            
            
                
This initial load balancer offering from AWS, which just used to be called ELB, has now been renamed the Classic Load Balancer (CLB). This is the simplest load balancer offering that can be found in AWS, but that does not mean that it is not powerful. The CLB is a highly available and secure load balancer that supports both IPv4 and IPv6, and both of them can load balance requests on the connection level. In some cases, it can also perform some load balancing on the request level with support for X-Forwarded HTTP headers and sticky sessions when we are using application cookies. It allows us to offload HTTPS traffic at the load balancer, thus reducing the work that needs to be done by our instances. As with any other service on AWS, it is fully integrated with CloudWatch metrics, from which we can extract real-time metrics and set it up with alarms that can integrate with Auto Scaling and other services.



            

            
        
    
        

                            
                    Application Load Balancer

                
            
            
                
The next iteration of the ELB service came when AWS saw a requirement for some more advanced features for modern applications that could deliver even more flexibility of routing traffic based on layer 7 requests. The Application Load Balancer (ALB) was introduced to the layer 7 traffic shaping capability.

As with the CLB, the ALB is a highly available managed solution and provides the same features, but on top of the CLB features gives us the power of being able to target multiple backends that respond to different types of requests, including the following:


	Browser-based clients requesting https://www.example.com will get redirected to a set of frontend instances serving your website

	Mobile clients requesting https://www.example.com will get redirected to the mobile version of the website running on a separate set of frontend instances

	Browser-based clients requesting https://www.example.com/partners/ will get redirected to the partner application running on the backend

	Remote servers accessing the partner application requiring API access on https://www.example.com/partners/API/ will get redirected directly to the API service of your backend instances



The ALB is also able to connect to the following:


	Any reachable IP in the same VPC

	Any reachable IP within a peered VPC in the same region

	An EC2 instance connected to a VPC via ClassicLink

	An on-premises resource connected via VPN or an AWS Direct Connect connection





            

            
        
    
        

                            
                    Network Load Balancer

                
            
            
                
The newest delivery from AWS is the Network Load Balancer (NLB). This highly available fully managed service was introduced to deliver a very high network throughput and very low latencies to client services at the network level. It can serve millions of requests per second and deliver consistent performance, even for very spiky application operating patterns. Since it works on the network layer, it cannot deliver any higher layer features, like those provided by the ALB, and it is tied to a specific static or Elastic IP address and a specific target availability zone – that is the trade off for the performance. We are, however, able to expose the requester's source address and that still gives us the ability to control session behavior within our backend. 



            

            
        
    
        

                            
                    Maintaining session state

                
            
            
                
By implementing load balancing and distributing the traffic to multiple instances running our application, we introduce better resiliency and higher availability, but, as a drawback, we also introduce complexity as far as maintaining session state is concerned. In a single server setup, the application can easily maintain the state of the application; since all connections are received by the server, the application has a complete picture of incoming requests. When we implement a load balancer, the load balancer receives the connections and forwards the requests to multiple servers running the application, causing each application part to only be able to see the traffic to itself. When a load balancer detects an instance with a high load, it will try to redirect the users to another instance and if we maintain the session state in the application, the new node would not be able to know the previous session state and would restart the session.

One way we can avoid this situation is by delegating the load balancer with session persistence by implementing sticky sessions. This allows the load balancer to always direct the user to the same server that created the application cookie. This allows us to use a distributed environment, but still maintain the session state within the application. The drawback is that the load on the servers will eventually become uneven, especially when we have sessions of different lengths. Also, a failure of one of the instances in the backend will inherently mean all its sessions will be reconnected, as the session state within the application on that instance is lost.

To mitigate the limitations of the sticky session approach, we should always strive to maintain the session state outside the application. In AWS, we can use an ElastiCache cluster or a DynamoDB table to record the session state. This way, all the instances in the target group of the load balancer can record session information in a highly available location that is accessible to all nodes. Any node receiving a connection can now consult the data in ElastiCache or DynamoDB and evaluate whether this is a new or an existing session, and if it is an existing session, what the state is at this time. This way, we can easily distribute the traffic over the instances evenly and survive any instance failures without affecting the clients. 



            

            
        
    
        

                            
                    Building an ELB for EC2 instances

                
            
            
                
Now that we have taken a look at our load balancer options, we will create a simple application on EC2 instances and present it through a CLB.
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Before we start, we need to spin up two instances running Amazon Linux and put them in two availability zones. This way, we will demonstrate how to make an application highly available:


	We can follow the procedure to build an EC2 instance from the Building an EC2 instance in AWS section in Chapter 5, Managing Servers on AWS with Elastic Compute Cloud. Once created, we should see two instances running in two availability zones:






	We will also create a new security group to open port 80 on those instances, as we will be serving a simple HTTP site to show the server's name in the response:






	Choose Create Security Group, specify a name and description for the security group, and attach it to the VPC in which the instances are running. After you have created the security group, create a rule of type HTTP and source from anywhere:






	In the EC2 Management Console, select the Instances and choose Actions | Networking | Change Security Groups:






	Select the newly created security group:






	To verify the current security group associations of each instance, we can select the instance and check the Security groups section in the Description:






	To create a simple HTTP response on port 80, we will connect to each instance and run a simple command on each of the servers. For webserver1, run the following command:



sudo su
nohup sh -c "mkdir test && cd test && echo '<html>Hello from webserver1</html>' > index.html && python -m SimpleHTTPServer 80" &

The output for it should look like this:




	For webserver2, we just need to change the text to the following:




sudo su
nohup sh -c "mkdir test && cd test && echo '<html>Hello from webserver2</html>' > index.html && python -m SimpleHTTPServer 80" &

And the result should look like this:






	After we have completed the previous steps, browsing to the instance IP addresses should give us the following responses. This is on webserver1:





And this is on webserver2:



By setting up two instances with two different responses, we will be able to see the load balancer in action. When the load balancer chooses webserver1, it will respond with its name and when the content is served from webserver2, its name will be visible in the response. With this, we can be assured that the content is being delivered from two different servers in two different availability zones, and that our application is highly available.



            

            
        
    
        

                            
                    Building the Load Balancer

                
            
            
                
Now that we have created the instances that will be serving the content, we need to create the load balancer:


	We'll start off by going to the EC2 Dasboard and selecting Load Balancers from the menu. Next, press the Create Load Balancer button:






	In the next window, we will select the Classic Load Balancer as the type of the load balancer. The service windows shows PREVIOUS GENERATION; that is essentially true, but as mentioned in the The AWS Elastic Load Balancing service section of this chapter, we can still use it whenever a simple load balancing solution is required.



Next, press the Create button:




	In the Define Load Balancer Basic Configuration window, we will need to define a name. The name needs to be unique within the region. By default, the load balancer will be internet-facing, meaning it will respond to the traffic on the internet. To make it internal, we can select the Create an internal load balancer check mark, which means it will only respond on an internal IP. Internal ELBs can be used to decouple parts of your application, such as the web and the backend tier, from communicating directly, with the ability to introduce separate scaling groups for each tier. If we want to select the availability zones and VPC we can select the Enable Advanced VPC Configuration check mark. In our case, this is not necessary, as we have deployed the instances in the default VPC. We will also need to select the IP protocol and port in the Listener Configuration section. In our case, we will use the HTTP listener, as we are exposing our application on port 80. We also need to select the correct two availability zones in the VPC that we used to spin up our EC2 instances. Next, we click on Next: Assign Security Groups:






	In the Assign Security Groups page, we need to configure the security group that will allow traffic to our load balancer. If you have already configured a security group that opens port 80, you can simply reuse the same security group by choosing Select an existing security group and then select the security group or create a new one, as shown in the following screenshot. Next, we click on Next: Configure Security Settings:







	Since we are not creating an HTTPS listener, we will disregard the alert on the next page and choose Next: Configure Health Checks:






	In the Configure Health Check section. A target group in a load balancer is used to group instances to which the traffic from a listener is directed. In our case, the instances are listening on port 80 and the protocol needs to be set as HTTP. If our application is running any other custom layer 4 connection mechanism, we can still load balance it by selecting the protocol as TCP instead. We can also select SSL or HTTPS in this section, and define health checks if we have a health check page that is on a specific path. At the end, we will choose Next: Add EC2 Instances:






	On the Add EC2 instances section, we can select the instances that will be part of our target group. You can also configure cross-zone load balancing and connection draining here. Once done, choose Next: Add Tags:






	In the Add Tags section, we are able to apply key-value pairs that we can use to appropriately identify our load balancer. For instance, we can give it a key-value pair matching the instances, so they can be managed together, or we can add a key-value pair that will identify the load balancer uniquely. Once done, choose Review and Create:






	In the Review step, we will get presented with all the information that we have input in the previous steps. Once done reviewing, click on the Create button:






	There will be a notification presented upon the load balancer creation; we can choose Close to exit from the dialog:






	Now, we can browse back to the load balancing section in the EC2 Management Console and check our target group:






	Before we try to access the application, we need to verify that our instances are ready. We can look at the targets and verify their status. The initial status means it is in the process of being registered, or it has already been added but the number of health checks is still at zero. As soon as we get a healthy response from the instance to the load balancer, the status will be changed to healthy:






	As soon as at least one instance is healthy, we can test our load balancer. The Targets tab is very useful, as it can also be used to identify an instance that has failed, or that has an unhealthy status when operating our application behind a load balancer:






	To test the load balancer, we need to go back to the EC2 Management Console and select the Load Balancers section. Choose the newly created load balancer and search for the DNS name in the Description tab. In our example, the DNS name is Tutorial-AWS-ELB-1353523812.us-east-1.elb.amazonaws.com:





Paste the DNS name into your web browser, which should display the same web page that is served by one of our servers. You should get two different responses, showing that the actual content is coming from webserver1:



Or, you'll see this when the response is coming from webserver2:



We now have a working application being served by the load balancer. As predicted, the response of the servers can identify each server and the application is highly available as it is being served by two instances from two different availability zones. In production, you would naturally serve the same content from both sites and that would enable your application to survive a failure of an availability zone, while maintaining the delivery of the application uninterrupted.



            

            
        
    
        

                            
                    Deleting the highly available application

                
            
            
                
In every application life cycle, we sooner or later need to decommission resources. Deleting the load balancer will also stop the costs associated with the load balancer service, so if there is no requirement for a load balancer any more, you should delete it as soon as possible:


	To delete a load balancer, select the checkbox in front of the load balancer, and then choose Actions | Delete:






	Deleting the load balancer does not affect the running instances and the target group, as they are still available. When decommissioning, we will also need to delete the Target Group. Select the checkbox next to the Target Group, and then choose Actions | Delete:





After you have deleted the load balancer and target groups, delete the instances by following the delete procedure outlined in the Building an EC2 instance in AWS section in Chapter 5, Managing Servers on AWS with Elastic Compute Cloud.
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To make the applications running on Amazon EC2 highly available, we need to create a cluster of instances, run them in several availability zones, and provide access to the instances via a load balancer. There are three load balancer types available in AWS: the Application Load Balancer, the Network Load Balancer, and the Classic Load Balancer. Each of the load balancer types can be used for a certain type of application, and all load balancer types are deployed as managed services that are highly available. We took a look at building a load balancer and showing that the traffic was really distributed to multiple servers, and we learned how to decommission it because we pay for the existence of the load balancer and need to remove it when not needed to avoid incurring costs. In the next chapter, we will look into Amazon S3 service and how it is used to overcome the limitations of typical filesystems when storing millions or even billions of files.
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	What is the scope of operation of a load balancer service?

	Which types of load balancers are supported in AWS?

	We have an application that requires low latencies at scales of millions of connections. Which type of load balancer would you suggest?

	An application requires mobile clients to be redirected to a special cluster running the mobile web design. Which type of load balancer would you suggest?

	We need to perform cross-region load balancing. Which type of load balancer would you suggest?

	After creating a Classic Load Balancer, what kind of group needs to be created?

	Immediately after adding the instances to the load balancer, the website does not show on the browser. Why?
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	Features of ELB: https://aws.amazon.com/elasticloadbalancing/features





            

            
        
    
        

                            
                    Understanding Simple Storage Service and Glacier

                
            
            
                
Storing data at scale can be a challenge for even the most advanced storage systems. Not only does it become quite difficult and expensive to store massive amounts of data, it can also become a hassle finding the right type of data storage solution for the right type of data. Imagine if there was a service that could overcome the limitations of typical filesystems when storing millions or even billions of files, that was unlimited in scale, allowed the data to be accessible via a standard protocol to anyone on the internet, and was cheap to use. There is one, the Amazon Simple Storage Service (S3).

The following topics will be covered in this chapter:


	Overview of Amazon S3 and Glacier

	S3 storage classes

	S3 bucket restrictions and limitations

	S3 performance recommendations

	Amazon S3 and Glacier use cases

	Working with S3





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
The key points of prerequisite knowledge in this chapter are understanding modern application storage requirements and basic knowledge of the inner workings of the HTTP server-client protocol. Please refer to the GitHub link for this chapter: https://github.com/PacktPublishing/AWS-Certified-SysOps-Administrator-Associate-Guide/tree/master/Chapter07.







            

            
        
    
        

                            
                    Overview of Amazon S3 and Glacier

                
            
            
                
The Amazon S3 is a fully managed, highly available, autoscaled object/blob storage service that offers unlimited storage and 99.999999999% durability of data within a 24/7/365 regimen. This means that for every 10 million objects stored, you can expect to lose one object every 10,000 years.

The S3 service is addressable via standard HTTP PUT, GET, and DELETE calls, and has the built-in ability to deliver files and content via standard web services to users. This means the service offers the ability to serve static websites directly from the S3 environment in a serverless fashion by simply hosting an index file in the storage location of the content. All S3 content is stored in buckets, which serve as logical containers for files and need to be unique across all of AWS.

Since the service hosts only static content that needs to be retrieved by the client before it can be presented (which is the standard way of operation for any HTTP service), there is no support for server-side execution on S3. However, even with this limitation, S3 gives developers the ability to use client-side execution with programming languages such as Node.js, JavaScript, and Angular, among others. Moreover, developers are also able to utilize the change notification system built into S3 to trigger functions and push data to other AWS services, due to an action over an object or bucket on S3.

While the ability to serve content might be the defining feature for some companies, others see benefit in the ability to store an unlimited amount of data and having the ability to only pay for the data while it is needed and stored. This is especially valuable for companies that run big data and machine learning workloads. S3 can allow for massive amounts of data to be ingested. Once ingested, the work can be performed by consuming the data from S3 and then delivering the results of the workload either to another S3 location or another data target. Once the process completes, the initially ingested data can easily be removed with a few simple commands.

Also notable is the ability to programmatically address storage. All commands for updating and retrieving data can be issued through a standard programmable API. This capability gives developers and enterprises the ability to come up with innovative ways to address common enterprise data workflow needs and deliver full data cycle automation.

Amazon S3 is the most widely supported object storage system available and Amazon, other vendors, and independent developers are continuously coming up with new ways to use S3. Each object in the S3 environment also has metadata that carries information about the object, the storage class it's sitting on, and also custom metadata that we can use to extend the capabilities of S3. This is one of the tools in the S3 arsenal that we can use to build innovative solutions on top of S3.
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S3 can be divided into four distinct storage classes:


	S3 Standard: Provides the highest price per GB but lowest price per request

	S3 Infrequent Access: Provides a lower price per GB but has a higher price per request

	S3 One Zone-Infrequent Access: Provides a 20% saving over S3 IA by replicating only within one availability zone

	S3 Reduced Redundancy Storage (RRS): A cheaper version of S3 providing 99.99% durability and 99.99% availability of objects

	Glacier: The cheapest per GB solution, intended for archiving and long-term storage 





            

            
        
    
        

                            
                    S3 Standard

                
            
            
                
The S3 Standard class is designed for general purpose object delivery. With its low latency response and highly scalable throughput capacity, it delivers the lowest price for any content that is frequently accessed. It offers the ability to encrypt data at rest with Server Side Encryption (SSE) and encryption of data in transit with SSL. The objects stored in the S3 standard class deliver 99.999999999% durability and 99.99% availability within a 24/7/365 regimen. The objects are replicated across three availability zones within one region or three facilities in two regions if the region only has 2 zones. The service is designed to self-correct disk errors, and can withstand a complete loss of data within one region.

The ability to self-correct errors is derived from having three pieces of data that can be compared. S3 maintains MD5 checksums of all objects stored on the S3 backend, which can be compared. If there is an error in one of the objects, then the MD5 checksum will be different than the other two. Now have a quorum with a majority of 2:1 that will define what the correct piece of data is and that can push a replication request for the object that is corrupted. Even though unrecoverable errors in data storage happen at a very small statistical scale - the ratio is about    bits read successfully to reach one bit error - when you're working with billions of files stored across hundreds of thousands of disks, even a small statistical failure rate is not so insignificant at all.

S3 also supports the ability to replicate data to buckets in other regions, giving us the ability to protect the data even further, but there are of course cost implications for such replication as the data is transiting the internet and we will have to consider the cost of the traffic generated for replication.

S3 standard is our entry point when building a life cycle for our data, as it integrates seamlessly with the other storage classes in a policy that we can customize to our needs. For instance, we can keep the most recent, most frequently accessed or so-called hot data needed in our application in S3 for a certain time - perhaps 30 days - and after that time, we can set a life cycle policy that will move that data to S3 Infrequent Access as it becomes cold, meaning less frequently accessed.  



            

            
        
    
        

                            
                    S3 Infrequent Access

                
            
            
                
S3 Infrequent Access (IA) has the same characteristics as the S3 Standard tier, delivering high performance, low latency, and high durability, but is designed to provide a lower cost per GB of storage and a higher price per request for storage retrieval. The objects stored in S3 IA are retrievable directly, as with S3 Standard, but the storage system is designed for cold data that is unlikely to be accessed but should be deliverable with the same performance as the data in S3 Standard. This cold data storage facility allows us to take data from S3 and store it in a more efficient manner. Life cycling is also integrated into S3 IA, as we can define the data within IA to be life cycled off to Glacier once it is no longer needed to be accessible and ready for archiving, perhaps when it is 90 days old.



            

            
        
    
        

                            
                    S3 One Zone-Infrequent Access

                
            
            
                
The S3 One Zone IA option is intended for the same purpose as the S3 IA, but is more suitable for data that does not require the same high availability as with S3 Standard and S3 IA. Since it is delivered within one zone with 99.99% durability in the AZ, the destruction of an availability zone will cause the data to be lost. Due to the data being tied to one AZ, the availability is also reduced to 99.5% for a given year. But the benefit of the One Zone IA is that it can deliver a 20% saving over using S3 IA replicated across multiple zones. This is a really good option when we have data that can be easily reproduced or is already replicated to multiple regions, and a loss of an AZ within one region will not affect the complete loss of data as it can be recreated or re-replicated.



            

            
        
    
        

                            
                    S3 Reduced Redundancy Storage (RRS)

                
            
            
                
Similarly to the S3 One-Zone IA, the S3 RRS is designed for data that does not require the availability and durability that is delivered by S3 standard. RRS only replicates data within two availability zones, thus still making it 99.99% available and 99.99% durable, and giving it the ability to withstand the destruction of an availability zone. This still makes RRS about 400 times as reliable as a typical enterprise-grade disk. However, because it only has two replicas, it has less ability to recover from errors and thus less durability. But still, with RRS high performance, low latency, and all the other characteristics of S3 are available, while being delivered at a lower price than S3 Standard. RRS is, like One-Zone IA, intended for data that is easily reproducible from other sources.
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Amazon Glacier is the lowest cost-per-GB storage system, designed for the explicit purpose of long-term storage and archiving. The data has the same durability characteristics as S3, supports data encryption in transit, and automatically encrypts all data at rest with the 256-bit Advanced Encryption Standard (AES-256). Glacier ties in to the life cycle policies provided by S3, thus giving us the ability to archive data that is no longer needed to be accessed frequently from S3 or infrequently from S3-IA. With our previous example, the data would reside in S3 while it's less than 30 days old, then be migrated to S3-IA up until it is 90 days old, and then we can set it to be automatically sent to Glacier and stored as long as our compliance requirements need us to store that data for.

Once archived, if data needs to be accessed from Glacier there are several ways to request the data from Glacier. The standard request to Glacier will deliver the data within 3-5 hours, but if the data is needed as soon as possible, we can issue an expedited request, which can deliver the same data within 1-5 minutes. There is however limit per size of the request of 250 MB. The data retrieval rates for these two options differ as the expedited request is three times more expensive than a standard request per GB of data. We also have the ability to issue a bulk request; this is the lower cost option, usually costing 25% of a standard request per GB, and is intended for retrieving very large amounts of data. Bulk requests usually take 5-12 hours to deliver the data.







            

            
        
    
        

                            
                    S3 bucket restrictions and limitations

                
            
            
                
Even though the S3 service provides unlimited storage space, there are certain service limits put on the service. Here are the most important limitations imposed on the S3 service:


	By default, there is a limit of 100 buckets per account, but that limit can be increased by submitting a request to AWS.

	The bucket names need to be unique across all of AWS; this is because all buckets are served via a unique global DNS name in the following format:



http://{your-bucket-name}.s3.amazonaws.com 


	Once a bucket is created, the region in which it is served cannot be changed.

	Buckets are not stackable; if you need to define a directory-like structure for your files, you can create a folder within a bucket to use object prefixes to organize the objects.

	A single PUT request can upload up to 5 GB of data, but multipart uploads can be used to store larger objects.

	A single object within a bucket cannot be bigger than 5 TB.





            

            
        
    
        

                            
                    S3 performance recommendations

                
            
            
                
The S3 service is a highly scalable environment but there are some guidelines that need to be followed to achieve maximum performance from the S3 backend. Your data in S3 is distributed according to the key or key name, which is the name the object identified by in the bucket. The key name determines the partition the data is sotred on within S3. The key can be just the filename, or it can have a prefix. As objects in S3 are grouped and stored in the backend according to their keys, we can expect to achieve at least 3,500 PUT/POST/DELETE and 5,500 GET requests per second per prefix in a bucket. So, if we want to achieve more performance from S3, we need to address multiple partitions at the same time, by distributing the keys across the partitions. In this way we are able to get unlimited performance from S3.

So, let's imagine we have a service that stores images from photographers; they take the raw images and drop them into an S3 bucket. They take hundreds or thousands of photos per day and the images all have the following format: IMG_yyyymmdd_hhmmss.jpg. Here are a few examples:

Sam copies the following images:
IMG_20181110_151628.jpeg
IMG_20181110_151745.jpeg
IMG_20181110_151823.jpeg

Peter copies the following images:
IMG_20181110_180506.jpeg
IMG_20181110_180904.jpeg
IMG_20181110_190712.jpeg

All of these images will be stored very close by, as their keys are very similar, and all of the photographers will be sharing the 3,500 PUT requests that can be issued to one prefix. To give each photographer the maximum performance, you would want to distribute these image names by adding prefixes to the key. You can add a prefix that will group the keys together by creating a folder in the S3 management console and designating each photographer a separate directory, which will distribute the images across multiple keys. This also helps protect images with the same name by two photographers from being overwritten or versioned. It also increases security as we can give access to each photographer based solely on the key prefix.

So, now Sam would be working on the prefix sam/ and Peter on peter/, and the uploaded images would be seen as follows:

sam/IMG_20181110_151628.jpeg
sam/IMG_20181110_151745.jpeg
sam/IMG_20181110_151823.jpeg
peter/IMG_20181110_180506.jpeg
peter/20181110_180904.jpeg
peter/20181110_190712.jpeg

By adding a prefix, we have doubled the performance of the environment. But, now we want a parallel processing environment to access the photographs from a distributed set of EC2 spot instances, and we want each instance to get maximum performance over these images. What we would want to do in this case is add a random prefix to the existing image prefix to distribute the files even further.

Let's say that once a day, we pick up the images and process them. Before processing, we can simply copy the images from the upload bucket where they are prefixed by username and move them to a processing bucket where the images are given a random prefix. After each image is copied, the original can be deleted from the upload bucket to save on space.

In this example, we will put an eight-character random prefix to the images. Once copied to the processing bucket, the image list will look like this:

2kf39s5f/sam/IMG_20181110_151628.jpeg
1ks9kdv8/sam/IMG_20181110_151745.jpeg
o9ues833/sam/IMG_20181110_151823.jpeg
kc8shj3d/peter/IMG_20181110_180506.jpeg
n8sk83ld/peter/20181110_180904.jpeg
u379di3r/peter/20181110_190712.jpeg

We have now even further distributed the images across the key prefixes, while also increasing the GET request capacity available for the processing of the images.

Whenever you are uploading large files to the S3 environment, you might see that you are not utilizing the full bandwidth of your uplink to S3. This can happen when you have hit the bandwidth limit for a single upload. To mitigate this issue, enable multipart uploads for your large files and send several parts at once. S3 will be able to handle much more traffic if you send a single file in multiple parts. Any file over 100MB should be considered as a good candidate for a multipart upload. You can have up to 10,000 parts in a multipart file, meaning you can easily distribute the traffic to S3 with up to 10,000 concurrent PUT requests. The PUT limits per key prefix per second do apply when using multipart uploads, so make sure you distribute the file wisely.



            

            
        
    
        

                            
                    Amazon S3 and Glacier use cases

                
            
            
                
Due to the versatility of the S3 storage solution, it has many different potential use cases. We will try to capture a snapshot of possible use cases by outlining some of the common uses that S3 is perfect for. In this section, we will be looking at the following use cases:


	Serverless hosting

	Web-scale content delivery

	Data lakes for big data and machine learning

	Extending the capabilities of enterprise applications

	Backup and disaster recovery

	Archiving









            

            
        
    
        

                            
                    Serverless hosting

                
            
            
                
S3 can be used as a frontend to our serverless environment. As we mentioned at the beginning of this chapter, and as we will demonstrate in our example later on, we can host a static website straight from S3 by providing an index document and uploading all our static website files. These files can also contain client-side scripts to extend their capabilities, and we can also give our end users the ability to upload data to S3. Any upload to an S3 bucket can be easily made to trigger a function that will process any information held in the uploaded file. The uploaded file can, for instance, deliver responses from a web form or it could be an image, video, or other file being uploaded that needs to be processed. Whatever the content, S3 is our starting point in building a web-scale serverless environment. The serverless function (or multiple functions) hosted on Lambda (which we will cover in a later chapter) can then take the place of our server-side processing features and perform any processing that would usually be processed within a web server: they can reply to the user, record data in databases, or perform powerful transformations on data and interact with other AWS services in the backend.



            

            
        
    
        

                            
                    Web-scale content delivery

                
            
            
                
The highly scalable and highly available capabilities of S3 can be used to deliver content to millions or even billions of users from all around the world, without you having to worry about scaling your data delivery capacity and the bottlenecks common in traditional content delivery systems. Think of a traditional web server and the limitations it presents when we have a service that serves a lot of files. For example, let's say we are serving a marketplace where users upload images of items that they are selling to our system. Even with with a few thousand users selling a few items and each item having 5-10 images, this means the server will be storing tens of thousands of images in the backend. Any modern operating system can handle this scale.

Soon, our application becomes popular and suddenly our user base grows to all over the world, and we suddenly have hundreds of thousands or even millions of users. Our file base will now grow to tens or possibly hundreds of millions of files. Here is where the traditional operating system breaks down. We would require a very high performance backend to even enumerate the files in the file allocation table, let alone to be able to deliver this number of files with low latency to the end users. Also, this amount of files can mean that we will be storing tens or hundreds of TB of static data within a block device that is usually expensive to run.

Scaling this system and distributing it across multiple regions to reach its audience with the lowest latency would also mean having to replicate this huge amount of data across multiple servers, and that would be very inefficient.

We can simply redesign our application to allow end users to upload the images to an S3 bucket that can be used as a delivery mechanism, and our servers serving the website can be kept small, highly efficient, and easy to replicate across the world. We can even utilize the CloudFront environment (discussed in the next chapter) to cache frequently delivered S3 images and allow for lower latency and better performance for the end users.



            

            
        
    
        

                            
                    Data lakes for big data and machine learning

                
            
            
                
Storing data at scale is made easy in S3 with its unlimited capacity. It can serve any big data and machine learning workloads with the ability to store data on a temporary or permanent basis.

For example, an insurance company needs to give its agents the ability to estimate the risk involved with a certain insurance contract, based upon the historical data of similar contracts. All the data can be easily pooled into an S3 bucket and the agent can call up visualization tools, like for instance Amazon QuickSight, select the data residing in S3, and deliver powerful ways of visualizing and getting a better understanding of the risk of a certain contract they are dealing with. This can help the insurance company be more responsive and more competitive in the way they provide their services to clients, and can be architected as a very low cost solution compared to traditional enterprise-grade onsite storage systems.

Another example is running training for a machine learning system. Let's say we are designing a neural network that needs to identify an image of a person or an object. That would be its only task, but the images it needs to recognize can be color photographs, black and white sketches, and even stylized images such as artwork. We would need to feed a lot of training data for the machine learning (ML) system to be able to start recognizing, so we can feed that training data to an S3 bucket, use it to train the ML system, and then we can easily delete that data as it is no longer needed with a simple CLI or API command, or a few clicks in the management console, so we can stop paying for the space consumed.



            

            
        
    
        

                            
                    Extending the capabilities of enterprise applications 

                
            
            
                
In the era of digitalization, enterprise applications have been known to struggle to serve content from traditional file-based storage backends that run on local disk filesystems. With the number of files increasing exponentially, it can become cumbersome and difficult to manage the sheer volume of content on a local disk system within a server. 

Let's come back to our insurance company example. Now, before they can create a data lake of the historical contracts and risks involved, they need to capture that data somehow. As they want to capture as much historical data as possible, the company decides to scan and run optical character recognition (OCR) on all of their paper archives and unify that data into a new application. But the company's almost 100 years of records are going to consume massive amounts of data, as the images need to be scanned in at a high quality for the OCR process, and for the later archiving and replacement of the paper archive with a digital one.

The company already has an enterprise application that they have been using for a few years, where all contracts are now digital, indexed, and searchable. Now, they wish to add the OCR data and corresponding images to the new enterprise application. Adding the OCR data to their application proves to be simple, while adding hundreds of millions of files to the existing filesystem is determined to be too much for the on-premises application backend.

The images can be instead copied into S3 and the application can be extended by providing a link to the S3 image of the file when this file is required for review. This offloads the on-premises application from having to serve static content from an expensive enterprise-grade backend that was designed to run dynamic workflows such as the database that stores the index and content of the contracts.



            

            
        
    
        

                            
                    Backup and disaster recovery

                
            
            
                
One of the common scenarios for using S3 is to utilize its cheap storage as a great way to perform backup and disaster recovery. For backups, S3 is perfect as it can hold snapshots and images for our EC2 instances, and also backups made by other providers for our on-site workloads and servers. There are plenty of open source scripts and commercial tools that allow us to use S3 as a backup and disaster recovery backend, and also utilize the built-in life cycle policies to push older data into long-term storage. 

One of the typical simple backup scenarios for on-premises workloads is to create a process onsite that can deliver copies of data that can be restored to a newly deployed operating system. Let's take an example of a Linux server running an application with a MySQL backend. In this scenario, we need to ensure we have the following features backed up and delivered to the S3 storage:


	The application installer and configuration

	Any application-specific files

	A copy of the MySQL database and logs



Let's assume that the only dynamic content for this application is within the MySQL database. We need to then copy the data from which the database can be restored on a certain period to S3; let's say our Recovery Point Objective (RPO) is 24 hours and our Recovery Time Objective (RTO) is 4 hours. We need to copy the database in a timely manner that will help us achieve the RPO, perhaps every 12 hours so we have two backups to restore from, or even every 6 hours which would be a good option. Let's assume we will deliver incremental backups to S3 so we don't consume too much bandwidth daily, with a full backup every weekend. Also, every time upgrade the application, its configuration, or any application-specific files, we need to refresh these within the S3 backup.

To meet the RTO, we need to be able to deploy within 4 hours, meaning we have enough time to spin up a new server instance from EC2 (a few minutes), install the application, and restore its configuration (perhaps 30 minutes), and then copy the database from S3 to our instance. There is a lot of bandwidth between S3 and EC2; if the database is huge, we can attach and Elastic Network Adaptor to our EC2 instance and deliver 25 GBps of throughput from S3 to EC2, thus being able to restore up to 10 TB per hour.



            

            
        
    
        

                            
                    Archiving

                
            
            
                
Any data from any of these examples stored in S3 can easily also be archived by implementing a life cycle policy and moving the data from S3 storage into Glacier. Being the cheapest solution and delivering secure data storage, Glacier is ideal for any archiving solution that needs to be compliant with the strictest of standards. We are also able to address the Glacier service as a Virtual Tape Library (VTL) through an AWS Storage Gateway, which can help us migrate any existing tape-based backup and archiving solutions to the cloud. This way, Glacier can become an inexpensive replacement to complicated, expensive tape storage systems, on top of which it delivers even higher durability of 99.999999999%, which no tape archiving system is able to deliver as tape fully degrades to a non-readable condition within 10-30 years, depending on the type of tape storage and the conditions of the storage environment. 
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In this example, we will show you several features of S3 and Glacier. We will perform the following tasks:


	Create and S3 bucket

	Host a static website within the bucket

	Enable versioning and version the content




	Enable life cycling for Glacier

	Delete the bucket and it's content





            

            
        
    
        

                            
                    Creating a bucket

                
            
            
                

	To create an S3 bucket, we simply search for the S3 service in the management console and then click the Create bucket button in the Amazon S3 Dashboard: 






	In the Create bucket dialog, we need to give the bucket a name. The name needs to be unique across all of AWS, as all of the buckets are automatically available via a unique DNS address in the following format:



 http://{your-bucket-name}.s3.amazonaws.com 

Usually, companies tend to find a good bucket naming schema, perhaps reversing the name of your domain like com-example-my-bucket-name or similar. The buckets also cannot contain any uppercase characters and must begin with a letter or number. Unique names between 3 and 63 characters are supported.


	In our example, we will create a bucket with a random number, dash, and the name mynewbucket, specifically 685684-mynewbucket. This bucket will be accessible via the following DNS name:



http://685684-mynewbucket.s3.amazonaws.com


	We also need to select a region where we want to store the bucket. In our example, we are using use-west-2, the Oregon region:






	In the next step, we have the ability to configure versioning, which will enable us to maintain different versions of the same file name in the bucket. Think of this as a way to prevent content from accidentally being modified or deleted. Be careful to make sure to enable expiry of versioned objects as the full amount of space consumed by each version counts against your S3 usage. This is especially important when delivering temporary files and logs to S3.




	In this step, we can also set up a log group and add tags to the bucket that help us identify the resource and maintain the inventory:






	Scrolling down, in Step 7 we can set the object-level logging, which allows us to use CloudTrail to determine and log each and every operation against each object. We can also deliver object-action metrics to CloudWatch. Both of these features carry extra costs. Objects can also be encrypted on the server side automatically at no additional cost. This should be enabled when compliance, governance, and other requirements need us to do so:






	In the next step, we can publicly access system permissions. For our purposes, we will be making the bucket publicly accessible so we need to un-check the setting to disable blocking new public policies. We can also uncheck the blocking of public ACLs if we want to control the public access through ACLs. The bucket needs to be public so we can deliver the static web page from this bucket in the next part of this exercise:










	In the Review tab, we get a summary of all the features created, and we finish the task by clicking Create bucket:






	Once the bucket is created we will apply the following policy to make it public. Please replace the 685684-mynewbucket with your bucket name:



 {
"Version": "2012-10-17",
 "Statement": [
 {
 "Sid": "PublicReadGetObject",
 "Effect": "Allow",
 "Principal": "*",
 "Action": "s3:GetObject",
 "Resource": "arn:aws:s3:::685684-mynewbucket/*"
 }
 ]
 }   


	Click on the bucket, select Permissions and then Bucket policy. Paste the previous code into the bucket policy and then click Save. Your bucket will be made public this way:






	Once the bucket is created, we can see it in the list of our buckets within the S3 management console:







            

            
        
    
        

                            
                    Setting up a static website

                
            
            
                
In this section, we will create a static website that is going to be hosted within our newly created bucket:


	We need to first create a small index file, which will deliver some content we can view in our environment. For example, you can create a file named index.html and paste the following code that we are using in our example:




<html>
<p>Everyone loves AWS!</p>
<p><a href="https://markocloud.com"><img src="https://markocloud.com/wp-content/uploads/2016/02/markocloud-180.gif" alt="" width="180" height="155" /></a></p>
 </html>



	We now need to save this file and upload it to the S3 bucket. Click on the bucket name on the previous screen and then select the Upload button:






	Add the index.html file to the Upload dialogue and skip through the permissions in Step 3, as we will maintain the same permissions as the bucket:





The index.html file should now be seen in the newly created bucket:




	By clicking the file, we can see the properties of the uploaded file and the link at the bottom of the page. From this dialog, we can also modify the properties and permissions of the file:






	You can click on the link provided in this dialogue and see that the link opens the index.html file directly. Since this file is an index file, you can also browse the bucket DNS name and get the same result:



http://685684-mynewbucket.s3.amazonaws.com

Let's look at the following screenshot for the output:





            

            
        
    
        

                            
                    Versioning bucket content

                
            
            
                
We enabled versioning when we created the bucket. Now, let's say we want to upload a new image to the bucket and replace the image path in the index.html with this new image:


	Select any image you like and upload it to the bucket:










	Once you have uploaded the image, copy the image link from the properties of the newly uploaded file:






	Now, open the index.html file and edit the code to replace https://yourimagelinkgoeshere with your image link:



<html>
<p>Everyone loves AWS!</p>
<p><a href="https://markocloud.com"><img src="https://yourimagelinkgoeshere" alt="" width="180" height="155" /></a></p>
 </html>


	Now, save and upload index.html to the S3 bucket. You will now see that there are two versions of the index.html file in the bucket:






	When you browse to the address, you should see the latest index.html with your new image served from the S3 service. As you can see, this is a good and easy way to maintain your content versions and easily restore any previous version with little management overhead:







            

            
        
    
        

                            
                    Life cycling data to Glacier

                
            
            
                
Now that we have created some content in the bucket, we can also enable old content to be archived to Glacier automatically by enabling a life cycle policy on the bucket. To do so, we need to click on the bucket, select the Management tab, and click on Add lifecycle rule:




	In Step 1, we need to create a rule name:






	In Step 2, we configure the transitions. We can select either current or previous versions to be transitioned to Glacier or S3 Infrequent Access, and we can select the number of days after creation for the transition to be triggered. Here, we can create complex policies that match the guidelines set out in our compliance and governance policies:






	In the Expiration step, we can also configure when the objects expire. Object expiration automatically triggers the deletion of the objects within the life cycle rule. This helps automatically clean up data that is not required to be kept for compliance:






	In the Review step, we can simply click Save. This will enable our life cycle rule on the bucket:






	We can view the life cycle rules in the Management tab of the bucket properties:







            

            
        
    
        

                            
                    Deleting S3 buckets

                
            
            
                
Once buckets aren't required anymore, they can simply be deleted. Bucket deletion will permanently delete all the objects stored in the bucket, so make sure you consider what you are doing before proceeding:


	To delete the bucket, simply select the bucket in the browser and select Delete bucket:






	The Delete bucket dialog will make you write the bucket name to confirm bucket deletion and prevent any accidental delete actions, as this process is irrecoverable. Once you have typed in the name, you can click on Delete bucket and click on Confirm:






	Your S3 console should now have no buckets listed:







            

            
        
    
        

                            
                    Summary

                
            
            
                
In this chapter, we learned about the S3 and Glacier environments, and the way data can be stored and served without requiring any servers to support the process. We discovered different versions of S3 that can deliver different availability (99.5% or 99.99%) and durability (99.99% or 99.999999999%) for our files. We also looked at different use cases for S3 and learned how to use S3 to serve a static website, implement versioning, implement a life cycle policy that can automatically archive data to Glacier, and delete an S3 bucket. In the next chapter, we will look into understanding content distribution with CloudFront.
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	What kind of data is S3 well suited for?

	What kind of data is Glacier designed for?

	What is the data durability of S3, Glacier, and S3-IA?

	What is the maximum expected number of GET requests from an S3 key prefix?

	Are there any cheaper options aside from S3 and S3 IA?




	What do we need to upload to a bucket to serve a static website?

	When we enable versioning on an S3 bucket, how many versions will be maintained?

	In which example would it be useful to temporarily use S3 for huge amounts of data?





            

            
        
    
        

                            
                    Further reading

                
            
            
                

	S3 documentation: https://docs.aws.amazon.com/s3/index.html

	Glacier documentation: https://docs.aws.amazon.com/glacier/index.html#lang/en_us

	S3 object keys and metadata: https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMetadata.html#object-keys

	Object lifecycle management: https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html

	Virtual Hosting in S3: https://docs.aws.amazon.com/AmazonS3/latest/dev/VirtualHosting.html

	S3 Object Versions: https://docs.aws.amazon.com/AmazonS3/latest/user-guide/view-object-versions.html

	S3 FAQs: https://aws.amazon.com/s3/faqs/

	Glacier FAQs: https://aws.amazon.com/glacier/faqs/

	AWS Cloud VTL: https://aws.amazon.com/storagegateway/vtl/

	Network Bandwith for EC2 to S3: https://aws.amazon.com/blogs/aws/the-floodgates-are-open-increased-network-bandwidth-for-ec2-instances/

	S3 Storage Classes: https://aws.amazon.com/s3/storage-classes/

	S3 RRS: https://aws.amazon.com/s3/reduced-redundancy/





            

            
        
    
        

                            
                    Understanding Content Distribution with CloudFront

                
            
            
                
As we have seen so far, the majority of services that can be used to deliver web content in AWS are regionally bound. Since we have regions available in multiple geographies, we are always able to replicate our environment so that the content is delivered from the regions that are close to our users. But this approach might not be the most cost-effective, as replication between regions can be expensive. On top of that, users in geographies where no regions are situated close by will still see high latencies and slow delivery of content. We can improve this situation dramatically by delivering our content through the CloudFront content delivery network.

We will cover the following topics in this chapter:


	Overview of CloudFront

	Edge Locations

	Content delivery methods

	Cache behavior

	Working with CloudFront





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
Basic knowledge of common web protocols, caching, and content delivery are required to benefit from reading this chapter.





            

            
        
    
        

                            
                    Overview of CloudFront

                
            
            
                
CloudFront is a highly scalable, low-latency content delivery network that can help us efficiently deliver content such as static and dynamic website data, videos, images, and any application components that are allowed to be cached. CloudFront can dramatically lower the latency and cut down the delivery time for content from AWS data centers to the end users. CloudFront operates out of (at the time of writing) 150 Edge Locations worldwide, so any content delivered into CloudFront can be distributed to a global audience at the lowest latency possible.



            

            
        
    
        

                            
                    Features of CloudFront

                
            
            
                
CloudFront has the ability to cache various types of data that can be presented via HTTP or HTTPS. To configure a CloudFront distribution, we need to specify an origin and its features. An origin can be an S3 bucket or an arbitrary DNS-resolvable HTTP/HTTPS server that can be hosted within AWS or anywhere on the internet. The content delivery network (CDN) is designed to deliver the distributions with the lowest possible latency. We also have some ability to control how the cache is retained and expired within CloudFront, allowing us to get the best out of the CDN.

CloudFront is fully addressable via its API and excels at programmability and the features that are offered as a service to extend its capability. We can control the behavior of the caching environment, define how to forward requests to the origin, choose what kind of compression to use, modify responses coming directly out of CloudFront, and detect the client type within the cache. CloudFront also has the ability to integrate with Lambda@Edge so developers can introduce cone execution patterns as close to the end users as possible. This can improve the performance and user experience in applications on various types of devices and operating systems.

Any data transfer between the AWS services and CloudFront is free, meaning we can cut down costs for delivering content from S3 as we are not subject to outgoing transfer pricing when using CloudFront. This also means CloudFront can be a cost-effective way to deliver content to our users, as we have the ability to implement it on an arbitrary basis and pay only while using it. Amazon also offers the ability to set up a committed private contract for CloudFront so that clients can take advantage of the service at a reduced price when they know their traffic patterns and are looking for a long-term solution. 
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CloudFront is designed to be inherently resilient to DDoS attacks and can serve as an additional barrier of defense from attacks on the infrastructure that serves your web content. CloudFront also has a built-in capability that lets you simplify the process of encrypting your data in transit with SSL/TLS. Along with AWS Certificate Manager (ACM), CloudFront gives us the capability of creating a free SSL certificate for our domain and attaching it to the CloudFront distribution. This free certificate can also be automatically renewed and re-applied, so we never have to worry about our SSL certificates expiring again.

CloudFront also offers the ability to restrict content to our data. There are several ways that access can be controlled with CloudFront:


	Restrict access to your application content with signed URLs or cookies

	Restrict access to content based on geolocation

	Restrict access to S3 buckets using Origin Access Identity (OAI)
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Edge Locations are located in data centers separate from the region and availability zone locations. Their location is designed to be closer to the users so they are situated nearer to large urban locations that might not be close to any physical location of an AWS region. In some geographies, such as South Africa at the time of writing, the Edge Locations are positioned where no region exists so that the experience delivered to the end users can be close to what it would be if a region was located there. Services running in Edge Locations at the time of writing are as follows:


	CloudFront

	Route 53 (discussed in Chapter 11, Working with Relational Database Services)

	Lambda@Edge (discussed in Chapter 17, Overview of AWS Lambda)
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In 2016, AWS also introduced Regional Edge Caches. These sit between regions and the Edge Locations and have the ability to cache even more information than the Edge Locations themselves. For example, when a user is connecting to a CloudFront service sitting in an Edge Location and the requested data has expired in the cache, the content can be looked up in the Regional Edge Cache and delivered much more quickly than if it was requested from the origin server. This means that the request will only be served from the origin in case the data is not present in either the Edge Location or the Regional Edge Cache. This functionality is automatically enabled for all the services that run in the Edge Locations listed previously.



            

            
        
    
        

                            
                    Content delivery methods

                
            
            
                
As well as serving your static content, CloudFront supports the delivery of dynamic content to the users by giving us the ability to configure the session HTTP/HTTPS termination at the CloudFront location. This feature allows us to secure and accelerate any application running either WebSockets or API calls. CloudFront can proxy the following HTTP methods to the origin servers or to the API Gateway:


	GET: A read operation against a HTTP server. Used for caching static content. GET retrieves a document.

	HEAD: Like GET it also reads, but HEAD retrieves just the header of the document without retrieving the body.

	POST: A write operation against a HTTP server that is commonly used to send textual information. CloudFront can proxy the POST request and deliver the content to the target more quickly through the AWS backbone.

	PUT: Like POST it also writes, but encloses a file or data blob that is to be stored on the server.

	OPTIONS: A general request to the server inquiring about the communication options available.

	DELETE: A write request to delete a certain resource on the HTTP server.

	PATCH: A write request designed as an extension to PUT that enables the requestor to modify an existing file or data blob on an HTTP server. Instead of re-uploading the whole file with PUT, we can use PATCH to upload only a certain section of bytes within the file itself.
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In CloudFront, we have the ability to control the behavior of the distribution we create in several different ways. We can decide what kinds of HTTP request methods we allow to be forwarded to our distribution. We can select three types of requests to be forwarded:


	GET and HEAD: Used for static content caching, such as media and static websites.

	GET, HEAD, and OPTIONS: Used for static content on servers that have several communication options enabled.

	GET, HEAD, OPTIONS, PUT, PATCH, POST, and DELETE: Used for caching and terminating dynamic HTTP sessions at the CloudFront Edge Location. This allows us to speed up the write requests to our backend API or WebSockets environment.



We can also control the time-to-live (TTL) of our cache by controlling the CloudFront distribution options. This allows us to automatically expire content and give the environment the ability to regularly refresh the content being served from the cache. We should set the TTL values appropriately, according to the way our content is life cycled. CloudFront distributions support the following options for setting TTL:


	Min TTL: Required when forwarding all headers. The value determines the minimum time our objects will be served from CloudFront caches. After the Min TTL expires, CloudFront will connect to the origin and check if the object has been updated. Min TTL will override any shorter TTLs defined for objects in the origin server.

	Default TTL: An optional value that can define the cache TTL if no specific TTL is defined in the origin. Must be longer than Min TTL if defined.

	Max TTL: Also optional and will define the longest possible period that objects can stay in the cache. This value, contrary to Default TTL, is only used with requests where the origin is specifying the cache data in the headers and is designed to override any cache control entries from the origin that are set too long. 



Other cache control features allow control of the following:


	Traffic compression and encryption with the Compress and FieldLevelEncryptionId options

	Lambda function execution with the LambdaFunctionAssociations option

	Handling of strings, cookies, and patterns with the ForwardedValues, PathPattern, and TargetOriginId options

	Private and streaming content with the TrustedSigners and SmoothStreaming options

	How we treat HTTP and HTTPS requests with the ViewerProtocolPolicy option





            

            
        
    
        

                            
                    Working with CloudFront

                
            
            
                
In this part, we will build on our previous exercise where we created a static website hosted on S3. If you are following along with this example, you are free to select any other custom origin as the source of the distribution to try the features out on your live data.



            

            
        
    
        

                            
                    Creating a CloudFront distribution

                
            
            
                
We start by opening our AWS management console and navigating to the CloudFront section. Once there, we click on the Create Distribution button to begin the process:




	In Step 1, we will be able to select either a Web or RTMP distribution. In our example of caching the static website, we will select the Web distribution, but an RTMP one can be selected when delivering content using the Adobe Flash Media RTMP protocol. Click on the Get Started button below the Web distribution:






	In Step 2, we will configure our Origin. For domain name, we need to specify our S3 bucket that is serving the static website. Instructions on how to set up the S3 static website can be found in Chapter 7, Understanding Simple Storage Service and Glacier, under the Working with S3 section.

	In the Default Cache Behavior section, we will select the Viewer Protocol Policy as HTTP and HTTPS and Allowed HTTP Methods as GET, HEAD. If you would like to read up on the HTTP methods themselves, please read the HTTP method definitions in the Further reading section of this chapter. We will not be modifying the headers, so under Object Caching we need to leave Use Origin Cache Headers selected:










	Once the distribution is created, you can see it in the CloudFront management console. The status will initially be In-Progress and should turn to Enabled as soon as all the distribution propagates across the CDN. Please record the Domain name as this will be the DNS name that we will be using to test the performance of the newly created distribution:






	To test whether the performance of the static website has actually improved now that we have enabled the CloudFront distribution, we can browse to the CDN Performance Checker Tool at https://www.cdnplanet.com/tools/cdnperfcheck/.




	We will initially enter our origin DNS name directly to get a baseline to which we can compare our CDN:






	Once we have the metrics from our origin, let's enter the CloudFront distribution DNS name and test the performance of the website using the CDN. Make sure you run the performance checker at least twice as the CDN might not be populated on the first try and the content will be delivered from the origin instead. We should see the correct result on the second or subsequent tries:






	Comparing the metrics, we can see that the performance of the website has improved dramatically. 









            

            
        
    
        

                            
                    Deleting a CloudFront distribution

                
            
            
                
When the time comes to decommission the application, or the CDN is no longer required, we can simply delete the CloudFront distribution:


	Before deleting, any enabled distribution needs to be disabled. Select the distribution you wish to delete and then click the Disable button:






	A confirmation window will pop up to disable the distribution, so please click on Yes, Disable: 






	Once you have initiated the disable process, please wait until the status changes to Deployed, which can take some time depending on the amount of content in the distribution. Once the status is reported as Deployed, we can again select the distribution and then click on the Delete button:






	Another confirmation window will pop up and if we are sure we would like to delete the distribution, we can click Yes, Delete. This is the final step and will delete our CloudFront distribution:







            

            
        
    
        

                            
                    Summary

                
            
            
                
CloudFront is a CDN that can help improve the performance of our applications by delivering the content from AWS Edge Locations. Our content source, called an origin in CloudFront, can be either an S3 bucket or a DNS-resolvable hostname running within the AWS network or outside it. CloudFront can be highly customized and tied in with other AWS services to deliver content with lower latency and higher security, and at a lower cost. We have also taken a look at how simple it is to create a CloudFront distribution and how to measure the performance difference between our servers and the content being delivered through the CDN. In the next chapter, we will look into various storage options in AWS.







            

            
        
    
        

                            
                    Questions

                
            
            
                

	What is CloudFront?

	What kind of content can be cached by CloudFront?

	In CloudFront, what is the name given to a source server?

	How do we enable DDoS protection on CloudFront?

	What feature would you use to restrict access to S3 buckets?

	What are the two types of distributions supported on CloudFront?

	What do we need to do to be able to delete a CloudFront distribution?





            

            
        
    
        

                            
                    Further reading

                
            
            
                

	Key Features of CloudFront: https://aws.amazon.com/cloudfront/features/?nc=sn&loc=2

	CloudFront Pricing: https://aws.amazon.com/cloudfront/pricing/?nc=sn&loc=3

	Lambda@Edge: https://aws.amazon.com/lambda/edge/

	Restricting Access to Amazon S3 Content by Using an Origin Access Identity: https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html

	HTTP method definitions: https://www.w3.org/Protocols/rfc2616/rfc2616-sec9.html

	CloudFront Cache Behavior: https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CacheBehavior.html





            

            
        
    
        

                            
                    AWS Storage Options

                
            
            
                
In our previous chapters on EC2 and S3, we have already discussed in detail how to store and deliver block-level and object-level data from AWS. While those two options can cover most of the scenarios for serving data, there are some cases where these storage options need to be extended with additional functionality. To achieve this, AWS has a wide ranging storage option portfolio that can enable customers to deliver, serve, back up, and access their data to and from AWS.

The following topics will be covered in this chapter:


	Overview of storage options on AWS

	Introduction to Elastic File System (EFS)

	Introduction to Storage Gateway

	Introduction to Snowball

	Introduction to Snowmobile





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
The reader should be familiar with modern application storage requirements, and have a basic understanding of storage area networks and protocols, storage network data transfer characteristics and limitations, as well as common data migration and backup strategies employed in traditional on-premises data centers and the cloud. 





            

            
        
    
        

                            
                    Overview of storage options on AWS

                
            
            
                
Different types of data will require different services. AWS has solutions for all types of data with features that enable us to store classic block-level data, static web content, files, and solutions that emulate tape-based storage and help us efficiently transfer huge petabyte and exabyte datasets between our on-premises environment and AWS regions. The solutions available in AWS are the following:


	Amazon EBS and Instance Store (discussed in Chapter 5, Managing Servers on AWS with Elastic Compute Cloud)

	Amazon S3 and Glacier (discussed in Chapter 7, Understanding Simple Storage Service and Glacier)

	Amazon Elastic File System (EFS)

	Amazon Storage Gateway

	Amazon Snowball and Snowmobile





            

            
        
    
        

                            
                    Introduction to Elastic File System (EFS)

                
            
            
                
Amazon EFS delivers a managed, high performance, highly available, and highly scalable network filesystem solution that we can use in the cloud. It is designed for applications and users that require the use of a common data storage area that can be accessed via a standard Network File System v4 (NFSv4) protocol and is able to deliver NFS datastores of unlimited sizes. 

While the EFS service has been designed to match the characteristics and durability and availability of S3, there is no upfront fee for using it and we only pay for the storage consumed. As of this writing, it does not have an officially published SLA to determine the exact percentage of availability, but since it is designed with replication across multiple availability zones within a region, it is highly available. Also, the backend is designed to maintain multiple copies of data, meaning it is highly durable.

The reads and writes are done through block-level access, which enables us to open files residing in a shared location without the need for downloading and reuploading, like S3 does. This enables us to run applications that require shared block storage backends. For example, a cluster of servers that needs to exchange some frequently changing file-based information or share a virtual disk device due to the cluster design requirements can use a file or virtual disk mounted directly from the NFS backed served by the EFS service.





            

            
        
    
        

                            
                    Performance 

                
            
            
                
The EFS backend is designed for high performance and can deliver in excess of 7,000 file operations per second per filesystem. However, this performance cannot be maintained for long periods of time, as each EFS filesystem that we create will be throttled according to the burst credits that it has. Due to the spiky nature of network filesystem patterns, the system environment was designed similarly to T-type burstable instances. A baseline performance pattern has been determined and clients are allowed to burst over the baseline with very high rates of file operations, but they use up burst credits when they do so. Once the performance is within the baseline, the filesystem earns burst credits that can be used when needed. The allotment of the burst credits is determined by the size of the filesystem.



            

            
        
    
        

                            
                    Security and resilience of EFS

                
            
            
                
EFS also offers advanced features that help us manage the security and resilience of our data. We can enable EFS encryption, which can encrypt our filesystems with the standard AES256 encryption available within AWS. We can also integrate it with the KMS service if we would like to use custom encryption keys. EFS file sync also offers us the ability to synchronize our filesystems across multiple EFS locations in multiple regions or deliver synchronization of our NFS environments on-premises. We are also able to incrementally backup our EFS datastores with the EFS-to-EFS backup solution. To find out more about this solution, take a look at the link provided in the Further reading section of this chapter.



            

            
        
    
        

                            
                    Introduction to Storage Gateway

                
            
            
                
AWS Storage Gateway is a software appliance that allows us to seamlessly connect our on-premises environment with AWS cloud-based storage backends. The Storage Gateway appliance can be run as a virtual machine in our on-premises data center and is able to deliver file-based storage, data volumes, and a virtual tape library device backed by Amazon S3 and Glacier backends.

The following configuration options are available with AWS Storage Gateway:


	File Gateway: A network filesystem service that allows you to access files on S3 via standard NFSv3, NFSv4.1, SMB 2, and SMB 3 protocols. The File Gateway is able to cache read and write requests on the locally deployed VM and deliver low latency responses to clients accessing the file server. In the backend, data is always stored on S3 so we can perform the typical S3 functions discussed in Chapter 7, Understanding Simple Storage Service and Glacier, such as server-side encryption, life cycling, and replicating the S3 bucket to another region for higher resiliency.

	Volume Gateway: A service that allows us to mount block-level volumes via the standard iSCSI protocol from the Storage Gateway device. The volumes created on the Storage Gateway are always backed by an S3 datastore; thus, we get the benefits of both worlds: block-level access and high durability and availability. The Storage Gateway appliance can cache the local volume in two different ways:

	Locally Cached Volumes: Data is served from S3 and only caches frequently read data and buffers writes on the local Storage Gateway, thus enabling low latency and high performance to be achieved inside our on-premises environment. 

	Locally Stored Volumes: All data is served from the local volume and regular snapshots are taken of the local volume. The snapshots are asynchronously backed up to S3, thus giving us the ability to restore the data in case of a local Storage Gateway volume failure or data corruption.





	Tape Gateway: A service that presents a virtual tape library that can be used with our traditional on-premises backup solutions. The data is always delivered straight into Glacier, giving us the benefit of very low cost storage and very high durability of our archiving solution. The Tape Gateway can be used to replace existing tape libraries without the need for re-architecting the backup solution.





            

            
        
    
        

                            
                    Introduction to Snowball

                
            
            
                
Although a Storage Gateway can be a great solution for delivering data from our on-premises data center into AWS, it is still dependent on the bandwidth of the internet connection. Sometimes, the datasets can be very large and for those datasets it can take a very long time, be very expensive, and be very inefficient to transfer across the internet.

For example, let's take a look how long it takes to transfer a certain large dataset across the internet. For example, let's consider a very common dataset of 50 TB of data. If we employ a dedicated 1 Gbps connection to transfer that dataset, it will take us about 125 hours to transfer all the data across that link to the target destination. This calculation is taken in ideal conditions and 100% link utilization. So, we can easily say that on a 1 Gbps uplink, which is a common corporate internet uplink these days, we are able to transfer that dataset in roughly 6 days. How about when that dataset is even larger, say 100 TB? That would take about 12 days. What about 1 PB? That would bring us closer to 4 months! 

AWS Snowball was designed to enable us to quickly and efficiently transfer large datasets in exactly these kinds of scenarios. The Snowball device is a self-contained shipping unit that is able to deliver either 42 or 72 TB of data from on-premises locations into AWS. With much larger datasets, we can use multiple Snowball devices in parallel to quickly and efficiently transfer data at Petabyte scale to AWS. The device itself hosts an S3 compatible endpoint that you can plug into your network via a 10 GbE copper, SPF, or SPF+ connector located on the device. The service can then be addressed on the local network and the full transfer speed of the link can be utilized to copy data onto the device. With the 10 Gbe connection, we can fill up the 42 TB snowball with data in about 10 hours, while the 72 TB model will take about 18 hours to fill up with data completely. This means that a 1 PB dataset can be transferred to 22 smaller devices in about 10 hours and to 15 larger ones in about 18 hours when transferring the whole capacity in parallel.

Once completed, we simply power off the unit and call our local carrier. The unit has an E-ink label with the shipping instructions so we don't need to worry about anything else. Once the snowball arrives at the designated data center, the data is transferred to an S3 bucket in our account. We then have the option to perform any kind of action available on S3, such as life cycling and presenting the data via HTTP/HTTPS.



            

            
        
    
        

                            
                    Security

                
            
            
                
There is no need to worry about the data while it is in transit, as the device itself is packed in a tamper-proof case and all the data that is being transferred is automatically encrypted via the AES256 encryption protocol. You have the ability to provide custom encryption keys via the KMS service when compliance requires you to control all aspects for encryption.



            

            
        
    
        

                            
                    Snowball Edge

                
            
            
                
Snowball Edge combines the Snowball data migration device with the power of running EC2 instances and Lambda functions straight out of the device itself. This is perfect for any company that is developing or migrating a solution to AWS and would like to work out how the live data will be delivered by the AWS services. Snowball Edge devices are rack mountable so customers are able to temporarily build an AWS-like data center on-premises and work out the intricacies of migrating an environment or designing an application by using the live data from their on-premises environment. To learn more about Snowball Edge, take a look at the link provided in the Further reading section of this chapter.



            

            
        
    
        

                            
                    Introduction to Snowmobile

                
            
            
                
When terabyte-scale devices won't do and we need to move Petabyte and Zetabyte scale data to the cloud, then the only option is the Snowmobile. The Snowmobile is a standard 45 ft shipping container delivered on a truck that has the capacity to retrieve and move huge amounts of data very efficiently. Each Snowmobile has 100 PB of capacity and has enough transfer capacity to fill up the disks in about 2 weeks of non-stop transferring. To achieve that transfer capacity, up to 1,000 Gbs of throughput is required, which would also need to be available on the data center side if we want to use all the capacity the Snowmobile has to offer. When we have more capacity available in our data center, multiple Snowmobiles can be used to deliver an even larger dataset or to increase the speed of the transfer of the data. Once a Snowmobile completes the data transfer, it will drive back to the designated data center where the data can be delivered straight into either S3 or Glacier.



            

            
        
    
        

                            
                    Security

                
            
            
                
Of course, transferring such huge datasets can be a security challenge. The shipping container itself is tamper and weather proof, while all the equipment is climate controlled during use and transit, and has redundant disks where the data is stored. The data is also encrypted with AES256, while the shipping container and truck are also GPS tracked. We are also given the option to employ a security detail escort vehicle while the data is in transit if required. 







            

            
        
    
        

                            
                    Summary

                
            
            
                
There are multiple options for storing data in AWS and those depend on the type of data we need to store. For data that is not shared and requires block-level high performance access, we are always able to use EBS volumes. If we need to share that data, S3 is a great option due to its high availability and durability, backed by an SLA. Since S3 doesn't support block-level access, we can use EFS, which strives to provide an NFS compatible environment that is designed with the same HA and durability as S3. When data needs to be shared between our on-premises and AWS environments, an AWS Storage Gateway can be utilized to emulate a network filesystem, an iSCSI volume device, or a virtual tape library that we can connect to our existing backup infrastructure. There are some cases where the network connectivity does not allow us to efficiently transfer large datasets across the internet, and in such cases AWS has the Snowball and Snowmobile options, which can be used to physically transport data from our on-premises data center to AWS. In the next chapter, we will be working with Route 53 Domain Name System.



            

            
        
    
        

                            
                    Questions

                
            
            
                

	What are the three types of data that can be stored in AWS?

	What kinds of protocols are supported by the EFS service?

	What kind of SLA does the EFR service have?

	What are the modes of operation available on the AWS Storage Gateway?

	What two options for volumes does the AWS Storage Gateway support?

	What options support transferring data from on-premises directly to Glacier?

	Which AWS feature would you use to transfer 1 PB of data if you had unlimited time? 









            

            
        
    
        

                            
                    Further reading

                
            
            
                

	AWS Storage Options Whitepaper: https://aws.amazon.com/whitepapers/storage-options-aws-cloud/

	AWS EFS: https://aws.amazon.com/efs/

	EFS to EFS backup: https://aws.amazon.com/answers/infrastructure-management/efs-backup/

	AWS Storage Gateway: https://docs.aws.amazon.com/storagegateway/latest/userguide/WhatIsStorageGateway.html

	AWS Snowball: https://aws.amazon.com/snowball/

	AWS Snowball Edge: https://aws.amazon.com/snowball-edge/

	File Transfer Calculator: https://techinternets.com/copy_calc

	AWS Snowmobile: https://aws.amazon.com/snowmobile/





            

            
        
    
        

                            
                    Working with the Route 53 Domain Name System

                
            
            
                
On the modern internet, one types in a name of a website and almost instantly the content is presented via the browser. This feature of the internet is often taken for granted both by regular users and by IT professionals, since it is considered a given. In the background, the Domain Name System (DNS) makes sure this feature is available and has simplified the way we access the internet since the 1980s. But the traditional DNS system has its own drawbacks and limitations, which is why AWS set out to modernize the way we deploy, manage, and deliver DNS services by building the Route 53 system.

The following topics will be covered in this chapter:


	Introduction to Route 53

	Route 53 supported DNS resource record types

	Registering a domain and creating a zone

	Routing policies

	Health checking

	Best practices





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
A basic understanding of internet addressing, the Domain Name System, and name resolution is required to get a comprehensive grasp of the subject at hand.



            

            
        
    
        

                            
                    Introduction to Route 53

                
            
            
                
We probably wouldn't have the internet as we know it now if it wasn't for the work of Paul Mockapetris in the 1980s. In the early days of distributed networks, scalability started becoming an issue as there were hundreds of servers connected with hundreds of IP addresses that would need to have been used to access the content served on these servers. Back in the day, one would use a directory of websites to IP addresses and punch in an IP to access the content. Paul Mockapetris's contribution to ARPANET essentially created the automated resolution of names to IP addresses today known as the Domain Name System, or DNS for short.



            

            
        
    
        

                            
                    Traditional DNS system design features

                
            
            
                
Traditional DNS systems maintain a mapping of Internet Protocol (IP) addresses to fully qualified domain names (FQDN) in files called zone files, and those are usually text or binary format files that are maintained on one or more servers. Usually, the way the DNS operates is that we have one server that hosts the master DNS zone and one or more read-only replicas that host the slave DNS zone. The master is where we make the changes and the changes then propagate to the slaves through zone replication. This does provide high availability but if the master zone is disabled because of a failure, the DNS itself might become read-only so any updates to the DNS will need to wait for the master to recover.

One feature of the traditional DNS server types is that they are designed to update zones manually on the master server, and those that do have programmable access provide that access essentially on top of a traditional manually modified system. Another fairly common feature of the traditional DNS architecture is that the DNS servers themselves are not connected to the records they host; the servers will deliver a mapping between a name and an IP address, and all features beyond that operation are not included. For instance, if a request is made for a website that is currently not operational, the DNS will respond with the address but has no way of delivering any information on whether there is anything responding on the IP address provided. 

In modern applications, however, we strive to deliver the highest availability possible within our application, and we also want to automate the provisioning tasks and deliver the website from multiple backends in case of hardware or other failures affecting our availability.

AWS identified that an application will be only as highly available as the sum of the components providing the features of the application, and one crucial feature is the DNS. Without the ability to resolve names to IP addresses, our application is essentially non-functional. And if the DNS service has an SLA of 99.9%, then we can theoretically never guarantee the delivery of any higher level of availability. To overcome the limitations of traditional DNS architectures, the engineers and architects at AWS decided to develop the Amazon Route 53 service.



            

            
        
    
        

                            
                    Amazon Route 53 features

                
            
            
                
The Amazon Route 53 service is essentially a smart DNS service, sometimes even hailed as the next generation of DNS. The Route 53 service is the only service that has a 100% SLA for service delivery and is designed to withstand massive, multi-regional service and data failures and still deliver the DNS services at the same performance and quality. The service is so reliable that the only event that will cause Route 53 to stop working would be an extinction-level meteor impact on planet Earth; that is, until AWS establishes its first Mars region of course. 

Amazon Route 53 is not just a classic resolver; it delivers the ability to mange the traffic flow to our application by understanding the origin and the destination of the DNS queries. Essentially, it is designed to interact with the backend and identify the servers that are capable of serving specific content, and only then delivering the correct resolution parameters to the client. Also, Route 53 is API addressable, so we can easily automate the provisioning of our infrastructure and build the DNS assignments into the code of our application. Route 53 helps us deliver our application with the correct content to the correct user and mitigate any disruptions in availability at the DNS level with the following features:


	Built-in DNS health checks and DNS failover allow us to automatically exclude IP addresses of servers that are non-operational from the DNS response

	Latency-based, weighted round-robin routing and Geo DNS allow us to target specific audiences based on proximity and geolocation so that we can deliver the right service to the right user in the fastest manner

	Integration with CloudFront, S3, and ELB allow us to easily configure and maintain the websites served through these services on Route 53





            

            
        
    
        

                            
                    Route 53 supported DNS resource record types

                
            
            
                
Amazon Route 53 is designed to support the most common DNS record types. While a huge subset of record types exists, the AWS team has designed the service to be as inclusive as possible and to provide the record types that are most commonly used with internet-based applications and websites. The following resource types are supported on Route 53 at the time of writing:


	A and AAAA records are designed to resolve IPv4 (A) and IPv6 (AAAA) server names to IP addresses and allow browsers and applications to access our content via FQDN names

	CAA records are designed to allow us to specify which Certificate Authority (CA) servers are allowed to issue certificates for our domain and thus increase the security of our websites

	CNAME or Common Name records allow us to resolve complex DNS names to simpler or more general DNS names; for instance, the name www.example.com can have a CNAME record that points to the public S3 bucket DNS name

	MX or Mail Exchanger records are used to determine the mail server(s) that receive email for a particular domain

	NAPTR or Name Authority Pointer is used by the Dynamic Delegation Discovery System (DDDS) to dynamically determine application or service endpoints; for example, NAPTR can be used to convert telephone numbers to SIP endpoints

	NS or Name Server records are used to determine which DNS server is authoritative to serve responses to DNS queries for the domain

	PTR or Pointer records allow us to look up DNS records in reverse by specifying an IP address and then determining the FQDN

	SOA or Start of Authority records are mandatory records for each domain that determine the authoritative DNS servers and keep a timestamp and version record of the domain zone

	SPF or Sender Policy Framework records allow email systems to determine whether the email sender is authorized to send messages on behalf of the domain

	SRV or Service records are designed to help us deliver information about the ports the host serves its services on

	TXT or Text records are designed to allow us to share arbitrary strings of text within the DNS service and thus extend the functionality or security of our domain and the services running on the servers belonging to our domain





            

            
        
    
        

                            
                    Registering a domain and creating a zone

                
            
            
                
Amazon Web Services have made it very easy for us to register a new domain from the AWS Management console. The first time we navigate to the Route 53 management console, we will see a short introduction to the Route 53 service:


	We can select the feature we would like to get started with; in this demo, we will select Get started now under Domain registration:






	Once we are in the domain registration console, we have the option to register a new domain or transfer an existing domain registered at a different provider. We will take a look at the process of registering a domain by clicking on the Register Domain button:






	In the Choose a domain name dialog, we can simply write the domain name that we wish to register and then click on Check, which will enable us to search for the existence of the domain.




	If the domain already exists, AWS will also give us suggestions on other domain names similar to ours that might be available. Once you are ready to select your domain, just click on Add to cart and then click on Continue:








	In the next step, we simply fill out the registration contact information and then proceed to Verify & Purchase to verify the details and complete the purchase:






	Once we have our domain, or when we would like to move the DNS functionality to AWS, we can create a hosted zone. In the Route 53 management console, just select Hosted zones from the menu and then click on Create Hosted Zone:






	In the zone creation dialog, enter the domain name of the zone you would like to create and select whether it is a public-hosted zone or a private zone available from your VPC only.

	With private zones, you also have the ability to host internal domains that can be used within your application. Once you have entered the name, simply click on Create:






	After creating the hosted zone, you can start editing it. As you will see, the SOA is automatically created and the NS names will appear in the SOA also.

	You would use these NS names with your registrar if you have not registered your domain with AWS. To create a record set in the zone, click on Create Record Set:






	In the record set dialog, you can select your record name and type, and then assign a value to the record. In our example, we are creating a record with the name test, the type is A, and the value is 1.2.3.4; as you can see, we have previously created a record with this name and it is also visible in the records next to the SOA and NS. You can also select a TTL for the record if you need a TTL that is different from the default, and a routing policy:





We have now registered a new domain and created a DNS zone for this domain. We can now add any number of records into this domain and AWS will serve them through the servers listed in the NS records.



            

            
        
    
        

                            
                    Routing policies

                
            
            
                
The internet now has a global audience, and we need to design our applications to reach our global audience and deliver the content in the fastest way possible with the least disruption possible. We also want to deliver custom content to users in different geographical areas, based on the language, compliance with regulations and laws, and other principles that determine how we present our content to our users. Routing of DNS requests with routing policies allows us to control the traffic flow and delivery of our content to our users. We have several different options available when creating records, and, for each record, we can choose the following:


	Simple routing

	Latency-based routing

	Weighted routing

	Fail-over routing

	Geolocation routing

	Multi-value response





            

            
        
    
        

                            
                    Simple routing

                
            
            
                
This is the default way the DNS response operates if you do not select an alternate routing option. It returns one resource IP or DNS name for one FQDN address. So, when looking up www.example.com, it will return the IP address if the record is A, or the DNS name if the record is CNAME.



            

            
        
    
        

                            
                    Latency-based routing

                
            
            
                
Latency-based routing (LBR) helps us deliver content from the AWS endpoints that reside in different regions and locations, and determines which AWS endpoint to serve the content from based on the network proximity of the user to AWS. That enables us to deliver the content in the fastest possible manner and increase the performance of our applications. LBS is very useful when we are looking to distribute the same content across a wide geographical area or globally, and we would like to present the content in the quickest possible manner to the users. 



            

            
        
    
        

                            
                    Weighted routing

                
            
            
                
Weighted routing allows us to deliver the content from several AWS endpoints and determine how much traffic or weight we want to put on each entry in the DNS record. This record type allows us to design environments that handle different traffic with different backends:


	Solutions with asymmetrical multi-regional deployments that can be used as a primary/failover location for our production application

	Blue-green deployment migration by increasing the weight of the new deployment

	Testing our applications with canary and A/B environments





            

            
        
    
        

                            
                    Failover routing

                
            
            
                
Like weighted routing, failover routing allows us to deliver content from several AWS endpoints but with an active/passive approach, where one endpoint is active and taking all the traffic, and a secondary endpoint is the passive one that is designed to take the traffic of the active one if that one fails. This approach is useful when we have an application that synchronizes the content only from the active to the passive endpoint asymmetrically.



            

            
        
    
        

                            
                    Geolocation routing

                
            
            
                
Geolocation routing allows us to determine the location of our users by geolocating the source IP addresses the requests for the DNS are coming from, and then delivering the endpoint that is designed to serve the specific region. With geolocation routing, we can design applications that are able to deliver custom content based on the country or region our users are coming from, in the appropriate language, and with the appropriate compliance with local laws and regulations. For instance, if we have an application that is designed to deliver content to users from the US and EU, we can have the US content served from the US regions and the EU content from the EU regions, and then use geolocation routing to forward requests from the appropriate geographical area to the appropriate servers. This enables us to easily comply with the local laws and also maintain all the user data within the data governance-required geographical area.



            

            
        
    
        

                            
                    Multi-value response

                
            
            
                
With multi-value answers, we can design a DNS response that will deliver a list of possible servers that the client can choose from. This is very beneficial for applications that require enumeration of all the possible servers that can serve the content, such as direct peer-to-peer-based applications for services such as video streaming.



            

            
        
    
        

                            
                    Health checking

                
            
            
                
Route 53 also supports health checks that allow us to determine the healthy and unhealthy AWS endpoints. It supports simple TCP port checks and more advanced HTTP and HTTPS health checks where it looks for either a 200 or 300 response with an additionally optional string matching functionality that can check your website for a specific string of text to determine if the site content is actually being served.

The health check can also determine the health based on the response time, a response threshold where we can define a number of required successful responses from the endpoint before determining it is healthy, and the CloudWatch alarm metrics collected for the AWS endpoint itself.

Health checks are performed from the global Route 53 endpoints and the service determines an endpoint healthy if more than 18% of the Route 53 endpoints report the service as healthy. This number was chosen in consideration of the number of regions and an understanding that the internet routing might make a health check fail from some regions at certain times.



            

            
        
    
        

                            
                    Best practices

                
            
            
                
As you can see by now, Route 53 is quite a powerful service, but even with the most powerful service, we have the responsibility to make sure our DNS records are designed in the best possible way so they are secure and correct. Here are some best practices to follow when designing domains with Route 53:


	Enable domain auto renew to ensure your domain is automatically renewed

	Enable privacy protection for domains that require the contact information to be kept private and secure

	Do not enter private records into public zones

	Monitor Route 53 configuration changes to detect any rogue entries or actions

	Enable domain transfer lock, which can prevent your domain from being hijacked





            

            
        
    
        

                            
                    Summary

                
            
            
                
The Route 53 service is the next generation DNS service, which is a fully managed, highly available, and high performance DNS solution and is the only AWS service with a 100% SLA. Route 53 allows us to manage DNS names in a programmable manner and deliver features that can enable a high level of traffic shaping, depending on the location latency and design of our application. We have also discussed the supported DNS resource records and health checks available in Route 53. In the next chapter, we will be working with relational databases.



            

            
        
    
        

                            
                    Questions

                
            
            
                

	What is the purpose of the DNS service?

	What areas of the DNS does the Route 53 service improve upon?

	Your application is synchronizing a database from the primary to secondary site and presents the content through an EC2 instance locally. What type of DNS routing policy would be appropriate for this setup?

	You need to make sure your content adheres to the GDPR for all users from the EU. What kind of routing policy would be applicable in this case?




	You are designing a health check for a custom application that sends custom traffic via SSL on port 443 to the server. What would be the appropriate health check in this case?

	Your application needs to be protected from web page hijacks and you want to eliminate any hijacked servers from responding to your clients. How can Route 53 help?

	A peer-to-peer streaming service needs to deliver a list of servers that serve the video stream to the clients. Which routing policy would deliver this kind of response?





            

            
        
    
        

                            
                    Further reading

                
            
            
                

	Route 53 features: https://aws.amazon.com/route53/features/

	Route 53 record types: https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/ResourceRecordTypes.html

	List of DNS record types: https://en.wikipedia.org/wiki/List_of_DNS_record_types

	Choosing a routing policy: https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html

	Route 53 health checks: https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html





            

            
        
    
        

                            
                    Working with Relational Database Services

                
            
            
                
Data is king, and it does not matter what kind of application you are designing: every application will at one point in processing the data need to store that data in a persistent and reliable way. We have already looked at several different ways of storing data in AWS for several different data types, from objects to block data to files, and we have learned how to use EC2 to provide an operating system where we can install applications such as a database server. But what if we don't have the resources to manage our own database server? Or we just want a simple way to consume a database from the cloud? One way this can be done is by using a managed database service such as the Amazon Relational Database Service (RDS).

The following topics will be covered in this chapter:


	Introduction to RDS

	RDS engine types

	Best practices for deploying RDS instances

	Changing RDS instance types

	Read replicas

	Sharding data over RDS instances

	Creating and restoring snapshots





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
An understanding of operating and managing relational databases and the Atomicity, Consistency, Isolation, and Durability (ACID) database types is required to follow along with this chapter. 



            

            
        
    
        

                            
                    Introduction to RDS

                
            
            
                
Whenever you are planning to consume cloud computing resources, there is always a balance that needs to be achieved between the requirement of maintaining control of the environment and instantiation, and having the ability to focus on the task at hand. This is true for the need to use a relational database. In AWS you have a choice: you can either deploy your own EC2 instance with a database engine on it to maintain control of the configuration and the underlying operating system, or you can choose to use an RDS instance that can provide the same functionality and deliver a database service with minimal management overhead.

The decision to use RDS will be driven by the business driver of cloud adoption. Sometimes the business driver behind the use of cloud services is simplifying the management; in this case it is always easier to use the RDS service instead of managing your own server. In other cases, the business driver is increased flexibility and automation; again, RDS comes out on top as the flexibility of being able to deploy new RDS instances straight out of the SDK and managing the RDS infrastructure straight out of the code can be a big benefit.



            

            
        
    
        

                            
                    Features of RDS

                
            
            
                
RDS is a managed service that is able to provide a highly scalable and high-performance relational database backend to your applications. All RDS instances are backed by SSD disks and the latest-generation instance types. It is easily scalable both in size and performance and it has built-in features that allow you to create highly available synchronous and asynchronous replicas to be used as fail-over or read replicas. The environment also offers very high data durability by enabling automated and manual snapshots of the database instances to be taken to provide a backup of your data. All snapshots are stored to S3 and are inherently as durable as the S3 service. RDS seamlessly integrates with the AWS monitoring and auditing tools to provide a complete overview of performance and the state of your database environment.





            

            
        
    
        

                            
                    RDS engine types

                
            
            
                
RDS supports the creation and management of different relational database backends. As business needs change and applications evolve, different database backends will be required to run the applications. RDS offers the following database engine types to support as much compatibility as possible with your current and future applications:


	RDS for MySQL, MariaDB, and PostgreSQL

	Amazon Aurora

	RDS for Oracle

	RDS for SQL Server





            

            
        
    
        

                            
                    RDS for MySQL, MariaDB, and PostgreSQL

                
            
            
                
Amazon RDS supports MySQL, MariaDB, and PostgreSQL, three of the most popular open source relational databases that have become the industry standard for deploying enterprise applications on open source databases. All of the engines support the ability to deliver Multi-AZ, highly available, master-slave synchronous copies of databases in one region and the capability to deploy multiple read replicas in the same region or across other regions. The RDS service supports the following versions of the open source databases:


	Drop-in compatible engines for MySQL Community Edition versions 5.5, 5.6, 5.7, and 8.0

	Drop-in compatible engines for MariaDB Server versions 10.0, 10.1, 10.2, and 10.3

	Any version of PostgreSQL with version 9.3.5 and later supporting Multi-AZ and read replicas



To protect data at rest, the databases support instance volume encryption and have the ability to use SSL to protect data in transit.



            

            
        
    
        

                            
                    Amazon Aurora

                
            
            
                
Amazon Aurora is an AWS-optimized relational database engine that supports running either MySQL or PostgreSQL databases. The service is drop-in compatible with MySQL 5.6 and later, and provides a migration tool that is able to assess and migrate a PostgreSQL database into the Aurora environment. 













Amazon Aurora enables very simple management of the database while delivering high availability and high performance. The design behind an Aurora cluster differs slightly from the way the open source databases are delivered. With the open source databases, the Master database can have a synchronous slave replica within another availability zone, and then on top of those, we can deliver asynchronous read replicas that can be used to offload the read requests to the database. 

An Aurora cluster is designed to always have one master instance, the so-called primary instance, and then multiple replica instances. Both the primary and the replicas have access to the same synchronously replicated backend storage volume. The instances themselves are stateless and are designed to only provide the database service and respond to database queries. The primary instance allows write access to the cluster volume while the replicas allow only for reads. To deliver high availability, the storage and the replicas are distributed across two or more availability zones. If the primary instance becomes unreliable or unavailable, Amazon Aurora will instantly promote one of the replicas to the primary role and deliver instant fail-over of all write traffic to that instance.

In essence, the design of Amazon Aurora enables us to have all nodes in the cluster take some work from the clients and, by having synchronous read replicas within one region, there is no lag in data being delivered out of the database which can be caused by asynchronous replication. The cluster can scale quite a bit since it supports delivering up to 15 replicas in addition to the primary instance, and also allows us to create global database clusters that can have an additional 16 replica instances deployed in other regions.

One feature of Amazon Aurora that is highly anticipated by some is the ability to provide multi-master clusters within our environment. At the time of writing, a preview program for the feature is available and you can sign up for the preview by following the link provided in the Further reading section of this chapter.



            

            
        
    
        

                            
                    Oracle and Microsoft SQL on RDS

                
            
            
                
RDS also supports Oracle (version 11g and newer) and Microsoft SQL (2008 and newer), two industry standard licensed relational database products that are commonly used in enterprise applications. The ability to consume these database types from the cloud gives us the flexibility of choosing the RDS option when migrating to the cloud for these two database types.

To protect data at rest and in transit, Transparent Data Encryption (TDE) is supported on both of these instances. With TDE, the encryption is delivered in a transparent manner that does not require any management or configuration overhead on the client side. Both of these database types require a license and are able to be consumed as a service or as a bring-your-own-license model. For more details on licensing, please follow the links on Oracle on RDS and MS SQL on RDS in the Further reading section of this chapter.



            

            
        
    
        

                            
                    Deploying an RDS database

                
            
            
                
Let's perform the following steps to deploy an RDS instance:


	To deploy an RDS instance, we navigate to the Amazon RDS console and click on Create database:






	We need to select an engine to deploy. The recommended option for Amazon Aurora will be selected but you can select any of the other engines. In this example, we will choose a MySQL instance and then click Next:






	When choosing a MySQL instance, Amazon Aurora will be recommended for production as the engine is superior to the MySQL engine in all respects. We will choose the Dev/Test - MySQL option for our purposes:






	In Step 3, we need to specify the setup for the database. We can choose the license model and DB engine version, and the instance class, which determines the size of the instance serving our database (in our example, we are selecting db.t2.small). We also have the chance to select the option to create a Multi-AZ deployment to make the database highly available:






	Next, we select the storage type and size, and enter the name for the database instance, and the username and password for the database administrator. After we have completed Step 3, we click Next:






	In the advanced settings, under Network & Security, we can select the VPC in which we want to deploy, whether we want the instance to be public, and the availability zone in which to deploy, as well as the security group that will allow access to the database server from our instances:








	The Database Options section will let us create a default database, set the port, select the database parameters and options that allow us to tune our RDS databases, and enable or disable database user authentication via IAM:






	In the next section, we can also enable encryption, configure automatic backups, enable detailed monitoring, and enable the publishing of logs to CloudWatch:






	Under Maintenance, we can select whether we want to allow minor upgrades to the DB engine and select a maintenance window if required. For production databases, deletion protection is also available. After completing this part, we click on Create database:






	We will get a notification once a database is created. On this page, we can click on View DB instance details:






	In the instance details, we can see the performance metrics for our database:






	To connect to the database, find the endpoint DNS name and port that the database is available on:





As you can see, it takes much less effort to create a database instance than it would if we were deploying it on an EC2 instance. Two more benefits are that it is very easy to configure and deploy a database through the same process, and that we are provided with a DNS name that we can easily connect to and use in our application.



            

            
        
    
        

                            
                    Best practices for deploying RDS instances

                
            
            
                
When deploying RDS instances in our VPC, we need to consider the following requirements of the database service:


	Security requirements, to prevent unauthorized or unnecessary access

	High availability requirements 

	Performance requirements





            

            
        
    
        

                            
                    RDS security

                
            
            
                
Within a VPC, RDS instances will need to be deployed with a security group that only allows communication from the correct source. For example, when using EC2 instances to communicate with RDS instances, always specify only the security group of the instances themselves. This will allow for you to dynamically replace application instances in the EC2, for example, when working with autoscaling EC2 clusters. The best practice for database instances is that they should also always be deployed into private subnets, as there is generally no requirement for a database backend to have any public access from the internet. When designing security groups, always make sure to open only the port the database service responds on, as no other access to the RDS instances should be allowed. In the case of NACL creation, don't forget to create both the incoming and outgoing rules for your RDS instance subnets. When troubleshooting connectivity to the RDS instances, you should be using the VPC flow logs for the subnet that the instances reside in to identify the cause of connectivity issues.



            

            
        
    
        

                            
                    Multi-AZ RDS

                
            
            
                
For high availability, Multi-AZ deployments are recommended. All engine types support the ability to distribute data across two (or, in the case of Aurora, more) availability zones. This feature enables our database to survive any failures in one particular availability zone. The Multi-AZ feature allows us to access the database via a DNS name that automatically fails over to the secondary instance in case the primary fails. It also allows for ease of management as backend management functions do not affect the availability of the database.





            

            
        
    
        

                            
                    Performance best practices

                
            
            
                
To achieve the best performance from our instances, always consider the data access pattern, the throughput required to the database, and the memory requirement for your database servers; this will allow you to select the appropriate instance type. Once in production, the instance should be monitored for I/O and latency, and of course, disk and memory usage. We can monitor our instances using CloudWatch, and we can also set up alarms on CloudWatch to determine when our instance health or resource usage is spiking and an action would need to be taken to resolve the issue. There are four ways to increase the performance of our clusters:


	Change the instance type to increase the performance of the instance

	Add read replicas to distribute the read load over more instances

	Shard the data to multiple instances

	Add caching to offload the read operations to the cache (discussed in Chapter 12, Introduction to ElastiCache)





            

            
        
    
        

                            
                    Changing RDS instance types

                
            
            
                
The simplest way to get more performance from our database is to increase the instance size of our RDS instance; this can be done with very little effort in RDS as we are able to initiate an instance resize from the management console, CLI, or SDK. Once initiated, the instance is shut down and the instance type is changed; this is essentially done in the same way as with EC2 instances. For a single instance RDS, this means that the service will see a disruption as the instance needs to be shut down. In a Multi-AZ deployment, the secondary instance will be resized first, then the traffic will be redirected to the secondary while the master instance is resized.

With an Aurora cluster, the instance replicas are replaced with larger ones and one of the larger instances is promoted to primary, while the smaller instances are shut down. With highly available options, the instance type resize happens transparently in the background:


	To change the instance type, select the instance that you have created and click on Modify:






	Next, select the new instance type and proceed to the next step:










	In the next step, you will see a summary of changes that will show how the database will be modified. You need to select Apply during the next scheduled maintenance window or Apply immediately if you would like to resize it right away, then click on Modify DB instance:





As you can see, it is very easy to change the instance size from the management console.



            

            
        
    
        

                            
                    Read replicas

                
            
            
                
The second way to get more performance out of our cluster is to introduce read replicas. With typical relational databases, the read-to-write ratios are usually in favor of reads by a factor of a few. Typical access patterns could be as high as 80% read and 20% write, or even as high as 90-10 or more. By introducing read replicas, we allow the application to distribute the reads to the read replicas and relieve the master or primary instance of the reads.

With the MySQL, MariaDB, and PostgreSQL engines, the read replicas can be created within the same region or another region and are done with the engine's native asynchronous replication capabilities. This means that the data in the read replicas might see a bit of a lag and serve stale data, so we need to handle this in the application we are deploying. This can be useful for business intelligence (BI) or analytics platforms that need to perform end-of-day analysis on our data and project that into reports. If your application cannot handle stale data, then introducing caching (discussed in Chapter 12, Introduction to ElastiCache) will be the appropriate option with these database types.

With Amazon Aurora, the read replicas are essentially built into the cluster and retrieve data from the shared backend volume, meaning there is no replication at the instance level required and the data delivered from the read replicas is never stale.

Oracle and Microsoft SQL RDS instances do not support read replicas.


	To add read replicas, navigate back to the databases section in the RDS management console and select Actions and then Create read replica:






	In the read replica dialog, we can select the destination region and availability zone, and we can also configure whether we would like to make the read replica publicly available:






	We can also encrypt the database, select an instance size for the replica, configure Multi-AZ, the database settings, monitoring, logging, and the maintenance window, just like we did when we created the initial database. After we are satisfied with our selections, we can click Create read replica:






	When replica creation starts, we will see another instance in our list of databases in the RDS management console: 







            

            
        
    
        

                            
                    Sharding data over RDS instances

                
            
            
                
Another consideration for your data in RDS instances is sharding. When the data access pattern allows it and the distribution of the data is relatively uniform across the database, sharding can be a way of storing data that can almost linearly increase the write performance of our databases. With sharding, we can distribute the data to several RDS backend clusters; for example, if we have a phone directory and we are storing names from A-Z, these names are more or less evenly distributed. We can introduce sharding and distribute the names from A-M in the first shard on one cluster and the names from N-Z to the second shard residing on the second cluster.

Sharding is a good way of increasing the performance of our database clusters when the data is evenly distributed, but it does have some inherent drawbacks, such as the complexity of performing data projections, table joins, and other complex SQL transactions for which we usually employ ACID-compliant relational databases. For example, a BI report might need to source and compare data from several databases and compile the appropriate relationships on the BI server instead of in the database, if the BI server even supports this kind of approach.



            

            
        
    
        

                            
                    Creating and restoring snapshots

                
            
            
                
The RDS service supports creating database snapshots (sometimes also called database backups), which are point-in-time copies of a complete volume where the database resides. The snapshots are created incrementally, meaning that only the blocks of the volume that have changed since the last snapshot are saved to the next snapshot. This essentially means that the same characteristics apply to RDS snapshots as EC2 snapshots, with one exception: when creating an RDS snapshot, the instance I/O will be frozen due to the fact that the RDS snapshots need to be consistent and can be used as ACID-compliant backups of your database. This will mean that, when using a single instance, the instance will become unavailable for anywhere from a few seconds to a few minutes while the snapshot is being taken, depending on the size of the data in the snapshot being taken:


	To take a manual snapshot, select the database, click on Actions, and then select the Take snapshot option:






	In the snapshot, we will need to define a snapshot identifier, then click on Take snapshot:






	When the snapshot commences, we will be able to see the process in the Snapshots section of the RDS management console:





We now have snapshots from which we can restore the data to a new RDS instance.



            

            
        
    
        

                            
                    Multi-AZ snapshots

                
            
            
                
Taking a snapshot in a Multi-AZ deployment will not affect the availability of the database. With a Multi-AZ deployment, the snapshot is taken from the secondary instance while the master is still available to take queries and writes. We should consider that, when many writes are happening on the master instance during snapshot creation, those need to be replicated after the snapshot completes to the secondary, thus we might see a spike in latency in our CloudWatch monitoring due to the fact that the secondary instance is being replicated after the snapshot completes.

In Amazon Aurora, snapshots are even more transparent. Aurora instances are stateless, so a snapshot of the backend cluster storage is taken during an RDS snapshot operation. Aurora snapshots are thus referred to as cluster database snapshots.



            

            
        
    
        

                            
                    Automated backups

                
            
            
                
The RDS service allows for the creation of automated backups that are taken once daily during a predefined or user-defined backup window. Automated backups can be retained backups for up to 35 days, allowing us to comply with most typical enterprise policy requirements out of the box. On top of automated backups, we can always take manual snapshots if longer retention is required for a certain snapshot, that is, a monthly backup or an end-of-year backup is required.

The automated backup can be configured during the initial setup of the database in the section displayed here:



We can also view the backup configuration in the Maintenance & Backup section:





            

            
        
    
        

                            
                    Restoring RDS instances from a snapshot

                
            
            
                
If restoring one of the database backups is required, a database restore can be completed from an RDS snapshot. We need to consider that an RDS snapshot cannot be restored over an existing database instance or cluster; only a new database instance, or database cluster in the case of Aurora, with the same or newly selected characteristics can be used to restore the database in question. 



            

            
        
    
        

                            
                    Summary

                
            
            
                
We have now covered the RDS service, which gives us the ability to deliver fully managed relational databases from the cloud. We have learned about the different database engine types that are available in the RDS environment and the different features these database engines support. We have also learned how to deploy, manage, scale, and back up the RDS databases, how to make the database service highly available and secure, and how to scale the RDS clusters in several ways to increase cluster performance. In the next chapter, we will be introducing ourselves to ElastiCache.



            

            
        
    
        

                            
                    Questions

                
            
            
                

	Name the engines supported by RDS.

	How do read replicas differ from Multi-AZ deployments with the MySQL, MariaDB, and PostgreSQL engines?

	What are the two instance types in Amazon Aurora?

	How long will an Amazon Aurora cluster be unavailable during snapshots?

	What are the steps to restore a DB snapshot to an existing Aurora cluster?

	You are implementing a BI system that will issue end of day reports. You currently run a Multi-AZ cluster. What is the easiest way to support your BI requirements?

	You are developing an application with a MariaDB backend. The architecture defines two public subnets, one for the EC2 instances and one for the RDS instances. The RDS security group allows traffic from the EC2 instance subnet to the RDS subnet. How can you increase the security of your RDS cluster?









            

            
        
    
        

                            
                    Further reading

                
            
            
                

	RDS for MySQL: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html

	RDS for MariaDB: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MariaDB.html

	RDS for PostgreSQL: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_PostgreSQL.html

	Amazon Aurora: https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/CHAP_AuroraOverview.html

	Aurora Multi-master Preview: https://aws.amazon.com/about-aws/whats-new/2017/11/sign-up-for-the-preview-of-amazon-aurora-multi-master

	Oracle on RDS: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Oracle.html

	MS SQL on RDS: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_SQLServer.html

	Creating RDS Snapshots: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html

	Restoring RDS Snapshots: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_RestoreFromSnapshot.html

	RDS Automated Backups: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html





            

            
        
    
        

                            
                    Introduction to ElastiCache

                
            
            
                
One of the ways to deliver content much more quickly is to offload our infrastructure and deliver common responses from a middle, cached data layer that can provide much better responsiveness and higher performance for our application. When we talk about accelerating applications, we have several options on AWS and one of them is a dedicated, managed caching service called ElastiCache.

The following topics will be covered in this chapter:


	What is ElastiCache?

	Engine types

	Caching strategies

	Best practices





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
A high-level understanding of common data access patterns in modern application designs is a prerequisite to understanding the way caching improves application performance. 



            

            
        
    
        

                            
                    What is ElastiCache?

                
            
            
                
ElastiCache is a managed service that helps simplify the delivery and consumption of caching services in the AWS cloud. Caching is a very important tool in the arsenal of any cloud architect since the way modern applications operate can always be improved. When delivering applications from the cloud, it is imperative to deliver operational excellence, which means we should always be striving to consume only the amount of resources that is required to deliver our application services at the level defined by the Service Level Agreement (SLA).



In short, we want to deliver the maximum amount of performance for the minimum amount of cost. One way to optimize the performance of your application is to relieve the backend from constantly having to deliver the same result from the same request.

Think of a game on your device; thousands, possibly millions, of users are going to be requesting dynamic information such as who has the top score. Now, if we have thousands (or millions) of instances of the same request being sent to the backend database, that might become very expensive. Why not store the response in some kind of cache and deliver the response to all of those users without having to involve the database server at all? And if the leader changes and the scoreboard only shows the new leader and score in a few seconds or minutes, it will not affect the game at all.



            

            
        
    
        

                            
                    Engine types

                
            
            
                
ElastiCache was designed to deliver exactly that kind of functionality to a broad range of applications. No matter whether your application requires just a simple place to store simple values that it retrieves from the database or whether it requires a scalable, highly available cluster that offers high-performance complex data types, ElastiCache can deliver the right solution for the right purpose. This is why we are able to choose from two different engine types in ElastiCache: Memcached and Redis. 



            

            
        
    
        

                            
                    Memcached

                
            
            
                
When a high-performance distributed in-memory caching system is required, Memcached is the answer. Commonly used in web applications to deliver fast performance for storing simple datasets and relieving the database of commonly returned responses, Memcached works as a distributed cluster so the data being stored on the nodes is redundant and can be delivered to multiple nodes or multiple threads within our application at the same time.

One use case for Memcached is storing user sessions. Say we have an application that handles sessions within the application. Now, that works fine on one server as the application is receiving all the traffic and handling it on its own. Now, scaling this application is going to be difficult since, if we slice it up into a cluster, each node is going to only be aware of its own sessions. Once a node dies and the load balancer redirects the user sessions to another node, all the user session information will be lost.

So instead of having stateful nodes, we should be introducing an external data store to handle sessions. One way to do this is to set up a Memcached cluster and direct all our nodes to write the sessions to Memcached instead. It is multi threaded so all the nodes can read and write at the same time, and it uses a simple connection and data model so very little needs to be done to redesign our applications to use Memcached. 

Another really good scenario is when we require a high-performance cluster to store common responses from our database. Like in the example when we were calling the database thousands, possibly millions, of times to get the leader, we can set up a small Memcached cluster and store those responses from the first node that reads the database. All the consequent reads can be directed to the cache and thus our database load decreases dramatically.



            

            
        
    
        

                            
                    Redis

                
            
            
                
When simple models supported by Memcached just won't do, we can use Redis. Redis is an in-memory data repository that can be used not only as a caching environment but also as a persistent database. It also has the ability to deliver message brokering with a publisher/subscriber model, allowing us to deliver services that do much more than just simple caching. While Memcached supports just simple values to be stored in the data structure, Redis is capable of storing advanced datasets such as strings, hashes, lists, sets, bitmaps, geospatial indexes, and so on, and supports performing complex transactions on the data with the Lua scripting language. It also supports the ability to create a cluster with one read/write node and up to five replicas. This means that, when there are a lot of concurrent writes from multiple nodes or multi-threaded applications, Redis might not be the correct choice, but it can still perform spectacularly well under heavy read load from multiple targets at once. Redis can also be deployed as a Multi-AZ cluster, making sure the data is replicated synchronously across availability zones for applications that require highly available caching, in-memory databases, or very fast messaging solutions.



            

            
        
    
        

                            
                    Creating an ElastiCache service

                
            
            
                

	To build an ElastiCache cluster, navigate tor the ElastiCache Dashboard in the management console and click on the Get Started Now button:






	When creating the cluster, we need to select the engine and the settings applicable to each engine. We will take a look at the Redis cluster in this example. Once you have selected the Engine type and configured settings such as the engine version, the port on which to communicate, the parameter group for caching, and the node type, we can simply click Create. In this example, we are creating a cache.t2.small instance size:






	With Redis, we are also able to create a Multi-AZ cluster that will allow us to build a highly available cache environment. With Multi-AZ, we need to select the networking information such as the VPC and the subnets the cache nodes need to reside in:






	We are also able to determine how to store the cache on the nodes in shards:






	Lastly, we can configure the automatic backup features, define the backup window, and select the security policies to apply to the cluster:






	Once the cluster is created, we will be able to see it in the dashboard. The initial state will always be creating: 






	Once the cluster becomes available, we can click on it to get more details about the cluster we configured:





As you can see, with a few simple clicks it is easy to create and enable even a complex caching mechanism such as Redis. There is very little management required. This makes sure that we can focus on our application and the things that are important. For instance, we can make sure our environment is performing at its best, instead of focusing on maintaining and running Redis clusters, updating them, and making sure they are patched.



            

            
        
    
        

                            
                    Caching strategies

                
            
            
                
When performing caching, there are several ways to control the behavior of our cache system depending on our requirements. These are called caching strategies, and we can put different caching strategies to work when we have different data requirements.

So, let's see how caching can be implemented to offload a database. Any time we are implementing a caching solution, we treat the cache as a separate data store that can hold some or all of the data being used in our application. The first read request will thus always be directed towards the cache, and the cache will either respond with a piece of data that it has – a so called cache hit - or it will not have the data and that would be a cache miss. When the data is not in the cache, there are several more steps that need to be undertaken. First, we need to direct the read at the database and request the database to provide us with the piece of data, or to perform a complex transaction that will create that piece of data. Once we have the response, we can write to the cache and update the contents so that if another node from our cluster or another user requests that same piece of data, it can be delivered straight from the cache. The following diagram shows how this model functions: 



As mentioned before, there are essentially two ways to control the contents of an ElastiCache cluster:


	Write-through data loading

	Lazy data loading





            

            
        
    
        

                            
                    Write-through 

                
            
            
                
The write-through model assumes we are starting with an empty database and we are performing writes to the database, after which reads will start very shortly. We write each piece of data to the caching cluster and to the database, thus every read will potentially result in a cache hit and the read performance will be dramatically increased. This model is perfect for offloading databases with very simple queries, since performing complex transaction requests will still generate responses that cannot be cached through just a write process. Also, since we are caching all writes, this can be very heavy on the caching system and can cause a lot of cache churn and a lot of data that is never read to be written into the cache.



            

            
        
    
        

                            
                    Lazy loading

                
            
            
                
Instead of writing everything into the cache, we can perform lazy loading, which is essentially caching all the responses from the database to the cache. Our application, starting from scratch, will always have a cache miss, but as soon as reads to the database are performed from the server, they are cached for other nodes to be able to get that same result. This approach might mean a high cache miss rate in the beginning, but we are able to store results from complex queries and the cache consumption is not as high as with the write-through approach. It is a bit heavier in the beginning but it makes up for it in the long run, especially if we need to cache frequent very heavy transaction responses from the database. To make sure the responses do not become stale, we can implement custom TTL values that help us expire the data in the cache after a certain time, and thus the lazy loading will start over for all the cached responses that expire, making sure we are getting fresh data into our application. 
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When delivering ElastiCache clusters, the best practices will always depend on the type of data that needs to be stored. The best approach to choosing and scaling your caching solution is to ask yourself the following questions:


	What type of data am I storing?

	What is the volume, frequency, and concurrency of data coming in/out of the cache?

	Do I need support for transactions on the cache?

	Do I need high availability and high resilience of the caching cluster?



When choosing your cache, the first question will be the most important. The data type will determine which of the two services you can use: is it just values that I want to store, or is it complex datasets? We also need to ask ourselves what the data update volume is: do we need very high parallel performance, or is the application single-threaded? Is there any requirement to support transactions on the caching cluster, and should it be highly available and resilient? These questions are going to determine which caching engine to use and what best practices to apply against it. Is it simple datasets and simple values that we need to store? Then, go with Memcached. Is the application multi-homed or multi threaded? Memcached. No need for transactions and no need to deliver cross-availability zone clusters? Again, Memcached.

In pretty much all other cases, Redis should be considered as it can deliver high availability and read replicas, and supports complex datasets and the other features mentioned before. However, being quite a beast of a service, Redis has some specifics we need to look out for. Specifically, any commands requiring administrative privileges will not be available on an ElastiCache Redis cluster.

Being an in-memory database, Redis is tricky to manage when we need to persist the data on it. We can take snapshots of our Redis database state at any time, but of course that will consume additional memory so we need to make sure we have an instance that has enough memory for the active dataset of which the snapshot is being taken, and any data coming into the cluster while the snapshot is taking place. We also assign reserved memory to the Redis cluster and this is used for non-data operations such as replications and failover; we will need to scale our reserved memory accordingly. Configuring too little memory will potentially cause failover and replication to fail. When you run out of memory in a Redis cluster, you can always resize the environment quite easily:


	We can simply log in to the management console, select our existing Redis cluster, and select a new size for the instances that are running Redis. In the console, select the cluster and click Modify:






	In the Modify Cluster dialog, simply select the new size; here, we have chosen to increase our cache.t2.small to any available larger size. Next, click Modify:






	After you have completed the process, the cluster will be in the modifying state until the instances are replaced with bigger ones. When you have read replicas in your cluster, this operation will be performed without downtime:





We should also be considering the caching strategy to use and the TTLs to deliver by determining whether we are storing the data as is or we need to retrieve responses via complex queries from the database. We will also need to determine the TTL for the data and decide on the caching strategy to best suit our needs.



            

            
        
    
        

                            
                    Summary

                
            
            
                
We have taken a look at the two caching technologies, Redis and Memcached that AWS provides in its ElastiCache service. We have also looked at the different ways these two technologies can be used to deliver an efficient caching store that can be used to offload database burdens, store session and other simple data type information, and also deliver an in-memory database that supports complex queries and data types. We have looked at the caching strategies that allow us to control our data in the cache and got an overview that will help us to choose the right solution for our data and what we need to be careful of when using caching. In the next chapter, we will look into Amazon DynamoDB which is a fully managed NoSQL database service that provides fast and predictable performance with seamless scalability.
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	Name a few reasons for implementing caching in our applications.

	What engines does ElastiCache support?

	What is the difference between the ElastiCache engines when it comes to data?

	An application is storing HTTP sessions in the local memory. How can we improve the availability of this application?

	You need to store your data in a write-through manner to keep as much data as possible cached. One part of your application needs to perform complex transactions using the SQL query language on the cache. Which engine would you choose for this setup?

	You have a multi threaded application using Redis. An administrator recommends adding three more Redis read/write nodes to the cluster. How will this improve the performance of the application?

	During the workday, your application is using Memcached to store transaction responses using lazy loading. Every night, your BI system needs to replay a lot of these transactions for the end-of-day analysis. Your managers are complaining about getting data that is several days old whenever the BI system runs. How would you fix this problem?





            

            
        
    
        

                            
                    Further reading

                
            
            
                

	ElastiCache for Redis: https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html

	ElastiCache for Memcached: https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/WhatIs.html

	Caching Strategies and Best Practices: https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/BestPractices.html





            

            
        
    
        

                            
                    Amazon DynamoDB - A NoSQL Database Service

                
            
            
                
Modern applications need to store and process many different types of data. From files to streams, to relational data, to simple values; each type of data has an appropriate backend store that can be used in AWS. Amazon DynamoDB is a NoSQL database service that can be a great fit for an application requiring a backend that can store many NoSQL-compatible data types with reliable performance at scale. 

The following topics will be covered in this chapter:


	Introduction to DynamoDB

	ACID versus BASE

	Relational versus non-relational DB

	How DynamoDB works

	DynamoDB core concepts

	Read consistency

	Creating a DynamoDB table

	DynamoDB provisioned throughput

	DynamoDB partitions and distribution

	Accessing DynamoDB

	User authentication and access control

	DynamoDB service ceiling





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
To follow along with this chapter, a basic understanding of application data types and the HTTP protocol is required. An additional understanding of NoSQL databases can be beneficial to the learning process. Please refer to the GitHub link for this chapter: https://github.com/PacktPublishing/AWS-Certified-SysOps-Administrator-Associate-Guide/tree/master/Chapter13.



            

            
        
    
        

                            
                    Introduction to DynamoDB

                
            
            
                
DynamoDB is a NoSQL or Not only SQL database solution designed for web-scale applications and delivered as a managed service from the AWS cloud. It allows us to create a NoSQL database with a few clicks or one CLI command. DynamoDB is designed for storing datasets of unlimited sizes at predictable performance rates at any scale. DynamoDB uses standard HTTP methods for storing and retrieving data. These capabilities are augmented with the use of JMESPath query language so that we can perform a lot of server-side functionality when crawling through our data. 



            

            
        
    
        

                            
                    ACID versus BASE

                
            
            
                
How we write, read, and use our data is the determining factor that will define which database type to use. There are generally two types of requirements for data storage in databases that require two very different approaches to storing data, and these are governed by two acronyms: Atomicity, Consistency, Isolation, and Durability (ACID) and Basically Available, Soft state, Eventual consistency (BASE). Like the two liquids with opposing pH factors, ACID and BASE are two completely different approaches to storing data that are incompatible with each other.



            

            
        
    
        

                            
                    ACID compliant data

                
            
            
                
ACID compliant data is required to have these abilities:


	To be accessed at the lowest level of the dataset (Atomicity)

	For the same data to be returned from all nodes at all times (Consistency)

	To isolate concurrent transactions from each other (Isolation)

	Once the data is stored, it is stored permanently and can be recovered even in the case of system failures (Durability)



Relational databases are usually designed to be ACID compliant and enable the same data to be stored in the database by only one writer at a time. Relational databases introduce a locking mechanism to prevent data from being written at the same time by multiple writers (Isolation), and that feature means that we can keep a lock on newly written data until it is replicated across the cluster (Consistency). This locking also enables us to only change atomic parts of each piece of data by locking a table, index, or part of an index and writing changes to it (Atomicity). The data in relational databases is stored durably and there are special provisions usually put in place that enable us to make sure the data that is stored will be recoverable and restorable in case of failures (transaction logs, snapshots, backups, and so on).



            

            
        
    
        

                            
                    BASE-compliant data

                
            
            
                
BASE-compliant data essentially throws those concepts out the window and starts with a clean slate. It relies on the findings of the CAP Theorem, also known as Brewer's Theorem, which states that there are three stem requirements that modern, highly distributed, scalable applications will strive to deliver: Consistency, Availability, and Partition Tolerance. The crux of the research is that only two of those can ever be delivered simultaneously if we want the system to operate in real time.

For example, if we want the system to be fully consistent at all times, this can only be done by sacrificing availability or partition tolerance. A single-partition system is fully consistent and available at all times but there is no tolerance of failure. A multi-partition system can be designed to be consistent, but to achieve consistency all partitions need to be synchronized at the same time, meaning the system will be unavailable during the consistency window. We can make this system partition-tolerant and available, but it will never be fully consistent due to this same fact.

So, BASE-compliant databases were introduced as a way to acknowledge what the CAP theorem tells us about distributed systems. If you want to scale your relational ACID database beyond a certain number of nodes, you will have to sacrifice one of the features of the CAP theorem and then your database will not be ACID compliant anymore. That is why most modern NoSQL solutions opt for unlimited scalability across multiple nodes, which delivers partition tolerance and high inherent availability over consistency.

In NoSQL databases, we talk about eventual consistency as a way to describe what is happening in the backend: data is written to one node and then replicated over to others. While the data is being replicated, the system is available and will still serve either old or new data, making the data inconsistent during a replication window. This is an underlying reality of distributed systems that cannot be overcome, and we essentially need to embrace it in our application design and run with it.



            

            
        
    
        

                            
                    Relational versus non-relational DB

                
            
            
                
So, besides ACID and BASE compliance, what is the real difference between relational and non-relational databases? Essentially, we have the ability to provide roughly the same features from both of these database types: storing data, both can do that; support for transactions and scripting, yup, we can do that on both as well. It's just that the database types are better at doing one specific thing. Relational databases are better at scripting, complex transactions, table joins, and so on, whereas non-relational databases are better at storing huge datasets of simple values that we need to retrieve at very high performance rates; some non-relational databases support scripting and transactions, but they are much less efficient at it.

The biggest difference is probably in the datasets themselves. Relational databases are designed to store data according to a schema; imagine a table with columns and rows. Each column has a purpose and each row is treated as a separate entry with atomic pieces of data that can be addressed separately. With non-relational databases, an entry could be any kind of piece of data: a document, a value for a key, a map, a graph, a stream, and so on. Non-relational databases typically do not have a schema and can store variable sizes and types of entries in the same table.

Now, let's compare the data for a real-world example; relational database entries will look like this:




	Index
	Name
	Surname
	Position
	Active



	1001
	Johan
	Dohe
	Engineer
	Y



	1002
	Ben
	Dopher
	Administrator
	Y







We can see that each entry has its own index and each entry has specific values for each field.

In a NoSQL database, the data might be stored in a JSON format like so:

{
 "Index":"1001",
 "Name":"Johan",
 "Surname":"Dohe"
 "Position":"Engineer"
 "Active":"Y"
 }

Essentially, instead of formatting the table, we create a document repository, and when we upload the document, the service might present those values as entries in a table to achieve the same purpose.

How about when we need to change the data and add more information to the user? Let's say we want to give the group information only for all the administrators in our database. With a relational database, we would need to extend the schema to accommodate new entries for each index, whereas with the NoSQL database, there is no schema. We can simply add information to our user by adding more key-value pairs like so:

{
 "Index":"1001",
 "Name":"Ben",
 "Surname":"Dopher"
 "Position":"Administrator"
 "Active":"Y"
 "Group Membership": [
 {
 "Sales":"Administator",
 },
 {
 "Tech":"Member",
 }]
 }

This adds more attributes to the entry on the fly without having to extend the schema of the database, a clever feature of NoSQL databases that can make quite a difference.



            

            
        
    
        

                            
                    DynamoDB core concepts

                
            
            
                
In DynamoDB, the core concepts for storing data are the following:


	Tables, into which we store items

	Items, which are composed of attributes

	Attributes, which represent the data being stored in DynamoDB



DynamoDB is a distributed database running on a large number of servers, so the data needs to be stored in some kind of order. The way we determine the storage backend is with the primary key. The primary key is the attribute of an item we select for providing an even distribution of data across the cluster. There are also secondary indexes available in DynamoDB, so we can perform data ordering on attributes other than the primary key. To track changes to DynamoDB, the database service allows us to enable DynamoDB streams that help us track changes being made in the tables.
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A table is a collection of items. When creating a DynamoDB table, we will always need to specify a name that is unique in the region; however, we can have multiple tables with the same name in different regions. We will also need to assign a primary and optional sort key for the data being stored into the table. Furthermore, we are able to adjust additional properties such as any secondary indexes, the capacity units, and optionally the autoscaling of capacity units, which we will discuss later in this chapter. We can also encrypt the tables upon creation and decide whether we want to use the default encryption or a custom key that we can create and manage in the Key Management Service (KMS). Once a table is created, we can start creating items.
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Items are collections of attributes that are written to and read from a DynamoDB table. The maximum size of a DynamoDB item is 400 KB, which includes all the attribute names and values. We can issue standard HTTP PUT/GET/UPDATE/DELETE requests to perform Create, Read, Update, and Delete (CRUD) operations. We are able to address each item individually by specifying the primary key and a sort key if one exists. We are also able to perform batch read and batch write operations against a table. Batch read operations are able to retrieve up to 100 items of up to 16 MB in size, whereas batch write operations can create up to 25 items at a time. 
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The attributes within an item in DynamoDB are represented as key-value pairs. Each value can have a single entry or can consist of a list of entries, a map, or a set of other key-value pairs. The values support nesting of other values within an attribute up to 32 levels deep, as long as the item does not exceed the 400 KB maximum size; this means we can store complete documents within an attribute.



            

            
        
    
        

                            
                    Naming rules and data types

                
            
            
                
All DynamoDB tables and attributes need to have a UTF-8-encoded name, and there are some rules to how we can name them:


	Table and index names can have 3 to 255 characters which can include both upper case and lowercase letters, numbers, underscores, dashes, and dots.




	Attribute names can have 1 to 255 characters.

	When using expressions, there are certain reserved words that cannot be used as attribute names. Please refer to the Expression Attributes and Reserved Words links in the Further reading section of this chapter in case you need to use reserved words as attribute names.



Within attributes, the DynamoDB service supports the following data types:


	Scalar Types: A number, string, binary, Boolean, and null

	Document Types: A complex structure with nested attributes, such as a list or a map

	Set Types: Multiple scalar values represented as string set, number set, and binary set



Here are some examples of these data types that would be stored as an attribute written in JSON format and their representation in a DynamoDB table.



            

            
        
    
        

                            
                    Scalar type key-value pairs

                
            
            
                
For each attribute name such as username the value is one single string such as thownsr in our example:

{
 "username" : thownsr,
 "lastname" : "Thowns",
 "firstname" : "Rick",
}

These would be represented in a DynamoDB table as follows:




	username
	last_name
	first_name



	thownsr
	Thowns
	Rick











            

            
        
    
        

                            
                    Document type – a map attribute

                
            
            
                
Here, for each attribute name there are several values represented as a mapping of nested attributes to nested values:

{
"date_of_bith" :
 [
 "year" : 1979,
 "month" : 09,
 "day" : 25
 ]
}

This would be represented in a DynamoDB table as follows:




	username
	last_name
	first_name
	date_of_birth



	
thownsr


	
Thowns


	
Rick


	year: 1979



	month: 09



	day: 25







            

            
        
    
        

                            
                    Set type – a set of strings

                
            
            
                
Here, for each attribute name there are several values represented as a comma-separated set of string attribute values:

{
 "group_membership" :
 ["Users", "Admins", "Engineers" ]
}

This would be represented in a DynamoDB table as follows:




	username
	last_name
	first_name
	date_of_birth
	group_membership



	
thownsr


	
Thowns


	
Rick


	year: 1979
	Users, Admins, Engineers 



	month: 09



	day: 25
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When we create a table, we are required to select one of the attributes from our dataset as the primary key. As we have already discussed, the primary key is used to distribute the data across the cluster and to identify the item when performing CRUD operations. The primary key should be selected so that the data is easily identifiable and distributed evenly across the keys. We should always use a many-to-less relationship when choosing our primary key to ensure that the distribution of data will be as even as possible.

For example, in our DynamoDB table with our users, it would be wise to choose the username as the primary key as it is unique and it would ensure that each set of attributes for each username is evenly distributed across the cluster. Finding a user's other attributes is done by specifying the primary key, in this case the username, since DynamoDB keeps a data index that contains the primary key and its storage location.

But sometimes it is not efficient to sort the data with the key that will give us the best distribution, and for these kinds of situations we can add an optional sort key to our data. So, for example, we can use the last_name attribute as the sort key in our table, ensuring that the index is created with both the username and last_name attributes, meaning we are able to retrieve the attributes for each item by simply specifying the last name. 
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If we need to project even more attributes into an index, we have the ability to create secondary indexes. There are two types of secondary indexes available in DynamoDB:


	Local secondary index (LSI): A local secondary index gives us the ability to project another sort key into the index and allows for additional data access patterns to be created for our items. A local secondary index supports both strong and consistent reads across the key data and is created locally at the key partition, meaning each key will have a local index created for it. A local secondary index consumes the read and write capacity units of our table. For example, let's say we are tracking our user logins with timestamps in a DynamoDB table. Each time one of our users logs in, they create an entry with their username and a timestamp. We can select the timestamp as the local secondary index, and this way we can filter the login dates according to a time frame that we specify in our query. With a local secondary index, we always need to specify the key in our query as the index is local to the key. 

	Global secondary index (GSI): With global secondary indexes, we can achieve an even more advanced design of secondary indexes, as the primary key and the sort key of a global secondary index are going to be separate from the partition key and the sort key defined in the table. A global secondary index thus allows us the ability to create a completely different set of attributes with which we can access our data. For example, we can project the timestamp in the global secondary index, and by searching on a particular time range with our query, we will now be able to retrieve not just one user's login times but the times of all users in our table. The global secondary index also has its own read and write capacity units assigned to it, but is only able to retrieve eventually consistent reads from the table.





            

            
        
    
        

                            
                    DynamoDB streams

                
            
            
                
Another way to track changes in a DynamoDB table is to enable streams. A stream is able to output all changes being made in the DynamoDB table to an interface where other services are listening for changes.

For example, when our users log in, we want to have a system that tracks the login time and performs some kind of advanced security check on top of each login event. As soon as the user logs in to the environment, a login entry will be created in the DynamoDB table. That record can be instantly output into the stream and a security service can listen on the backend to the stream and perform the necessary security check for each entry.

The streams can output information about each item that is being changed and we can configure the delivery of just the partition key, the old data in the table, the newly written data in the table, or both the new and the old data simultaneously. DynamoDB streams can also be utilized to trigger lambda functions, to provide real-time analytics, or output the changes of a DynamoDB table to another DynamoDB table or any other compatible AWS service.
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Due to the reality of the CAP Theorem, discussed in the ACID versus BASE section of this chapter, DynamoDB chooses availability and partition tolerance over consistency. The consistency of DynamoDB is still remarkable, as any changes to an item will be replicated to the backend within a second of the write occurring. But a second can be a fairly long time when we possibly have thousands or even tens of thousands of concurrent reads happening every second against our DynamoDB table. 

This fact essentially means that a piece of data that we have just written might be inconsistently delivered to thousands of clients during the time it takes to replicate the new data across the cluster. We try to mitigate this fact by providing the ability to perform both eventually consistent and strongly consistent reads from our DynamoDB table. We are able to select either read type for each and every query we perform on a DynamoDB table.  



            

            
        
    
        

                            
                    Eventually consistent reads

                
            
            
                
Eventually consistent reads are essential reads that are performed against one node of our cluster. When an item is updated, an eventually consistent read will return either an old piece of data or a new piece of data. If our operation is not time-sensitive, then eventually consistent reads are a great approach. 

For example, if we have a game scoreboard that we record in DynamoDB and we have millions of users playing the game and viewing the scoreboard, it would be very inefficient to make sure the new scores are up to date at the exact time as they probably change quite a lot. Also, when a user sets a new high score, it is not important if the other users see this change exactly at the time it happens or a few seconds after the score was recorded.



            

            
        
    
        

                            
                    Strongly consistent reads

                
            
            
                
When we have time-sensitive queries where we require the data to be correct at the exact time the change goes into effect, we can strongly use consistent reads. Essentially, when performing strongly consistent reads, we need to read the data from two sources. This means that we can achieve double the capacity when using essentially consistent reads versus strongly consistent reads. This drawback, however, is a requirement if we want the correct data to be returned. 

For example, let's say we have three cluster members: server01, server02, and server03. When updating an item value from OLD to NEW, our write will be received by server02 and the write will be committed to local disk. In that moment, before the replication happens to server01 and server03, all reads from the other two members will still return OLD as the correct value. If we perform an eventually consistent read, we might get OLD from server01 and server03 and NEW from server02. A strongly consistent read at this moment performs two reads and might return the following:


	server01 and server02: OLD and NEW

	servero2 and server03: NEW and OLD

	server01 and server03: OLD and OLD



In the case of server01 and server03, the value will be considered strongly consistent due to Byzantine redundancy. The term Byzantine redundancy comes from the court of Byzantium, where there would be three judges giving verdicts; thus, if one says guilty and the other two not guilty, the majority vote would stand. In the same case, the majority vote of two equal values would determine that the OLD value is correct.

In the case of both of the other situations, where there are two different responses, the service would have to perform an additional read from server03 or server01. Since the replication starts immediately after the item is stored, the responses of the servers in question might have changed in the time it took to re-read the data from the backend, so in this case the third write would either return the value as NEW if the replication has been completed, or OLD if the replication to that node has not been completed yet.

So, for time sensitive operations, it is crucial to understand the data structure of a distributed system like DynamoDB and how consistency is delivered and determined. Strongly consistent means that we are confident that the majority of the servers are responding with this value. The new data is thus not considered consistent until it has been replicated to a majority of servers, which can affect the way a time-sensitive operation is performed.



            

            
        
    
        

                            
                    Creating a DynamoDB table

                
            
            
                

	To create a DynamoDB table, we can simply open up the DynamoDB Dashboard and select Create table:






	In the Create DynamoDB table dialog, we will need to assign a name and a primary key. Optionally, we can select Add sort key and add a sort key to our table if our data model requires it:






	We also have the ability to deselect Use default settings; this will give us the ability to customize the table while we are provisioning it. Customizing the table gives us the ability to select read/write capacity mode and create secondary indexes. To create a secondary index, click on +Add index:






	In the Add index dialog, we need to select the primary key. Using the same key would create a local secondary index, while adding a new primary key will add a global secondary index. We can also add a sort key to the table and we will of course have to name it. We can also select the attributes we would like to project into the index:






	Further down, we can customize the provisioned capacity if we selected provisioned capacity mode and add the read and write capacity units. We can also configure capacity autoscaling, which we will discuss in the DynamoDB provisioned throughput section of this chapter:






	We are also able to select a role for Auto Scaling or use the DynamoDB AutoScaling Linked Role. Right at the bottom of the dialog, we are able to select the encryption and decide whether we want to use the default encryption key or use our own CMK from the KMS service. After we have completed the customization, we can click Create to create the table:








	Once the table is provisioned, we can manage it from the DynamoDB management console and address it via the CLI and SDK:







            

            
        
    
        

                            
                    DynamoDB provisioned throughput

                
            
            
                
There are two ways of assigning the capacity units to our DynamoDB service: provisioned capacity units mode on-demand capacity mode. The default way of operating is with provisioned capacity units. This mode of operation requires us to specify the capacity units that we are going to be consuming from DynamoDB. Essentially, we reserve the capacity on the backend and ensure that the backend always works with the assigned set of capacity units. 

The provisioned capacity mode of operation is useful when we have predictable application performance or when we have a certain SLA or budget that we do not wish to exceed. Provisioned capacity mode is also eligible for the free tier, meaning it is the right approach for any proof-of-concept or small-scale application.

If our traffic pattern is unknown or unpredictable, we can still use provisioned mode with auto-scaling, where we set the minimum and maximum provisioned capacity and the target utilization. The capacity units will increase above the target utilization to allow spikes in traffic and decrease if we are well below the target utilization, helping us to save money on the provisioned capacity.



            

            
        
    
        

                            
                    Determining required read/write capacity units

                
            
            
                
When using provisioned capacity mode, we will need to determine the capacity units for our database table, based on the characteristics of the read capacity units (RCUs) and write capacity units (WCUs): 


	A RCU is defined as one strongly consistent read or two eventually consistent reads of 4 KB in size.

	A WCU is defined as one write request of 1 KB in size.



For example, if we know our application is sending in data at a rate of 1 MB per second in writes of exactly 1 KB in size, then we need to assign 1,024 capacity units to the application. The writes are rounded up to the 1 KB unit size, so if your 1 MB per second rate is composed of 500-byte writes, then you will consume 1 WCU for each 500-byte write. This means you will require approximately 2,000 WCUs to achieve the same 1 MBps throughput to the table. If your writes are up to 2 KB in size, then each write will consume two WCUs, meaning a 500-byte and 2 KB write will both require about 2,000 WCUs at 1 MB per second, while a 4 KB write will consume 4,000 WCUs.

Reads are also rounded up to 4 KB when they are smaller, meaning our 500-byte, 1 KB, 2 KB, and 4 KB items would each consume 1 RCU regardless of their size. Reads of more than 4 KB would of course consume two or more RCUs.

This pattern means that we need to design our item sizes correctly to make the best use of the DynamoDB tables. As mentioned before, the item sizes can be up to 400 KB in size; such an item would consume 400 WCUs when written, 100 RCUs when read with strong consistency, and 50 RCUs when read with eventual consistency, as eventually consistent reads can perform up to two 4 KB reads per RCU.



            

            
        
    
        

                            
                    On-demand capacity mode

                
            
            
                
The second approach to unknown or unpredictable patterns is on-demand mode, where we do not control the capacity but instead rely on AWS to scale the service on demand to meet the traffic volume automatically. This can scale to thousands and even tens or hundreds of thousands of reads and writes per second completely seamlessly. Essentially, we point our application toward a DynamoDB table and then the service determines the sustained performance of our application and allows us to peak at double the sustained rate.

For example, if your application is writing at a sustained rate of 10,000 capacity units, the service will allow the handling of up to 20,000 capacity units of peak traffic. Once our application's sustained rate increases or decreases, the peak rate will be automatically adjusted up or down accordingly.



            

            
        
    
        

                            
                    DynamoDB partitions and distribution

                
            
            
                
We already mentioned that DynamoDB is a distributed cluster that stores our data in a redundant and distributed manner. The data is stored in partitions, which are distributed and replicated across availability zones for fault tolerance, high availability, and redundancy. The partitions are fully managed by AWS, but we can determine the pattern of distribution of our data across partitions with the partition key.

DynamoDB will, in principle, always assign enough partitions to your table to handle the provisioned capacity for your tables. But it is on us to make sure the performance is always up to the capacity defined, since the data is stored in the partitions using the partition key. If our partition keys have a bad distribution, then we could create a so-called hot partition where a lot of items with the same partition key are stored.

For example, when our partition key is username and the sort key is login_time, we could get a lot of entries for one particular username and all those will be sitting on the same backend partition. This does not become a problem until we try to perform operations that will consume more than 3,000 RCUs or 1,000 WCUs on that particular partition, as this is the limit of the per-key performance that DynamoDB can muster. 

The way DynamoDB determines the partition is by running a hash operation against the partition key values when we write them. This means that a good distribution of our partition keys is crucial to the performance of our tables. When there is no other option but to use the same partition key, we can always add a calculated suffix to the data instead of using the same entry for the partition key for each time the user logs in:




	
username


	
login_time





	
thownsr


	
2018-09-11-18:30:07





	
thownsr


	
2018-09-13-12:18:46





	
thownsr


	
2018-09-15-19:21:13









We can use a calculated suffix derived from the data of the login and make sure our application understands that username.wxyz is the same as username without the suffix, like so:




	
username


	
login_time





	
thownsr.2106


	
2018-09-11-18:30:07





	
thownsr.2116


	
2018-09-13-12:18:46





	
thownsr.2095


	
2018-09-15-19:21:13









In this example, we get three different partition keys for the same username by calculating all the numbers in the date like so:

2018+09+13+12+18+46 = 2116

This makes the suffix in this example .2116 and the partition key thownsr.2116.

This approach gives us a whole new range of partition keys that will have a whole new range of hashes, thereby avoiding having a hot partition without having to change the data model.



            

            
        
    
        

                            
                    Accessing DynamoDB

                
            
            
                
We can access the DynamoDB table through the AWS management console directly by clicking on the items tab in the table selection and reading and writing items there directly. This is, however, inefficient, as no modern application would have us enter values manually into an interface that is grammatically accessible. 

The most powerful feature of DynamoDB is of course its REST API where we can send standard HTTP PUT/GET/UPDATE/DELETE requests. With this programmatic approach, we can send commands to the DynamoDB table through the AWS CLI. It is very well integrated with all the SDKs, and, of course, we can always perform API calls straight to the DynamoDB API.



            

            
        
    
        

                            
                    Accessing DynamoDB through the CLI

                
            
            
                
When accessing the DynamoDB service via the CLI, we can use the AWS CLI integrated shorthand or direct JSON commands and JMESpath scripting. In the next example, we will be creating the same DynamoDB table as before: users, with primary key (also known as the HASH key) username and lastname as the sort key (also known as the RANGE key). Once we have our AWS CLI set up, we simply send the aws dynamodb create-table command with the following attributes:


	--table name: Defines the name of the table

	--attribute-definitions: Defines the attributes

	AttributeName: The name of our attribute (not the value!)

	AttributeType: The type of value (S = string, N = number, B = binary)

	--key-schema: Defines the primary and sort key to use

	KeyType: HASH defines the primary key, RANGE defines the sort key

	--provisione-throughput: Defines the RCUs and WCU



So, now, let's put all of this together:

aws dynamodb create-table \
--table-name users \
--attribute-definitions \
AttributeName=username,AttributeType=S \
AttributeName=last_name,AttributeType=S \
--key-schema AttributeName=username,KeyType=HASH AttributeName=lastn_name,KeyType=RANGE \
--provisioned-throughput ReadCapacityUnits=100,WriteCapacityUnits=400

Now that we have the table, we can address the table and write items with the aws dynamodb put-item command:


	--table-name: Specifies the table we want to write into

	--item: Defines the item in key-value pairs

	"keyname": {"data type":"value"}: Defines the key we are writing to, the data type (S/N/B), and the value of the data being written




So, let's put this all together:

aws dynamodb put-item \
--table-name users \
--item '{ \
"username": {"S": "thownsr"}, \
"last_name": {"S": "Thowns"}, \
"first_name": {"S": "Rick"} }'

If we want to know how many capacity units our write has consumed, we can add the --return-consumed-capacity TOTAL switch at the end of our command to determine the TOTAL number of capacity units the command consumed in the API response.

To read the whole item from the DynamoDB table, we can issue the aws dynamodb get-item command, where we need to specify the --table-name for naming our table and --key, which is the primary and optionally the sort key for the item. To retrieve the data from the DynamoDB table for our user with the primary key username:thownsr and sort key lastn_name:Thowns, we would issue the following command:

aws dynamodb get-item \
--table-name users \
--key '{ \
"username": {"S": "thownsr"}, \
"last_name": {"S": "Thowns"}, 

The response from the query would be the following:

HTTP/1.1 200 OK
 x-amzn-RequestId: <RequestId>
 x-amz-crc32: <Checksum>
 Content-Type: application/x-amz-json-1.0
 Content-Length: <PayloadSizeBytes>
 Date: <Date>
 { 
"Item": {
         "username": { "S": ["thownsr"] }, 
       "last_name": { "S": ["Thowns"] }, 
       "first_name": { "S": ["Rick"] }, 
      }
 }

For each command, we can source the information from a file by specifying file://input-file.json as the value for each shorthand command. This gives us the ability to easily import large datasets from JSON-formatted files into DynamoDB. As you can see, the DynamoDB service can be easily controlled through the CLI and this gives us a lot of power when performing queries.



            

            
        
    
        

                            
                    Table scans and queries

                
            
            
                
But what if we find ourselves in a situation where we are unable to determine the correct key to use to retrieve the data? Then, we can use a table scan. A scan operation is simply an operation that will essentially read all the items from the table, starting with the first item and then continuing with the next until it has read through all the items in the table. With a table scan, we can retrieve all the attributes stored in all the items, or we can perform filtering on the data with a filtering expression to match only the data you are looking for. 

Scanning and then filtering, however, is inefficient. We always get charged for the whole scan, even if the data returned is highly filtered. This is why we should always try to perform the operation as a query. For a query, we will need to supply the primary key and an operator to be run against the sort key. For example, if we are only retrieving a certain date range from the sort key for our user logging in, we can construct a query with the date range, and the data-retrieval process will find the appropriate items on the server and return them in the response. 



            

            
        
    
        

                            
                    Pagination and limits

                
            
            
                
To further optimize reads against the DynamoDB tables, we have the ability to paginate the results; essentially, it's returning results in pages of up to 1 MB in size. The results of a scan or query operation are thus returned in pages, and if the result we are looking for is on the page, we can stop the query or scan operation once the required value has been retrieved.

We also have the ability to limit the number of results from scan or query operations. Let's say we want to pick the first 100 items from the table to perform a test on our data. We can put a limit on the number of returned results and thus get only the first 100 items. 



            

            
        
    
        

                            
                    Conditional and atomic writes

                
            
            
                
There is some transactional support available in DynamoDB, and those transactions can be executed against data in the table with conditional queries and atomic writes.

For example, let's say we want to force users to change their password when it is 90 days old or older. Before the user is logged in, we can perform a query against the table where we specify last_password_change_date as the attribute and the value calculated as follows:

 current_date - last_password_change_date => 90 days

 We then set the write condition to change force_password_change to true and force them to change their password if the condition matches.



            

            
        
    
        

                            
                    User authentication and access control

                
            
            
                
DynamoDB integrates with IAM to control access to both the service and the data in the tables. There will be two types of access for DynamoDB granted to our IAM users:


	Administrative access: IAM users or roles with permissions to create and modify DynamoDB tables

	Data access: IAM users or roles with specific permissions to read, write, update, or delete items in one specific table



When designing your application, you can therefore give the code the ability to provision its own tables; this is very useful when your application works in cycles.

For example, an application that records sessions could be trusted to automatically create a new sessions table at the start of the day, and remove the old sessions table from the previous day. This would keep the DynamoDB table lean and clean as there would never be any session data more than 24 hours old in the table.

The same approach can be used for a sales application that records sales metrics each month. The application could be trusted to create a new table every month with the production capacity units, but maintain the old tables for analytics. Every month it would reduce the previous monthly table's capacity units to whatever would be required for analytics to run.

On the other hand, some applications need only strict access to certain data in a particular DynamoDB table. For example, we can create a role and attach it to a federated identity for a mobile application that uses DynamoDB as a backend catalog. We could very well lock down the application to only that one particular table by adding a deny rule on anything other than the table, to prevent any leaks of data through a potential misconfiguration of the application or AWS security.

To achieve this, we could implement a policy that looks like this:

{
 "Version": "2012-10-17",
 "Statement":[{
 "Effect":"Allow",
 "Action":["dynamodb:*","s3:*"],
 "Resource":["arn:aws:dynamodb:us-east-1:111222333444:table/catalogue"]
 },
 {
 "Effect":"Deny",
 "Action":["dynamodb:*","s3:*"],
 "NotResource":["arn:aws:dynamodb:us-east- 1:111222333444:table/catalogue"] 
 },
 ]
 }

The Allow effect specifies a specific DynamoDB table and the Deny effect specifies anything that is NOT the specific DynamoDB table. This means that, even if any misconfiguration, breach, or fault in the application happens, access to any other table in DynamoDB is explicitly denied and takes precedence over any other allow.

When applying permissions to a DynamoDB table, we should of course always remember the best practice of least privilege when defining permissions, and the practice of using a role for our applications and users.



            

            
        
    
        

                            
                    DynamoDB service ceiling

                
            
            
                
Like other services in AWS, DynamoDB has some default soft limits set on the service to prevent us from consuming the backend resources unintentionally. If required, the service soft limits can be extended by contacting AWS. The soft limits in DynamoDB are set as follows:


	Depending on the region, each DynamoDB table will be limited either to 10,000/40,000 read and 10,000/40,000 write capacity units per table and double that for all tables in the account in provisioned mode. There is no soft limit on the cumulative RCU/WCU capacity for all on-demand capacity mode tables.

	Up to 256 tables of unlimited size per region per account.

	A maximum of 20 global secondary indexes per table.



There are also some limitations in the service itself due to the service design, and these are as follows:


	One RCU = one strongly consistent read of up to 4 KB or two eventually consistent reads of up to 4 KB

	One WCU = one write of up to 1 KB in size

	Transactional requests require 2 RCUs and 1 WCU to update the item

	A maximum of five local secondary indexes

	Partition key values are limited to between 1 and 2048 bytes in length

	Sort key values are limited to between 1 and 1024 bytes in length

	Strings and binary values are limited to 400 KB in size

	Number values can have up to 38 digits of precision

	Nested attributes in values can be up to 32 levels deep

	Only two processes can read from a DynamoDB stream shard at the same time



There are some additional limitations for queries, transactions, and APIs, and, as we have mentioned before, DynamoDB has some reserved words that cannot be used as attribute names. For a complete list of these, please see the links in the Further reading section of this chapter.



            

            
        
    
        

                            
                    Summary

                
            
            
                
We have learned that the DynamoDB service is a very powerful NoSQL solution that supports writing and reading data at very consistent performance rates. We have learned about the differences between NoSQL and SQL databases, and the data that is suitable for each database type. We have also discussed the data structure and learned about how to manage DynamoDB, as well as how to access the data within the DynamoDB service. One very nice feature of the service is the ability to address it via HTTP, with standard PUT, GET, UPDATE, and DELETE methods. In addition, we can use JSON and JMESpath scripting to support some transactions, atomicity, and some other features usually reserved for SQL databases. In the next chapter, we will look into one of the message brokering services offered in AWS such as Simple Queue Service (SQS).
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	True or false: DynamoDB is a fully managed highly available NoSQL service that is addressable via a standard SQL interface.

	What is the difference between ACID and BASE data as far as consistency is concerned?

	You have an application that requires storing session data for a complex web application that performs BI on a very large backend dataset. Which database type is suitable for storing sessions for this application?

	Which HTTP methods map to CRUD (create, read, update, and delete)?

	Describe the relationships between tables, items, and attributes in DynamoDB.

	What is the maximum item size in DynamoDB?

	What are the two ways of determining capacity units in DynamoDB?

	You have an application that collects metrics from industrial sensors at a rate of 50 MB per second. Each entry is 1.5 KB in size and the performance is consistent. You set up a DynamoDB table with on-demand provisioning in the US West (Oregon) region to ingest all the writes. You run a test and find that not all the values are being stored. You look at the sensor logs and see a lot of ProvisionedThroughputExceededException errors in the logs. What could be the problem?




	You need to gather metrics from an online test from thousands of students. The current database is MySQL and the proposal is to move to DynamoDB. How would you choose the partition and sort key according to the following requirements:

	Retrieve the score per user by entering the username 

	Rank by the date the test was taken (a user can take the test multiple times)

	Rank and sort users according to their scores  









            

            
        
    
        

                            
                    Further reading

                
            
            
                

	Working with DynamoDB: https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/WorkingWithDynamo.html

	DynamoDB Backups: https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/BackupRestore.html

	Secondary Indexes: https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/bp-indexes-general.html

	Naming Rules and Data Types: https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html

	Reserved Words: https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/ReservedWords.html

	Expression Attributes: https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Expressions.ExpressionAttributeNames.html

	Managing throughput: https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/ProvisionedThroughput.html

	Table scans: https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/SQLtoNoSQL.ReadData.Scan.html

	Table queries: https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Query.html

	Limits in DynamoDB: https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Limits.html





            

            
        
    
        

                            
                    Working with Simple Queue Service

                
            
            
                
We have now looked at services that provide the capability to store and process data. With modern application designs, the storage and processing are distributed among several layers of servers or services, and these need an effective way to communicate information among themselves. One way to perform this is to hardcode the network names and addresses of all the servers into each server. While this is doable on a small scale, keeping track of hundreds or thousands of servers and dynamically determining their addresses can be quite difficult. The other way to exchange messages among services and servers is by using a message brokering service. One of the message brokering services offered in AWS is Simple Queue Service (SQS).

The following topics will be covered in this chapter:


	Introduction to queuing

	How a queue works

	Managing queues

	Working with messages

	Queue limits

	Queue security





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
A basic understanding of modern application architectures, distributed systems, and messaging services is required to understand this chapter fully. Please refer to the GitHub link for this chapter: https://github.com/PacktPublishing/AWS-Certified-SysOps-Administrator-Associate-Guide/tree/master/Chapter14.



            

            
        
    
        

                            
                    Introduction to queuing

                
            
            
                
When operating distributed clusters of servers, we need to figure out a good approach to meet the need to communicate with the servers and the services they offer. Imagine a cluster of hundreds, thousands, or even tens of thousands of servers running on an environment such the spot service, across several regions and availability zones. Now, imagine having to determine the following at any given time:


	The network address or DNS name of each server

	The current load on the server

	Which server is available to take a request and process it



This would be a daunting task with a stable environment, let alone a spot environment where the servers can pop in and out of existence on the EC2 compute layer.

So, instead of trying to figure out which server I should send my request to, we can simply let the servers themselves decide when there are enough resources to process a request. In this kind of setup, we need to post the request on a message broker layer where the message can be queued up for processing and stored until the worker comes along, reads the message, and processes it.

In essence, this type of message queue service decouples the relationship of the producer of the request and the worker that consumes and processes the request. Before implementing a message queue service, we would have needed to keep track of all the servers and account for their load before we would be able to select the most appropriate server to process our request. After introducing the message queue service, the only configuration on both layers is the endpoint address of the message queue service and the protocol it operates on.
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The Simple Queue Service is a service that delivers a highly available message queue service and operates on a standard HTTP access model. It has the potential to deliver unlimited message capacity for any application size and is delivered as a pay-per-request service, so your costs of running the queue service automatically scale with the size of your application. 

A queue is essentially used as a message repository that stores the message on a distributed cluster of servers. Once the message is stored, it can be made visible for consumers to read or made invisible, which means stored but not ready to be read. When messages are produced, they are stored on the cluster with a randomized distribution, as shown in this diagram:



Here, we see the messages A, B, C, D, and E which were produced in that sequence being randomly distributed across a set of hosts in the cluster. Not all messages are present on all hosts, but all messages will be present on multiple hosts for high availability and durability.

Messages that are being consumed will be read from the cluster by polling the cluster. We can implement short polling, which is the default for the SQS, where we call up the service, sample a few nodes from the cluster, and retrieve a message. For example, a short polling request would sample just a small subset of hosts and each would serve one message, thus the reader would retrieve the messages B, A, and D from the example diagram before closing the connection to the server.

If we want to read the maximum possible amount of messages, then we can introduce long polling to our message read requests. This gives us the ability to poll for up to 20 seconds and sample all the servers in the cluster. With long polling, we can batch read up to 10 messages at a time. In our example, the servers would serve perhaps B, A, D, E, and lastly C as the messages from the queue.

Long polling can also help reduce the number of requests being sent to the queue when queues are empty. We need to remember that we pay for every request against the queue service, even if the response is empty. So when queue responses are empty, we should always try to perform the next read with exponential back-off so that we aren't reading an empty queue at a constant rate. For example, if the response is empty, we retry in 2 seconds instead of 1, and after the second one is empty, we can retry in 4 seconds, then 8, then 16, and so on.



            

            
        
    
        

                            
                    Standard queues versus FIFO queues

                
            
            
                
There are two queue types that can be configured with the SQS: standard and FIFO queues. The standard queue type does not compensate for the randomness of the message distribution across the backend. This means that, when reading messages from the cluster, the messages will try to be delivered with a best effort concept for the message order.

But there are some applications where the message order is important, and in these situations we have the ability to preserve message order as follows:


	Implementing our own message numbering

	Creating producer timestamps

	Configuring FIFO queues



With FIFO queues, the message order is strictly preserved and the messages are sent out to producers in the strict order that they were received. FIFO queues, however, need to compensate for the randomness of the backend distribution, and this means that the FIFO queue service is throttled to up to 300 transactions per second, whereas the standard queues have an unlimited rate at which they can operate. FIFO queues also deliver the message only once, and we need to maintain a processing state separate from our queues, whereas the standard queues introduce a mechanism to deliver the message at least once.
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When reading a message from a standard SQS queue, the reader is able to read the message and, once read, the message becomes invisible. This visibility timeout enables the message to automatically become visible if the first consumer that has read the message does not delete the message before the visibility timeout expires. 

For example, let's say we have a task that takes up to 30 seconds to process on our consumer application. We set the visibility timeout to 45 seconds to make sure we have enough time to process the message and delete it with our consumer application. The consumers are distributed across a cluster of EC2 instances. Instance number 10 picks up message A and starts processing it. The visibility timeout kicks in and, if the instance successfully processes it within the time frame, it will delete the message while invisible as the task is completed. But if the instance fails during processing, then the task has not been completed, and after 45 seconds the visibility timeout will make the message visible again, and another instance can come along, pick that message up, and process the task at hand:



The message in the queue must be deleted after it has been successfully processed, as the visibility timeout will make the message visible again if the message is not deleted. This is why we say that the standard queues have an at least once delivery implemented.

This functionality is not enabled on FIFO queues; once the message is received with a FIFO queue, the message is automatically deleted from the queue and the service does not keep a copy. With FIFO queues, we need to handle backend failures and message histories with a different approach as, once a consumer fails, the message will not be retrievable from the queue.
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But what if the error causing a failure to process a message is not in the consumer application but in the message content? Then, the first consumer processing the message will keep processing it until the visibility timeout expires, and then the second one will start processing, and so on. What can we do in this case?

The SQS supports implementing dead letter queues when using standard SQS queues. The dead letter queues are designed to prevent a message with corrupt content being processed into infinity, and allows us to develop the application to detect such messages, dequeue them from the main queue, and queue them up into the dead letter queue. This queue is then used by developers and administrators who can take a look at the message and determine the cause of the processing failure.
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There are numerous reasons why one would introduce a queue in an application design. Everything from making sure the application components are decoupled to using the queue as a buffering interface, to making sure we can send requests that would otherwise be consuming other services and providing a batch distribution endpoint. To give you a better idea of how one can use a queue, we are going to discuss a few examples.



            

            
        
    
        

                            
                    Example 1 – decoupling

                
            
            
                
As we have already mentioned, queues can be used to decouple groups of servers. As a message broker, the SQS is perfectly designed to maintain any number of messages between any number of producers and consumers, and can operate at any rate of performance.
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The SQS is also a really good option for request buffering. Let's say we have a consumer application that can consume and process up to 10,000 messages per second, but the rate of these messages coming in from producers is very variable; anywhere between 1,000 and 100,000 messages per second are being produced. The queue service can queue up the spiky requests and the consumer application can easily process the messages from the queue at a constant rate.
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The SQS can be used to offload requests from another service onto the queue. For example an application with several services stores its state in a relational database. If one of the services changes state, then all the others would need to check the database for changes. This would mean the services would constantly scan the database and look for changes. Instead of doing this, the service that changes state can inform one or multiple services of the changes via the message queue. The message can contain the exact index that has changed in the database, and the receiver now only needs to look at that index in the database to determine how the state has changed.
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When performing batch operations, traditionally, the service is sent as a list of operations to one target and they are executed sequentially by that one system. This can mean that operations can take a long time to complete. If we are able to execute any of the batch operations in parallel, then we can slice up any batch operation and send each command to be executed as a separate message in the message queue. A number of backend systems can then be spun up and thereby can execute these operations in parallel, thus improving performance and completing the batch job in an exponentially shorter time.
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Now, let's take a look at the administrative operations available from the SQS. In this section, we will be doing some management through the management console, but since the power of SQS is best shown with a programmatic approach, we will be demonstrating some examples with the AWS CLI.
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Let's first create a queue by executing the following steps:


	In the management console, we can simply navigate to the SQS dashboard and, when presented with the initial screen, choose Get Started Now:






	This will immediately be followed by the Create New Queue dialog, where we can enter a queue name and then click Quick-Create Queue or click Configure Queue:






	By clicking Configure Queue, we are able to configure features such as the visibility timeout; how long we want to retain the messages in the queue, the maximum message size; the delivery delay, which makes the message invisible for a certain period before enabling it to be read; and short or long polling by defining the receive message wait time of up to 20 seconds. We can also configure a dead letter queue and server-side encryption here:






	After the queue is created, the management console will show the queue and its properties:






	Creating a queue can be done via the CLI with the use of the aws sqs create-queue command. The only required attribute for this command would be --queue-name, while all the optional advanced options can be used to configure the same properties as the Configure Options operation. Please see the CLI reference in the Further reading section of this chapter for all the possible options for the create-queue operation.

	To list the queues in the AWS CLI, we can run the aws sqs list-queues command, which should give us a response that outputs the QueueUrls key with the value representing the full HTTPS path to the queue that we can address directly:



{
 "QueueUrls": [
 "https://us-east-2.queue.amazonaws.com/866117724370/markocloud"
 ]
}



            

            
        
    
        

                            
                    Adding user permissions to a queue

                
            
            
                
Let's perform the following steps:


	To add permissions to the queue, we can simply open the Permissions tab and click on Add a Permission:






	In the Add a Permission to markocloud dialog, where markocloud is the queue-name, we can simply select the effect, who to give the permission to, and which AWS account, or we can share it anonymously along with what actions are allowed. We click the Add Permission button to apply it's features:






	Once applied, the permission is visible in the Permissions tab in our SQS management console:





In this example, we have enabled everyone (anonymous sharing) to receive a message from this message queue. All we would require for them to achieve this would be the queue DNS name, which can be retrieved with the list-queue operation or seen in the Details tab of the queue.



            

            
        
    
        

                            
                    Deleting a queue

                
            
            
                
To delete a queue, we can simply go the management console and select Queue Actions and then Delete Queue. This operation deletes a queue and all the message held within the queue:





            

            
        
    
        

                            
                    Working with messages

                
            
            
                
Sending, receiving, and deleting messages from the message queue can partially be done via the management console, but the most power can be achieved programmatically by using the AWS CLI or the SDKs. We will take a look at some examples in the management console and some in the AWS CLI.



            

            
        
    
        

                            
                    Sending a message in a queue

                
            
            
                
Please perform the following steps:


	To send a message to the queue, we can simply choose Queue Actions in the management console and then select Send a Message. The same result can be achieved with the aws sqs send-message command, but for simplicity we will demonstrate only the management console in this example:






	In the Send a Message to markocloud dialog, where markocloud is the queue-name, we can simply write our message and send it. The message might contain actual commands to be run or other information relevant to our application that can be encoded in JSON:






	Once the message is sent, we will get a response with a Message ID and an MD5 hash of the message body. This helps us maintain a record and the consistency of the messages being sent to the service:








	We can also see that one message is now visible in the Messages Available column of our queue:







            

            
        
    
        

                            
                    Receiving and deleting a message

                
            
            
                
To receive a message, we will use the command line with the aws sqs receive-message command; we will need to specify the --queue-url attribute to point our command at the queue.

In our example, the command to run would be this:

aws sqs receive-message 
--queue-url "https://us-east-2.queue.amazonaws.com/866117724370/markocloud"

And the response would be as follows:

{
 "Messages": [
 {
 "Body": "This is a test message\n", "ReceiptHandle": "AQEBE9Pi+P5RP9FoZxgQ8xtDVT4qetd060GmD6LVr3s3iltZpAixsujI/2xEE4FqD/Mrxa4H98hSxT6Gcn2l5L0jtJRlrtVK9kl/xpjwjQqoTsEh5i9B9WWDly/QQPj6RpeL7BvfytoQ7I25DqlTHwZQMEhGgD29vJ5FzYFi8WSc7+mVozTwSOsqXM0PeoCOMnlP8UaBFniRCIVvk9HbNFE198zC+F1bDL682NfRJA7SBgRMyjaVxSauQ9hkh/5UZJElSHiYaJtEKKbYXzfosaAeHq3BNEZGQk2KV33IAnJJx1H2w7g6tODAeRF7yhVOuWAsVXfm1eSFQ46DCH9o7kAAsxEYXYO19o0uNyjMwadHA0U0CD/4inoehQAtugF2AlNEzoyTaYVLCz+ZKRVbe9wSMw==",
 "MD5OfBody": "2309502dc5493f110869b570d9028942",
 "MessageId": "2e50bc36-90d6-4ef9-82d2-5769462394f0"
 }
 ]
}

The structure of the response is as follows:


	"Body": Represents the message content

	"ReceiptHandle": Is the unique identifier for the message that was received

	"MD5OfBody": The MD5 sum of the body of the message, used for delivery consistency

	"MessageId": The identifier of the message in the queue



After we have finished processing the message, we can delete the message by specifying the aws sqs delete-message command with the --queue-url and --receipt-handle options, which are required to identify the message queue and message we are deleting. In our example, this command would look like this:

aws sqs delete-message \
 --queue-url "https://us-east-2.queue.amazonaws.com/866117724370/markocloud" \
 --receipt-handle "AQEBE9Pi+P5RP9FoZxgQ8xtDVT4qetd060GmD6LVr3s3iltZpAixsujI/2xEE4FqD/Mrxa4H98hSxT6Gcn2l5L0jtJRlrtVK9kl/xpjwjQqoTsEh5i9B9WWDly/QQPj6RpeL7BvfytoQ7I25DqlTHwZQMEhGgD29vJ5FzYFi8WSc7+mVozTwSOsqXM0PeoCOMnlP8UaBFniRCIVvk9HbNFE198zC+F1bDL682NfRJA7SBgRMyjaVxSauQ9hkh/5UZJElSHiYaJtEKKbYXzfosaAeHq3BNEZGQk2KV33IAnJJx1H2w7g6tODAeRF7yhVOuWAsVXfm1eSFQ46DCH9o7kAAsxEYXYO19o0uNyjMwadHA0U0CD/4inoehQAtugF2AlNEzoyTaYVLCz+ZKRVbe9wSMw=="

The CLI command would now remove the message from the queue, and there are now no messages in the message queue.



            

            
        
    
        

                            
                    Purging a queue

                
            
            
                
Sometimes, the messages in the message queue cannot be processed or have become stale, and we do not want to use the processing power in AWS to process them as they are irrelevant. If we need to clean up a queue, we can perform a queue purge. This will delete all the messages in the message queue and can be achieved in the management console by selecting Queue Actions | Purge Queue, as shown in the following screenshot, or by running the aws sqs purge-queue command from the CLI:





            

            
        
    
        

                            
                    Queue limits

                
            
            
                
When working with SQS queues, the service is designed to have some limitations as far as the size and duration of operations are concerned. The following limits apply to the SQS:


	The queue names need to be unique within a region and can have up to 80 characters

	The queues should have no more than 50 tags associated with them

	The maximum message size is 256 KB (including all metadata)

	A maximum of 10 metadata attributes are supported per message

	The message delivery timeout can be between 0 and 15 seconds

	The message retention period can be between 60 seconds and 14 days (default is 4 days)

	The visibility timeout can be set between 0 seconds and 12 hours (default is 30 seconds) 

	The FIFO queues support up to 300 transactions per second (3000 messages in batches)

	Batches of up to 10 messages can be read or written to the queue



Other limitations apply to policies and more fine-grained details of the message queues. For a full list, please refer to the SQS Limits link in the Further reading section of this chapter.



            

            
        
    
        

                            
                    Queue security

                
            
            
                
There are several ways to protect the data in the SQS:


	Encryption

	Access control

	VPC endpoints



The data is protected in transit with encryption, as the service always uses the HTTPS protocol when responding to requests. We also have the ability to enable server-side encryption for data at rest. We have the ability to select the default server-side encryption with an AWS SQS managed key, or we can use our own key via the KMS service with a customer managed key (CMK). 

We can assign permissions to our own account users and roles to perform operations against the SQS service. Proper controls need to be put in place, and least privilege permissions need to be applied when using IAM to control access. For public access, we are also able to add permissions to a particular queue to other accounts and anonymous users. Remember that, when sharing queues, it is the owner of the queue who pays for all requests against a queue.

If the queues need to be kept within the private network, we can attach a VPC endpoint to a queue and thus allow for private communication that never passes over the internet within a region.



            

            
        
    
        

                            
                    Summary

                
            
            
                
We have now taken a look at how messaging can be used to decouple our application, to create a workload buffer, or to offload requests from other services. We took a look at the details of the SQS and saw how we can manage queues, create and read messages, and delete them, and we learned about the visibility timeout. We also learned about the performance of the two types of queues and the limitations of the SQS itself. We also discussed security via encryption, access control, and VPC endpoints. In the next chapter, we will be introducing ourselves to SNS to distribute one message to multiple consumers at the same time.



            

            
        
    
        

                            
                    Questions

                
            
            
                

	What are the two types of queues supported by SQS?

	What is the performance limitation of the FIFO queue?

	What protocol does SQS use to deliver messages?

	What is the visibility timeout?

	When reading a message, what metadata is delivered alongside the body?

	Which piece of metadata is needed to delete the message?

	You have built an application that sends and processes exactly 10 messages per second. Your application has been working fine for days, but now you discover that there are over 100 messages in the queue and the number is growing. What might be the problem?

	You have purged the queue and would like to recover the purged messages. How can you achieve this?





            

            
        
    
        

                            
                    Further reading

                
            
            
                

	SQS documentation: https://docs.aws.amazon.com/sqs/index.html

	SQS architecture: https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html

	SQS CLI reference: https://docs.aws.amazon.com/cli/latest/reference/sqs/

	SQS Limits: https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-limits.html

	SQS Security: https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html





            

            
        
    
        

                            
                    Handling Messaging with Simple Notification Service

                
            
            
                
As we have already seen, message brokering is an important part of modern applications. In the case of SQS, we had a producer-consumer model, but in some cases we need to distribute one message to multiple consumers at the same time. For many-to-one use cases, we introduce Simple Notification Service (SNS).

The following topics will be covered in this chapter:


	Introduction to SNS

	SNS use cases

	Working with topics

	Managing SNS access





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
As with the SQS chapter, a basic understanding of modern application architectures, distributed systems, and messaging services is required to understand the content.



            

            
        
    
        

                            
                    Introduction to SNS

                
            
            
                
The SNS provides us with a very effective mechanism that allows us to send messages from one publisher to multiple subscribers. In contrast to the SQS, where the relationship is one-to-one and the messages had to be pulled by the consumers from the queue, the SNS pushes the messages to the subscribers immediately upon the posting of the message in the service. There is also no persistence in the SNS queue and, once sent, the message cannot be recalled.

The SNS service is a fully managed, highly available service that allows us to send messages via the following supported protocols to clients:


	HTTP and HTTPS: Uses standard HTTP POST commands to deliver messages

	EMAIL and EMAIL-JSON: Uses SMTP to send (JSON-formatted) emails

	SMS: Uses SMS text messaging to send data to mobile phones

	Application: Sends JSON-encoded messages to an endpoint ARN for mobile devices

	SQS: Integrates with the SQS service

	Lambda: Sends JSON-encoded messages to Lambdas





            

            
        
    
        

                            
                    SNS use cases

                
            
            
                
In this section, we are going to take a look at how we can make use of the SNS service to implement advanced message delivery scenarios.



            

            
        
    
        

                            
                    SNS fan-out

                
            
            
                
An application design will sometimes require us to take one message and deliver it to multiple different groups of systems for processing. The SNS service is able to take one message and deliver it to multiple SQS targets. This allows us to extend the functionality of the SQS service from a standard one-to-one approach to a service that can provide a one-to-many delivery. In this example, one message is sent to three different backends and each can perform the task in a different way.

For example, whenever a new image is posted to our website, we need to format it into several standard sizes: a thumbnail, a mobile size, and a standard web-optimized size. We can send the message of the image's upload to the SNS topic, which in turn pushes the message into the three different SQS queues where the respective workers are listening and will perform the task of creating the thumbnail and the web-optimized and the mobile-optimized images in parallel:



We can also use the fan-out approach to notify completely different services of an event that happened, for example, if we have an application where an event or message needs to be processed in several ways by several completely different components. In this example, the message being sent to the SNS service is processed in three different ways:


	The SQS queue takes the message for the workers to process the content.

	The Lambda function reads the metadata from the message.

	The HTTP endpoint records the message in an archive.



The following setup of an SNS topic, where an HTTP endpoint, a Lambda, and an SQS service are subscribed, will allow us to process the message, record its metadata, and archive it in parallel:





            

            
        
    
        

                            
                    Application and system alerts

                
            
            
                
Pretty much all the AWS services can post messages to an SNS topic, and CloudWatch is no exception. With CloudWatch, we can collect metrics from our operating system, as well as from our applications. On top of the metrics, we also have the ability to create alarms. When creating an alarm, we would need to define a threshold for a certain metric and the duration of the threshold breach. 

For example, when monitoring our EC2 instances in our environment, we can set a threshold for the CPU usage of 80% and a duration of 10 minutes. When an EC2 instance's CPU usage goes above 80% for more than 10 minutes, a CloudWatch alarm will trigger. That trigger can send a message to an SNS topic, which can in turn notify a certain email address or perform other actions, such as triggering a Lambda function and so on. It is also fairly easy to design the alarm notifications, as we can customize which topic each alarm will post messages to, so we can divide the tasks among teams responsible for their own region or account, or aggregate all our accounts and regions into one email:





            

            
        
    
        

                            
                    Push email and text messaging

                
            
            
                
Since the SNS service delivers the notifications immediately, it is a great system to use when events in our application require a user to be notified via an email or a text message. For example, let's assume we have an e-commerce website that takes orders. Once an order is taken, there are usually quite a lot of actions that need to be performed before the order is finalized. An example scenario would be composed of the following steps:


	The user puts the product(s) in the cart.

	The user clicks on Proceed to checkout.

	The user enters payment details, address, shipping method, and so on.

	The system creates a draft order.

	The draft order is sent for payment processing.

	Once confirmation is received, the system notifies the user and sends an email with the order details or payment issue.

	The system continues processing the order by sending the following:

	The order details to the fulfillment department

	The shipping details to the shipping department

	The financial details of the order to accounting

	Updates the user's account with the order status








	Any time a change of order is detected, the system will update the user's account with the order status.

	Once the shipping and delivery date is determined, notify the user of the shipment's arrival via email or SMS.

	Once the shipment is received, the order will be closed.



As you can see, there are several locations where an immediate notification via either email or SMS would be very useful in this case. Some actions require sequential processing (shipment after payment, for instance), while others can be executed in parallel (for instance, actions in Steps 6 and 7). 

Since the proposed e-commerce solution already speaks HTTP, it can easily make use of the SNS service whenever it needs to notify a user. Notifications can be sent when the order is received and potentially when the order status changes. This can increase the quality of service for the e-commerce website, as the clients can easily select what kinds of notifications they wish to receive, and the site can keep them updated about their order in real time. 



            

            
        
    
        

                            
                    Mobile push notifications

                
            
            
                
As with email and text notifications, mobile push messages to iOS and Android devices are also supported with SNS. This is a really neat feature that can be used to do the following:


	Communicate messages about updates, changes, and new features for your mobile applications

	Communicate information about services offered in a certain geographical area

	Target a certain audience that will likely respond positively to the notification



One example would be a mobile application offering information about pop-up restaurants and street vendor locations to users. Due to the fact that street vendors cannot always sell their food at the same spot, the application would track the vendor locations. The vendor locations would be shown to users when they open the application.

An added feature of the application could allow the user to select their favorite food trucks. The application could match the user locations to the vendor locations, and then notify the users of their favorite food truck location when the vendor is in roughly the same area. The user could also request to be notified of all the vendors in their area at lunchtime, which would let them choose their lunch much more easily than searching all the vendors or phoning to find their locations.



            

            
        
    
        

                            
                    Working with topics

                
            
            
                
Now, let's take a look at how easy it is to work with SNS and how we can perform complete management of SNS tasks from the SNS management console. The real power of SNS of course lies in the programmable access and the ability to automate the creation of topics and distribution of messages, but, to demonstrate the way SNS operates, the management console will suffice. 



            

            
        
    
        

                            
                    Creating a topic

                
            
            
                
Let's perform the following steps:


	To create a topic, navigate to the SNS management console and select the Create topic action:








	In the Create new topic dialog, we can select the Topic name and the Display name that we will be using for this topic. Note that the Display name is only required when sending SMS messages and is limited to 10 characters, whereas the Topic name is the name that will be used as the identifier for this topic and needs to be unique within a region:






	Once a topic is created, we can select it and view the details, including the topic ARN, which can be used by other AWS services to publish messages, the region, the display name, and, most importantly, the subscriptions. The topics are of course created without subscribers, and if we would like to subscribe to the topic, we can click the Create subscription button:







            

            
        
    
        

                            
                    Subscribing to a topic

                
            
            
                
Let's perform the following steps:


	In the Create subscription dialog, we need to select the protocol (Email, SMS, HTTP, and so on) and the endpoint that represents the user's email address, phone number, HTTP endpoint, and so on:






	Once a subscription is created, it will be visible in the Subscriptions section of the topic details. Note that, when subscribing an end user via protocols such as email, the user will receive a subscription confirmation and will be in the PendingConfirmation state until they confirm the subscription:







            

            
        
    
        

                            
                    Publishing to a topic

                
            
            
                
Once we have our topic set up, we can click the Publish to topic button in the topic details and start creating a message. We can add a subject and the message body straight into the web interface. We also have the ability to select the message to be Raw (without formatting) or JSON-formatted:



Below the message body section, we also have the JSON message generator, which can help us create a message in the appropriate JSON format for each protocol:



With the JSON message generator, we can simply enter the message into the body and then select the targets that will receive the messages from the topic:



When the JSON format is generated, the window is populated with the appropriate metadata for each type of communication protocol and the format automatically changes to JSON:



We can now simply click Publish Message at the bottom of the dialog and the message will be push-delivered to the subscribers. As you can see, it is very simple to create a topic and a subscription, and post messages straight from the management console.



            

            
        
    
        

                            
                    Deleting a topic

                
            
            
                
To delete a topic, simply select a topic from the Topics section of the SNS management console and select Actions, then Delete Topics. Exercise caution when deleting the topics, as it is easy to select multiple topics from the list and delete them with this one move. You can always recreate the topic, but you will also need to recreate the subscriptions:





            

            
        
    
        

                            
                    Managing SNS access

                
            
            
                
Any topic created by an IAM user is automatically owned by that IAM user, and the default policy only allows the owner to publish and subscribe to the topic itself. This is of course very limiting, and in reality we would require the ability to assign fine-grained permissions to different security principals, or even anonymous publishers, to create messages in the SNS topic we have created.
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With most services, control of the resource is governed directly through IAM. As we have learned, some services have resource policies and, with SNS, the resource policy will be the place where we will control access on a per-topic basis. While we have the ability in IAM to control access to the SNS service, once a user, role, or group is allowed access, the IAM policy applies globally to all topics. On top of that, for each topic separately, we have the ability to allow access to either an IAM security principal or an anonymous user (everyone). For each topic, we have the ability to edit the default Access Policy and thus control access to the topic.



            

            
        
    
        

                            
                    Access policy concepts

                
            
            
                
An access policy allows us the ability to control who can post a message to a topic and who can subscribe to a topic. It is based on a similar approach to the S3 resource policy and allows us the ability to maintain fine-grained control over access to the SNS topic:


	To edit the policy, simply select the SNS topic and select Edit topic policy from the Actions menu:






	There are two views, Basic and Advanced; in the Basic view, we can select who we would like to allow to publish to the topic, but are limited to either the topic owner, everyone, or specific AWS IAM users. The same goes for the subscriptions; only a limited set of options is available for subscriptions:






	With the Advanced view, we have the ability to edit the policy in JSON using the SNS Access Policy Language: 






	Once we are done editing the policy to our satisfaction, we simply click Update policy and the access policy is updated.



If you would like to learn more about the SNS Access Policy Language, please take a look at the link in the Further reading section of this chapter.



            

            
        
    
        

                            
                    Access request evaluation logic

                
            
            
                
When evaluating access to the topic, a combination of all policies is going to be considered for each individual accessing the topic. If a user, group, or role does not have permission to access SNS, the service will implicitly deny all access. But once access to SNS is allowed, a combination of the IAM SNS policy and the topic's own access policy will be applied. Be careful when setting explicit denies in either the IAM policy or the access policy, as any explicit denies will of course override any explicit allows, thereby potentially causing valid actions to be unavailable.



            

            
        
    
        

                            
                    Summary

                
            
            
                
We have seen how we can use SNS as a powerful tool for message distribution in our AWS environment. The service is essentially very easy to use and there are numerous use cases that could utilize SNS. It is especially valuable when we require a serverless component that can react to an event or an incoming message and distribute that message to multiple entities, either for processing or as a notification service. In the next chapter, we will get started with Simple Workflow Service.



            

            
        
    
        

                            
                    Questions

                
            
            
                

	Is JSON supported as an SNS transfer method?

	Name the special SNS topic property that needs to be configured when sending SMS.

	In what way does SNS enhance SQS with fan-out?

	Which protocols would make sense for your Android application to use to deliver notifications to your users?

	You are sending CloudWatch alarms to a global topic to alert your response team of issues. Your managers now need you to identify the number of issues in each region and bill that separately to each department that is responsible for the region. How could you easily implement this?

	You've created an email subscription, but you are not receiving emails from the topic. What would you check first?

	A service outside of AWS requires the ability to send a message to an SNS topic. How can we protect the topic from anyone sending to it?





            

            
        
    
        

                            
                    Further reading

                
            
            
                

	SNS Documentation: https://docs.aws.amazon.com/sns/index.html#lang/en_us

	SNS Subscribtions: https://docs.aws.amazon.com/sns/latest/api/API_Subscribe.html

	SNS CLI Reference: https://docs.aws.amazon.com/cli/latest/reference/sns/index.html

	SNS Service Limits: https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html

	SNS Access Policy Language: https://docs.aws.amazon.com/sns/latest/dg/AccessPolicyLanguage_KeyConcepts.html





            

            
        
    
        

                            
                    Getting Started with Simple Workflow Service

                
            
            
                
One way of maintaining the state of our application is to continuously exchange messages between all services that need to be informed of state changes. But when working with technologies that allow us to design applications that are serverless, we might find it difficult to coordinate the message relaying between all of the components. Also, manual tasks in our business process might be difficult to implement through messaging alone. We need a tool to enable the simple coordination of automated and manual activities that map to our business process, and the Simple Workflow Service (SWF) provides just that capability.

The following topics will be covered in this chapter:


	Introduction to SWF

	Components of SWF

	Managing access with IAM





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
A general understanding of modern distributed application design and the concept of maintaining state in distributed applications is required to fully comprehend this chapter.







            

            
        
    
        

                            
                    Introduction to SWF

                
            
            
                
The SWF is a fully managed solution in AWS that allows us to track the state of our applications and coordinate the tasks and activities within our environment that map to the needs of our business processes. Tracking the state in distributed applications that require coordination between multiple instances of a component, or multiple different components, can be challenging. The SWF gives us the ability to reliably track the state and coordinate tasks among multiple units of data transformation and processing.

The SWF integrates with fully managed services and allows us to automate the provisioning of the service that will perform the task as soon as it is generated. This makes the service highly flexible, as we never need to run any idle components to be able to perform our tasks, and also highly scalable, as the service can spin up its own infrastructure and scale to the size required to meet the number or scale of the tasks at hand.

The SWF enables us to logically separate the processing plane from the control plane as all control, state-tracking, and coordination operations are performed in the SWF service, and the processing and data transformation are performed by other AWS service components that the SWF orchestrates.

For example, in the previous chapter we defined a 10-step order process in an e-commerce website that had multiple tasks and activities that needed to be completed sequentially or in parallel. The state of the order needs to be tracked somewhere and we have found that we can use a database and a message queue to notify components of state changes. To simplify the need to program all of these state notifications into our application, the whole orchestration scenario can be built in SWF.



            

            
        
    
        

                            
                    Components of the SWF

                
            
            
                
The SWF is designed to be simple to use and design straight out of the management console. The service itself has some basic concepts that we need to understand before we can start designing our workflows. We are going to take a look at the following concepts:


	Workflows

	Workflow execution history 

	Activities and tasks

	Actors

	Domains 

	Object identifiers 

	Task lists 

	The workflow life cycle and execution closure 

	Polling for tasks

	Endpoints





            

            
        
    
        

                            
                    Workflows

                
            
            
                
The workflow represents our business process in the SWF. The workflow contains activities and tasks that need to be completed. It will include all of the orchestration logic that connects the activities together, which defines what kind of actions need to be performed in what sequence, or under which circumstances, and in what order. 

For example, we will create a workflow for our ten-step order-processing example from the previous chapter, and each of the ten steps will be represented as a task in the workflow. Each task in the ten steps of the workflow will then either invoke another task or, if it is the last task invoke the completion of the workflow; or send out a failure or timeout notification if the task is not able to complete successfully.

The invocation of other tasks or the decision to mark the process as failed or timed out is carried out by the decider. Each workflow contains deciders that have the ability to perform task scheduling and pass data to the tasks. They also make sure to track events within the workflow while it is in progress. The deciders also close the workflow when completed or upon failure.



            

            
        
    
        

                            
                    Workflow execution history

                
            
            
                
Each change to the state of a task being performed is recorded as an event within the workflow execution history. The events record different aspects of the state changes of each task, which include the successful completion of the task or an error or timeout within the task execution scenario. The workflow execution history is a stateful and authoritative recording of the progress of the workflow execution.

When processing our ten-step order, each step, once complete, will register an event that will record whether the order has been received and processed, the user notified, and so on. The workflow can then also be used as a record of action in the order-fulfillment environment. 



            

            
        
    
        

                            
                    Activities and tasks

                
            
            
                
There are two types of tasks that will be contained within a workflow: the activity task, which contains information about the actions that need to be completed, and the decision task, which will invoke the decider to perform the next action from the previous activity task, according to the output of the activity task. 

When defining an activity task in the workflow, we will need to specify the activity type, the name and version, the domain it belongs to, the task list, the task start schedule, and task timeouts. This will specifically identify the task at hand and allow us to control the behavior of the task. 

For example, in our ten-step order, we will define each of the ten steps as a separate task that will have a different definition of the task and a different timeout. An email notification task will be a fully automated task that will invoke the SNS and send a message to the topic to notify the user. This task will probably be defined with a timeout of five minutes, whereas the order-fulfillment task might well be a manual task since the package needs to be prepared and sent off to shipping manually, and will have a longer timeout of, for example, 24 hours.

The work in this example will be processed by the activity task and the logic by the decision task.



            

            
        
    
        

                            
                    Actors

                
            
            
                
Any task or activity will always be performed by an actor. An actor, sometimes be referred to as an activity worker, can be any kind of entity that can perform the task at hand. Actors can be represented as software components or a person that needs to complete a manual process to perform the task. When performing a task manually, the activity worker software can be used to receive the task details and perform the action that completes the task.

In the ten-step example, any task, such as the email or SMS notifications, payment processing, and account updates, will be performed by the software actors, whereas tasks such as order fulfillment, shipping, and so on will be performed by a person.



            

            
        
    
        

                            
                    Domains

                
            
            
                
Domains are used to logically group and separate workflows. We can have multiple workflows run in a domain, and these workflows have the ability to interact. We also have the ability to have multiple domains within our AWS account, and any workflows in separate domains will be completely isolated from each other.



            

            
        
    
        

                            
                    Object identifiers

                
            
            
                
Each workflow and each object in a workflow will have unique object identifiers attached to it. Here is a list of object identifiers that are attached to each SWF concept:


	A workflow or an activity within the workflow is identified by its domain, name, and version.

	A task is identified by a unique task token automatically generated by SWF.

	A workflow execution is identified by the domain, workflow ID, and run ID.





            

            
        
    
        

                            
                    Task lists

                
            
            
                
A task list provides the ability to store information about what processing actions need to be performed for the task to be completed. We can think of the task list as a queue within each activity that delivers a list of actions to be processed by the workers. The task list is dynamically populated by the SWF service according to the input parameters.

For example, in our ten-step order the client might buy one or several items within the order process, and the SWF service will then populate the task list with one or several tasks for each of the activities defined in the workflow.



            

            
        
    
        

                            
                    The workflow life cycle and execution closure

                
            
            
                
Once we run a workflow execution, it is considered open, and the actions are coordinated between activity tasks, which perform the work, and decider tasks, which perform the logical operations. Once the life cycle has completed all the tasks, the workflow execution will be closed. We could also manually cancel the workflow execution, then the closure will be recorded as cancelled. In the case of a failure or a timeout of a task or activity, the workflow execution will be closed as failed, or timed out. Workflow execution closure is always handled by a decider.



            

            
        
    
        

                            
                    Polling for tasks

                
            
            
                
All task components of a workflow will always poll the SWF service using long polling. If an action is available for a particular activity or decision task, the service will immediately respond. When there are no tasks, the long polling request will allow the service to wait for a message about an action for up to 60 seconds. After 60 seconds, the service will respond with an empty request and close the connection. If an empty response is received by the task worker, then the worker will need to poll for the task again.

When developing a worker, the developers might implement an exponential back-off algorithm for polling, which will delay the polling attempts for longer and longer if an empty response is received. Make sure you understand that there is a possibility of a very long delay between polls due to exponential back-off when diagnosing the SWF. If the developer implements the delay by doubling it every time, the delay might quickly get very long. 

For example, every time an empty response is received, the application waits for an amount equal to the poll length before polling again. Once a second empty response in a row is received, it will double the wait time before polling again. In this example, the poll length is one minute, so the back-off algorithm will make the application wait for another minute before polling again. If another empty response is received, then the application will double the wait time to two minutes before polling again. If a third empty response is received, then the wait time will double to 4 minutes and then 8, 16, 32 , and so on. As you can see, this kind of approach works well when polls are short but with long poll times, it might get very long very quickly.



            

            
        
    
        

                            
                    Endpoints

                
            
            
                
The SWF endpoints are different for each region, and a list of the current SWF endpoints can be found in the link in the Further reading section of this chapter. Since the service endpoints are regionally bound, the domains, workflows, and components executing workflow tasks must also exist within the same region, as per the requirement that they all communicate with the same endpoint. This means that any SWF components, such as domains, workflows, and tasks, created in one region will not be available in the other region. If we have an application that is distributed across multiple regions, we will need to create multiple workflows, each responsible for a certain regional part of the application if the architecture of the application requires us to do so. 



            

            
        
    
        

                            
                    Managing access with IAM

                
            
            
                
The SWF service allows us to control access to the SWF resources directly via IAM. Each actor in the workflow is required to use a secret key and access key to sign each and every request to the SWF service endpoint. The best practice will be to design our actors with roles that have the correct permission to access a certain workflow, and they can be issued temporary credentials to access and poll the SWF service. This means we do not need to expose our secret key and access key when designing our application. We can, however, maintain access with our secret key and access key when performing manual tasks or designing and troubleshooting the workflow itself.

There are two types of permissions that can be applied to each IAM security principal to control access to SWF:


	Resource permissions: Allow us to define the resources that a user, group, or role is able to use within a domain

	API permissions: Allow us to define which API actions the user is allowed to perform against the SWF API



A coordination of these two permissions will allow us to create fine-grained control over the SWF resources and adhere to the least privilege principle. For example, we can allow a certain security principal the following:


	Full control over all resources in all domains or in a certain domain

	Read-only permissions over all domains or all resources in a certain domain

	Read-only permissions over a certain workflow within a certain domain

	A combination of full control and read-only access to specific resources in specific domains





            

            
        
    
        

                            
                    Summary

                
            
            
                
We have taken a look at the SWF service and how the SWF service can be used to create and manage a serverless application's processing logic and maintain the state. With SWF, the workflow can easily be designed in the management console. We have taken a look at the components of SWF and have discussed how to control access to the resources created within the SWF service. In the next chapter, we will look into the most powerful component of the AWS cloud: the AWS Lambda service.







            

            
        
    
        

                            
                    Questions

                
            
            
                

	The SWF can be used to separate which two parts of an application?

	Fill in the blank: Within a workflow, a ____ task is used to close the workflow execution.

	True or false: An actor is a person that need to perform an action.

	True or false: A task list is populated with activities manually when creating an activity task.

	How do the workers poll the service in SWF?

	True or false: We can use the global endpoint for SWF or we can create regional endpoints to save on cross-region traffic?

	A secret key and access key will need to be assigned to each actor within the SWF. What will be the best practice for key distribution within the SWF?





            

            
        
    
        

                            
                    Further reading

                
            
            
                

	SWF Documentation: https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dg-intro-to-swf.html

	SWF Service Endpoints: https://docs.aws.amazon.com/general/latest/gr/rande.html#swf_region

	SWF IAM Access Control: https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-iam.html





            

            
        
    
        

                            
                    Overview of AWS Lambda

                
            
            
                
In the preceding chapters, we demonstrated the ability to use different serverless environments to store files and database content, provide content distribution and caching, implement messaging, and coordinate tasks within the AWS cloud. To process information, the AWS environment offers another serverless environment that can be run on demand and with the greatest of ease. This is probably the most powerful component of the AWS cloud: the AWS Lambda service.

The following topics will be covered in this chapter:


	Introduction to AWS Lambda

	Supported languages

	Creating a Lambda function

	Supported AWS services

	Business cases





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
To get the most benefit out of this chapter, a basic understanding of the way an application processes a piece of code in a modern operating system is required. Basic familiarity with different programming languages, their structure, and their features is a benefit.





            

            
        
    
        

                            
                    Introduction to AWS Lambda

                
            
            
                
The AWS Lambda service is a fully managed, highly available and highly scalable, processing environment that allows us to process code written in multiple different programming languages without the need to run and configure any infrastructure.



When working with Lambda, the service will orchestrate the creation of the resources required to run our code. Everything from the allocation of resources, building the operating environment, the code interpreter, and the programming language runtimes will be made available by Lambda. All we need to do is bring our code and any dependencies to run it. 



            

            
        
    
        

                            
                    Packaging a function

                
            
            
                
To run our code, we need to package it in a ZIP or WAR file and then either upload it to S3 and reference the location or author the code directly within the Lambda service upon function creation. Within the package, we would include the following:


	The code to run

	Optionally any dependencies, libraries (even native ones), and any executable files that your code will be calling



The optional components are stored in Lambda layers. Each layer represent a simple way to logically separate parts of the package. This way we can maintain, secure, distribute, and update each layer separately. The code package you provide is called a function. 



            

            
        
    
        

                            
                    Functions, runtimes, sources, and resources

                
            
            
                
A function in Lambda always processes some kind of input data, be it an event or any other type of trigger that can invoke the Lambda function from an event source. An event source can be another AWS service, or from any other compatible source inside or outside AWS. When configuring a Lambda function, we always need to define a runtime, as this will ensure that the appropriate programming language support is available in the Lambda execution environment.

Once the event source invokes a function, the execution starts and a Lambda function that is running will push out metrics and optionally any kind of application log output to a log stream. Log streams are stored in CloudWatch and give us the ability to analyze the performance and learn the characteristics of our Lambda functions so we can optimize them and achieve peak performance.

Once the function completes its task, the output is either returned to the requester or stored in so-called downstream resources. Downstream resources can be any type of environment that Lambda can write to, such as an S3 bucket for outputting files, DynamoDB to output key-value pairs, another Lambda function to perform additional processing, and so on.





The Lambda invocation architecture is displayed in the following diagram:





            

            
        
    
        

                            
                    Supported languages

                
            
            
                
The Lambda service operates an Amazon Linux operating system to provide the resources necessary to execute the code. Usually, this is a stable version of Amazon Linux with a kernel that is destined for long-term support. At the time of writing, the Linux kernel in the Lambda environment is 4.14, which is quite a modern kernel so we can expect a large number of runtimes to be supported. To look up the latest version, please take a look at the link under Lambda Current OS Version in the Further reading section of this chapter.

The programming languages currently supported natively within the Lambda environment are Java, Go, PowerShell, Node.js, C#, Python, and Ruby, but Lambda also provides a runtime API that allows us the ability to use any other programming language to run our functions.



When a Lambda function is executed, an execution environment will be created, and this execution environment has the ability to provide support for any of the following:


	A single version of a single programming language

	Multiple versions of a single programming language

	Multiple programming languages



When a Lambda function that has previously been executed is run again, the service will try to reuse the existing execution environment. This can speed up provisioning for a Lambda function dramatically. Due to the ability to support multiple versions and languages, we have the ability to easily integrate newer versions of code into existing Lambda execution environments, and also the ability to swap out the programming language.

When invoking the same function from multiple sources at the same time, multiple execution environments will be provisioned. This is important as each execution environment will create its own log stream in the CloudWatch logs, so we will need to be mindful of that fact when troubleshooting a Lambda function that has potentially run in parallel. 



            

            
        
    
        

                            
                    Creating a Lambda function

                
            
            
                
We can easily create a new Lambda function from the management console by navigating to the AWS Lambda section and execute the following steps:


	Click on Create function to begin the process:






	The Create function dialog will give us the option to select the following:

	Author from scratch: Write our own function that will be completely custom

	Blueprints: Use a template that AWS has provided for us to help with authoring the function

	AWS Serverless Application Repository: A repository for predefined Lambda functions





	We will select the Author from scratch option, to write our own function in this scenario:










	In the Author from scratch section, we need to name our function, select a runtime, and create or select an existing role if we have one, so that the Lambda function will have the necessary permissions to execute the code:






	After the function is created, a window with the function configuration details appears. Here, we have the ability to use the Designer tool. This is an invaluable resource for building Lambda functions, as it can help us complete common tasks by giving us the ability to quickly integrate our Lambda function with triggers that will invoke a function and downstream resources that will receive its output:






	Further down, we can scroll to the Function code section. Here, we can author our code straight from the browser and save it into our function package. In our example, we will be using a simple Node.js function that replies with Hello, World! when invoked:



exports.handler = function(event, context) {
context.succeed('Hello, World!');
};


	After changing the function, we will need to hit the Save button in the top-right to save the function configuration. We can also use the IDE provided in Lambda to easily create new files and add other components needed to run our code:








	Further down, we can set Environment variables that can be used directly by our function code. We can also add additional key-value tags that will only be seen from the AWS management environment:






	Going further, we get to the Execution role section, where we can modify the execution role to change the permissions for our function code. We can also set the size of our function in the Basic settings section. Here, we can set the memory we want to use for our function. The amount of memory defines the amount of CPU to be added to the function; these scale together, as does the price of each function execution. We also have the ability to set the timeout. Initially, the timeout was limited to 300 seconds, but it has been extended to 900 seconds since November, 2018.



Note that the Lambda change to a 15-minute timeout might not yet be reflected in the exam, and the old five-minute value may be the correct answer!

Please refer to the following screenshot:




	At the bottom of the page, we can configure the network. We can either run the Lambda with the default (recommended) network environment, or we can tie the Lambda into a VPC. We would usually only do so if some kind of compliance or governance reason existed.

	We can also configure the Dead Letter Queue in the Debugging and error handling section. Here, we can specify how to handle executions that fail. We can specify how many retries we want to have and, if the function fails on all retries, to forward the diagnostic output to a Dead Letter Queue.

	By default, each region in each account has the ability to execute 1000 concurrent Lambda executions. In the Concurrency section, we have the ability to either use the default concurrency or reserve a certain amount of concurrent executions for our function. We would preferably do that for mission-critical Lambda functions. This is a soft limit, and if you require the ability to execute more than 1,000 concurrent Lambda functions in a region, you can contact AWS support to raise your account limit.




	Lastly, in the Auditing and compliance section, we have the ability to tie in the Lambda function with CloudTrail, which can record each and every API call to the Lambda function, thereby giving us a complete auditing trail of all actions and invocations of the Lambda function:






	Now that we have reached the end of the configuration section, we can scroll up and click on the monitoring section. Here, we have a quick overview of the execution statistics and performance of our Lambda function. For detailed information, we would still be using the CloudWatch interface, which we will look at in the next chapter:







Our function is now ready for invocation, and now we can configure the appropriate triggers that will invoke the service and execute the function.



            

            
        
    
        

                            
                    Supported AWS services

                
            
            
                
Lambda supports triggers from almost any AWS service, including, but not limited to, the following:


	Amazon S3

	Amazon Kinesis

	Amazon SNS, SQS, and SES

	Amazon Cognito

	AWS CloudFormation and AWS Config

	Amazon CloudWatch Logs and Events (supports scheduled events)

	Amazon API Gateway (including custom invocations through HTTP links)

	AWS CodeCommit, CodeBuild, IoT Button, Alexa, Lex, CloudFront, and so on



There are two types of invocations supported for the Lambda service:


	Push: An event in an AWS service or a custom event can invoke the lambda function

	Pull: The Lambda service polls an AWS services stream or queue and retrieves tasks



An example of a push-based Lambda invocation would be an image-processing app. The users would upload files to an S3 bucket, and the event of the S3 file being uploaded can trigger a Lambda function. That Lambda function can then pick up an image, extract the metadata from the image, and output the information (such as size, type of image, date, and S3 location) to a DynamoDB table. In this case, we need to also provide the appropriate invocation permissions to the S3 bucket to be able to invoke the Lambda, and of course provide Lambda with the appropriate role with permissions to write to DynamoDB.

An example of a pull-based Lambda invocation would be the second part of the same image processing app. Once the first Lambda function records the metadata in the DynamoDB table, a second Lambda function that listens to the DynamoDB stream will pick up the changes and create a static website file in S3 with the information from the DynamoDB table, so that the image will be served on the static website. In the pull scenario, we need to allow the lambda to read the DynamoDB stream by providing permission in the Lambda execution role.





            

            
        
    
        

                            
                    Business cases

                
            
            
                
When it comes to using Lambda, the use cases are literally unlimited. Anywhere there is a need to process some kind of information or process/transform/extract some kind of data, we can simply write a Lambda function to perform the task. The main business driver behind Lambda functions is that we never pay for any idling infrastructure and are able to match the cost of processing to the demand for services.

Lambda is also extremely cost-effective. When we start using Lambda, we get an indefinite free tier. The first million requests and 400,000 GB-seconds fall under the free tier; that is a lot of processing time that we essentially get for free. At the time of writing, the cost per request beyond the free tier is $0.0000002 and the cost per GB-second is $0.00001667. Putting that into perspective, if our website has 1 million visitors per day:


	Each visitor would represent one lambda invocation.

	Each response would take 100 ms to process the query from the user.

	Our lambda function would have 128 MB of memory assigned to it.

	The total cost for this application would be under $10 per month.





            

            
        
    
        

                            
                    Web applications, microservices, and backends

                
            
            
                
A Lambda service can essentially be only invoked from within AWS. But, we have an option to use another AWS service as a frontend to our Lambda service. For example, we can use the API gateway or an S3 bucket to provide our trigger for our Lambda function.

A typical web application will have some kind of input that will be collected from the user and then processed by the backend in the web server. But what can we do when we host our website on a static content service such as S3? There is no server-side processing in S3, so how do we implement this functionality? We can use a Lambda function (or multiple Lambdas) to provide the same functionality a feature-rich dynamic website would. Two typical approaches for triggering a Lambda from a static website would be as follows:


	Using client-side scripts, we can generate and upload documents with the content entered by the user to a trigger S3 bucket. Each document that is uploaded invokes a Lambda function that reads the information and records it into a downstream resource.

	Using a link in the static website to an API gateway, which invokes the lambda function and forwards the request to be processed by Lambda.





The API gateway approach can also be used to front Lambdas that can act as microservices. Each Lambda function can represent a microservice that runs only upon invocation from the API gateway. The API Gateway can also be used to invoke different Lambda functions, according to different input methods or different data paths being accessed in the incoming request.



            

            
        
    
        

                            
                    Asynchronous data processing

                
            
            
                
Lambda supports both synchronous and asynchronous invocations. The asynchronous response model lends itself well to asynchronous data-processing requests. We can issue as many requests in parallel as our soft limit for concurrent Lambda executions allows us to do (by default, up to 1,000 per region).

A good example would be an image-processing application. We mentioned such an application in Chapter 15, Handling Messaging with Simple Notification Service when we talked about an image-resizing tool that would take an input from an S3 bucket and resize it to a web format, a mobile format, and a thumbnail. The processing itself can be done with a Lambda function (or three Lambda functions, one for each format), which can easily be invoked by the act of the image being uploaded to S3. As soon as the image is uploaded to the source bucket, the Lambdas pick up the original image, transform the image to the desired sizes, and then store the output to one or several S3 buckets so that the image can be displayed on the website.



            

            
        
    
        

                            
                    Live support and chatbots

                
            
            
                
One way automation is coming into our everyday lives is with user support. Almost every service provider website nowadays has a support chat popup that tries to help us find the right solution. Usually the person chatting with us awkwardly offers help with a standardized sentence, and then when we respond with our question, we will usually be redirected to some general responses in the Q/A or the provider's knowledge base. But in some cases, these chat systems have been designed to be quite intelligent in the way they respond to questions; in some cases, it is getting hard to distinguish between a person with poor grammar skills and a chat bot.

The Lambda service is perfect for implementing chat bot logic as the service is highly scalable and can meet the needs of hundreds of thousands of users concurrently out of the box. Using Lambda as a chatbot backend is also very economical, as there are never any idle resources running when using Lambda.





            

            
        
    
        

                            
                    Intelligent scaling and IT automation

                
            
            
                
Lambda can also be used in combination with monitoring platforms such as CloudWatch. We can create alarms and invoke Lambdas when our application usage reaches a certain threshold. The Lambda function can then perform additional analysis of the data being recorded from the application and determine the pattern of the traffic increase or decrease, and the best way to scale the application at hand. Lambdas can do more than just scale EC2 instances like the AutoScaling feature; Lambdas can scale databases instances, create read replicas, manage caching, and so on. 

Essentially, scaling is only the beginning. We can use the Lambda service to continuously monitor streams or logs from our mission-critical applications and enhance the way we manage our applications. They can provide advanced warning of failures or errors in our application, and can perform remediation actions in our infrastructure. Everything will fail, all the time, but with intelligent IT automation with Lambdas, we can make it seem as through that failure never even happened.



            

            
        
    
        

                            
                    Summary

                
            
            
                
In this chapter, we took a look at the Lambda service and how we can implement serverless processing in our application design. We took a look at some features of the Lambda service and saw an introduction to creating and configuring a Lambda function. We also discussed what other services can invoke a Lambda function and how it can be integrated to provide different kinds of processing, with either the push or pull mechanism. Finally, we took a look at some use cases that give a good overview of how we can use Lambda and what kinds of services it can help us deliver. In the next chapter, we will be monitoring resources with Amazon CloudWatch.



            

            
        
    
        

                            
                    Questions

                
            
            
                

	Which operating system does the Lambda service use to provide the execution environment?

	Which programming languages are supported by Lambda?

	What is a downstream resource in Lambda?

	What does the Lambda Designer help us with?

	True or false: The Lambda service has a public endpoint that defaults to the North Virginia region, but other regional endpoints can be created if required.




	Your Lambda service requires read access to the S3 bucket named images and read-write access to the bucket named thumbnails; how would you configure permissions for the Lambda function?

	An Amazon Kinesis Stream needs to invoke the lambda service; you are creating the invocation role for Kinesis but are unable to find where to apply this permission on the Kinesis stream. Why is this?

	You have a requirement to invoke the Lambda function from a public website hosted at another provider. How can you achieve this?





            

            
        
    
        

                            
                    Further reading

                
            
            
                

	AWS Lambda Documentation: https://docs.aws.amazon.com/lambda/latest/dg/welcome.html

	Writing Lambda Functions: https://docs.aws.amazon.com/lambda/latest/dg/lambda-introduction-function.html

	Lambda Layers: https://docs.aws.amazon.com/lambda/latest/dg/configuration-layers.html

	Lambda Runtimes: https://docs.aws.amazon.com/lambda/latest/dg/lambda-runtimes.html

	Lambda Current OS Version: https://docs.aws.amazon.com/lambda/latest/dg/current-supported-versions.html

	Lambda Runtime API: https://docs.aws.amazon.com/lambda/latest/dg/runtimes-api.html

	AWS Serverless Application Repository: https://docs.aws.amazon.com/serverlessrepo/latest/devguide/what-is-serverlessrepo.html

	Supported AWS Services: https://docs.aws.amazon.com/lambda/latest/dg/invoking-lambda-function.html

	Lambda Pricing: https://aws.amazon.com/lambda/pricing/





            

            
        
    
        

                            
                    Monitoring Resources with Amazon CloudWatch

                
            
            
                
A crucial aspect of running any application is having the ability to look into its performance and operating characteristics. Implementing monitoring is a crucial step that helps us understand the application's behavior and operational performance patterns. Only when we understand how our application performs will we be able to improve the application and deliver a better service to the end users. I like to say to my clients: Running an application without motioning is like flying an airplane with sunglasses on... at night.

The following topics will be covered in this chapter:


	Introduction to Amazon CloudWatch

	How CloudWatch works

	Elements of CloudWatch

	Metrics and alarms

	CloudWatch dashboards

	Monitoring EC2

	Monitoring RDS

	Monitoring ElastiCache

	SQS monitoring and logging

	Monitoring SNS with CloudWatch

	Monitoring Elastic Beanstalk environments

	Billing alerts







            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
A basic understanding of performance monitoring and metrics analysis of modern computing systems is required to get the most out of this chapter. Please refer to the GitHub link for this chapter: https://github.com/PacktPublishing/AWS-Certified-SysOps-Administrator-Associate-Guide/tree/master/Chapter18.



            

            
        
    
        

                            
                    Introduction to Amazon CloudWatch

                
            
            
                
Any application that consumes any kind of compute, storage, or network resources should be monitored. The term monitoring is commonly used in place of four separate features that allow us to get complete insight into the state of our applications:


	Resource usage metering

	System and application log collection

	Resource utilization graphing

	Alarming upon predefined trigger



We need to collect metrics and logs to be able to determine patterns of usage. The metrics, logs, and patterns will allow us to understand the resource consumption characteristics of an application, and once we have understood the way our application consumes resources, we can create alarms that are usually represented as certain thresholds, beyond which our application operates in an abnormal state.

Many monitoring systems are available as open source products or proprietary solutions. Some have the four previously mentioned characteristics, while others are very focused tools. Some monitoring systems also upgrade the four characteristics by providing us with mechanisms that can connect to resources and perform actions over these resources. While CloudWatch itself does not provide any actionable items, it can work together with other AWS services such as SNS, autoscaling, and Lambda to perform any kind of action that can be automated.

Amazon CloudWatch is a fully managed, fully integrated metering, log collection, graphing, and alarming utility for resources running in the AWS cloud and any on-premises resources connected to the AWS cloud. 



            

            
        
    
        

                            
                    How CloudWatch works

                
            
            
                
The CloudWatch service collects the metrics and the logs from any systems it monitors. Each and every AWS service that we create and use in our account automatically starts reporting its metrics to CloudWatch. If the default metrics are not sufficient to paint a complete image of the state of our application, we have the ability to create custom metrics and send any kind of relevant custom data to the service.

Any metrics, logs, or custom data that CloudWatch receives are stored into the CloudWatch repository, which is stored within the region that the services operate in. This means that any data stored in one region will never be replicated to any other region. Any on-premises or remote services where we enable log delivery to CloudWatch will also have to be configured with one of the CloudWatch regional endpoints which will, of course, mean that the data will be stored within that region.

To retrieve the metrics, logs, and statistics from the CloudWatch environment, we can use the CloudWatch management console, the AWS CLI, and the SDKs. We will of course have to select a region in any of those tools due to the previously mentioned regionally bound metric storage.

We also have the ability to perform actions upon certain conditions called alarms. A CloudWatch alarm can send a notification or inform other services that a certain metric has breached a threshold, and the recipient can then perform some kind of manual or automated action to remediate the situation.

The following diagram represents the CloudWatch architecture:
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When publishing metrics and logs to CloudWatch, each service or custom component is required to adhere to the CloudWatch data structure. In this section, we will be taking a look at the following components of the CloudWatch service:


	Namespaces

	Metrics

	Dimensions

	Statistics

	Percentiles

	Alarms
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Each and every piece of data that is sent to CloudWatch has to have a namespace attribute assigned to it. There is no default, and each service will usually be using a namespace in the form of AWS/servicename that corresponds to the name of the service. This allows us to easily distinguish between groups of metrics, whether accessing them from the console, the CLI, or SDK. 

When publishing custom metrics that have no AWS analog, we will also be required to specify a namespace. When creating metrics, we have complete freedom for choosing our namespaces as long as they do not exceed 256 alphanumeric characters (0–9, A–Z, and a–z). The following special characters are also allowed: period, hyphen, underscore, forward slash, hash, and colon.
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Metrics are one of the core concepts within the CloudWatch environment. A metric is a data point collected at a certain point in time that represents a numeric value of the resource consumption. For example, a metric can be expressed as the current utilization of the CPU or current write queue length of an EBS volume and so on. Metrics can be standard AWS resource metrics or custom metrics. Metrics can be collected in normal or detailed periods.
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By default, all metrics created by any AWS service are collected on a 5-minute intervals. These are the so-called normal metrics. But AWS has enabled us to allow detailed metrics within a high number of services; the detailed metrics available from the AWS services are available in 1-minute intervals. The detailed metrics enable us to perform actions upon alarms from triggers that are much closer together than with the normal metrics. For example, when performing an action on two consecutive triggers, we will need to wait 10 minutes before the action is performed, while with detailed monitoring we can do it in only 2 minutes. While normal metrics are free, enabling detailed monitoring will mean that we will incur an additional cost for collecting the metrics with a higher frequency.

But is 1 minute detailed enough? Modern applications running in containers or as serverless Lambda functions can be scaled in under a second, and data that is minutes old might be too old. This is why CloudWatch enables us to collect custom metrics from our environment for a period as short as 1 second. Collecting metrics as frequently as 1 second apart will allow us to react to any kind of change in our application in real time.
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As you can imagine, the amount of metrics that CloudWatch collects from all clients in AWS is absolutely mind-boggling. Anyone who has ever designed or maintained any motoring system and the database the system relies on will appreciate the skill of the AWS CloudWatch team. The fact that CloudWatch is able to collect and store millions (or perhaps billions?) of data points concurrently is quite a feat. All I can say is kudos to the CloudWatch team!

The sheer volume of data being collected means that it is literally impossible to store the data indefinitely, which is why AWS has defined a retention period for each of the previously mentioned metrics as follows: 


	Any metrics with a collection interval of below 1 minute is available for 3 hours

	1-minute metrics are available for 15 days

	5-minute metrics are available for 63 days 

	1-hour metrics are available for 15 months



Once the retention period expires, the data is aggregated to the next level and retained accordingly. For example, 1-second metrics will be aggregated to 1-minute metrics after 3 hours. The 1-minute metrics will in turn be aggregated to 5-minute metrics after 15 days. All 5-minute metrics are aggregated to 1-hour metrics after 63 days, and all metrics are discarded once they are more than 15 months old.
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Each metric has to be identified somehow, and with CloudWatch this is done through dimensions. Dimensions are key-value pairs that identify metrics. For example, each EC2 instance will have a dimension of instance-id that will have a value of that instance's ID.

Each metric can have up to 10 dimensions assigned to it. By adding additional dimensions we have the ability to present the data according to those additional dimensions. For example, when our application is composed of hundreds of instances that belong to different development environment such as production, test, and staging, it might be difficult to understand which parts of the application are consuming how many resources. We can project additional dimensions on the metrics from our environment to group and isolate different parts of an application in our data analysis, graphing, and reporting procedures. 
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Statistics are represented as metrics that have been aggregated over a period of time. Statistics help us discover performance and operational characteristics of our application such as service ceilings, averages, and percentages. The following statistics are available in CloudWatch:


	Minimum: The lowest value within a certain period

	Maximum: The highest value within a certain period

	Sum: The sum of all values within a certain period

	Average: An average of all values within a certain period

	SampleCount: The number of values within a certain period

	pNN.NN: The value of the percentile (for example up-time percentage) up to 2 decimal points
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The percentile represents the relative position of a specific metric compared to other metrics within the dataset. For example, the 50th percentile means that half of the values in the dataset are lower, while half are higher. The 90th percentile would mean that 90% of the data has a lower value. Percentiles are typically used when performing a statistical analysis to determine any outliers or anomalies in the datasets that we are working on. At the time of writing, percentiles are available with metrics from the following AWS services:


	Amazon EC2

	Amazon RDS

	Amazon Kinesis

	The application and classic load balancer

	The API Gateway
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On top of metrics, CloudWatch also has the ability to accept logs from our operating system or our application. The CloudWatch Logs component stores the logs into the same data store as the metrics but maintains the logs indefinitely. We can also set the retention period or we can create a procedure for shipping logs to the S3 service for long-term retention and life-cycling into archive. We are able to deliver logs to CloudWatch Logs via the CloudWatch agent that can be installed on any EC2 instance or on-premises server with a compatible operating system.
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CloudWatch alarms give us the ability to create actions upon any kind of metric, log or event. Before creating alarms, we will always need to determine the reason for the alarm. There are numerous reasons why we would require an action to be performed on a metric and we will look at some examples, namely the following:


	Notifications

	Autoscaling

	Auto-recovery

	Event-based computing



The simplest goal for alarms is notifications. We can create an alarm that will notify us of a certain metric being above a certain threshold for a certain period of time. For example, we need to be aware of any RDS instance where the available space is below 10%. We can simply create an alarm that will send an email via an SNS topic to our incident response department to deal with the issue and increase the size of the volume or handle it in another appropriate manner.

We can also use the alarms to enable autoscaling for our applications. As discussed in the EC2 chapter, we can use CloudWatch to scale our EC2 clusters if the CPU metrics are above a certain percentage for a certain amount of time. For example, if the aggregate CPU usage of the cluster is above 80% for 5 minutes, the CloudWatch alarm can notify the autoscaling service and a scaling action that will increase the number of instances in the cluster will be performed.

The same approach can be used for auto-recovery. For example, we have an application where our developers have identified an issue that causes the instance to continue processing requests even after the session has been closed. Instances affected by this issue will start exhibiting a continuous increase in the CPU utilization, which does not affect the application until it hits 100% and cannot take on any new requests. The developers are working on a bug fix that should be due out in a few days, but in the meantime we need to make sure we implement a temporary solution that will reboot any affected instances before they hit 90% CPU utilization. We can simply create an alarm, for which we set an EC2 action to reboot the instance when the CPU reaches the desired threshold. This is a simple solution that will allow our application to survive until the bug fix is in place.

CloudWatch alarms can also be used as triggers for event-based computing. Literally any metric and any threshold can be used to trigger some kind of function or other process that will perform some kind of intelligent action. For example, when monitoring our RDS volumes, instead of only notifying the incident response team, we can also subscribe a Lambda function to the same SNS topic, and that Lambda function can have the appropriate permissions to modify our RDS instances. In this case, we could enable the Lambda function to automatically increase the size of the RDS volume and completely automate the response scenario in this example.
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To create a CloudWatch alarm, we can simply navigate to the CloudWatch management console and select alarms from the menu:


	We click the blue Create Alarm button to open the Create new alarm dialog:






	In the Create new alarm dialogue, we need to first select a metric by clicking on the Select metric button:






	This will open another dialogue where we can select the metrics. We have the ability to select metrics from different categories and drill down to the exact metric that we would like to set a threshold on. In this example, we selected EC2 and the Per-Instance Metrics where we selected the CPUUtilization metric to use in our alarm. We also have the ability to rename the metric by clicking on the little pencil icon in the upper-left corner of the dialogue.



Once we are satisfied with our selection, we click on the Select metric button:






	Going back to the Create new alarm dialogue, we will now see the metric and a preview of the graph. We will need to scroll further down to configure the alarm:






	Scrolling further down, we need to name the alarm and optionally give it a description. In the Alarm details, we also need to configure the threshold and the duration of the threshold breach before the alarm is triggered. As we can see in the example, we have selected that the alarm will be triggered when the CPU utilization is above 80% for two out of five sequential data points:






	Further down, we will create an action. In the example, the action is just a notification that will be sent out to a notification SNS topic that has previously been created within our account. We are also able to add additional actions including autoscaling actions that can increase or decrease the number of instances in our autoscaling group and EC2 actions that can perform a recover, stop, terminate, or reboot action on our EC2 instance:










	Once the alarm is created, the service will display the alarm in the management console:





In this example, we configured an alarm that will notify us of an abnormal EC2 instance condition via an email that is sent out via the SNS service. This is a very useful alarm that can be implemented not only on single instances but on fleets of instances running in our EC2 environment.
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Whenever we provision any kind of resource, we will automatically get an overview of the metrics of that resource available from the CloudWatch Overview section, as can be seen in the following screenshot:



By clicking the Overview section, we have the ability to select each service individually and take a look at a nice graphical representation of the metrics for each service:





When the Overview section does not provide the metrics that we want to quickly glance at, we have the ability to create dashboards where we can customize the way the metrics are displayed. We can select metrics from one service or metrics from different services in one dashboard and thus create a simple way to view the metrics that are relevant to the health of our application.
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	To create a new dashboard, simply select Dashboards from the menu in the CloudWatch management console and then click on the Create dashboard button:






	In the Create new dashboard dialogue, we simply name the dashboard and click Create dashboard:






	Once the dashboard is created, a pop-up window allowing us to add widgets to the dashboard is presented. Here, we have the ability to choose line and stacked graphs, current metrics, and more complex query results to be displayed. We also have the ability to create a text window with markdown formatting where we can include direct links to services, documentation, wikis, and so on: 






	In our example, we will first select a line graph and fill it up with relevant metrics about our application. The categories presented here are the same as when creating the alarm and we are able to drill down upon or search identifiers, service types, and tags:










	Once we have selected our metrics, a preview graph is presented and we simply need to click on Create widget:








	Once the widget is added, we need to also click on Save dashboard to keep the widget in the dashboard. We can also resize and reposition the widget to our liking before clicking Save:






	By clicking on Add widget, we can add additional widgets that will display additional information on our dashboard and the end result could look something like this: 





Dashboards are an easy way to create an environment where only relevant metrics are presented to the user that creates the dashboard. We would normally use only the metrics that can help us quickly gauge the health and state of our application in a dashboard to make the best use of this feature. We can create multiple dashboards and completely customize them in a way that fits our requirements. 
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When working with our virtual machine instances in EC2, we are provided with standard metrics that can help us determine the performance and state of our instance. For each instance, we are able to enable detailed metrics if required and install a CloudWatch agent that can provide us with custom metrics and the ability to export system and application logs into the CloudWatch Logs component.

By default, the CloudWatch metrics being collected for EC2 instances are any metrics related to CPU, disk, and network utilization as well as the status check that determines the instance health. Most new users to EC2 are astonished to find that no information about memory usage is provided within the CloudWatch metrics. There is a simple reason for that: AWS has no access to the operating system and thus has no way of correctly determining the amount of memory the instance is consuming. It is true that these metrics could be retrieved from the hypervisor and delivered to CloudWatch, but since the hypervisor has no way of knowing how the memory is actually being consumed within the operating system, this metric would be useless in a lot of cases.

Take, for example, a database server. The database will try to grab as much available memory as possible to utilize as much of the memory for caching and other performance enhancements as possible. The hypervisor would suddenly determine that the instance is consuming 99% of its memory. 

Because of this fact, AWS leaves it up to the customer to determine if the memory utilization metric is important, and when it is important it can be delivered to the CloudWatch service as a custom metric with the CloudWatch agent straight from the operating system. Alongside the metric, we can also include logs that provide diagnostic information or a better interpretation of memory usage. In any case, it is a best practice to select an instance that will have the exact right amount of memory assigned to it, so a high memory utilization is nothing but a sign of success, as far as the SysOps team is concerned.

As soon as we start an EC2 instance in any availability zone within a region, the CloudWatch management console will provide us with an overview section for the EC2 service:



The overview will show aggregated performance metrics across all of our instances so the graphs in this section can become quite oversaturated, so perhaps a better approach would be to use a custom dashboard for sets of EC2 instances that belong to each application, as represented in the following screenshot:
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With EC2, we also have the ability to perform basic troubleshooting and recovery by monitoring the status check metric of our instance. As soon as the status check is undetermined or failed, we can trigger an alarm that will auto-recover or reboot our instance so that it is restarted on another host and the status check is resolved. This is a really good feature to implement on any mission-critical instances or instances that cannot be clustered due to licensing or other limitations:


	To enable the status check alarm, we simply need to navigate to the EC2 management console and select our instance. Then we select the Status Check tab from the instance properties and click on Create Status Check Alarm: 






	In the Create Alarm dialogue, we can select whether to send a notification or take an action on the instance (or both). We also have the ability to control under what condition to trigger the alarm. When finished, we simply click Create Alarm:






	A pop-up window appears that informs us of the alarm's creation, and a link that will lead us directly to the alarm is presented. We can either click the link or click Close if we are done:






	Clicking on the link provided in the previous dialogue will display the alarm in the Alarms section of the CloudWatch management console:





We have now created an alarm that will perform an action if our instance fails a status check.
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As we have mentioned, there are many scenarios where publishing custom metrics is required. Either it is because we require operating system metrics that are not provided by default or because we are looking to post metrics from our own application to the CloudWatch service. We have the ability to use the CloudWatch agent, the AWS CLI, and the CloudWatch enhanced monitoring scripts that are downloadable.
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We can use the AWS command line to report metrics to the CloudWatch environment. First, we need to make sure the account that we are using has permissions to post to CloudWatch. When automating, it is always preferable to attach the permissions to the EC2 instance role than to hard-code the credentials into the EC2 instance.



To report metrics, we can use the aws cloudwatch put-metric-data command within the instance that is able to read the metrics being written to CloudWatch. The required operators are as follows:


	--metric-name: The name of the metric

	--namespace: The namespace the metric will be recorded to

	--value: The current value that was collected from the system

	--timestamp: The time and date when the value was collected



Putting it all together would look something like this:

aws cloudwatch put-metric-data --metric-name WebsiteVisitors --namespace markocloud --value 37 --timestamp 2019-01-09T20:02:17.344Z

As you can see, it is fairly easy to script the delivery of custom metrics via the AWS CLI itself. In a real-world scenario, the value and timestamp would be represented as variables sourced from a certain application and the operating system itself, of course.
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The CloudWatch team has made it easy for us to report metrics with the use of the CloudWatch enhanced monitoring scripts. The script we are going to use in this example will allow us to report memory metrics from the operating system to the CloudWatch environment. The setup is quite straightforward and easy to do with minimal Linux command-line knowledge.

Before we start, we need to make sure we install the prerequisites. On an Amazon Linux instance, all we need to install are a few perl packages as the script is written in perl and requires these to run:

sudo yum install -y perl-Switch perl-DateTime perl-Sys-Syslog perl-LWP-Protocol-https perl-Digest-SHA.x86_64

Next, we need to retrieve and install the monitoring scripts from the repository:

curl https://aws-cloudwatch.s3.amazonaws.com/downloads/CloudWatchMonitoringScripts-1.2.2.zip -O && \
 unzip CloudWatchMonitoringScripts-1.2.2.zip && \
 rm CloudWatchMonitoringScripts-1.2.2.zip





Once unzipped, a new directory called aws-scripts-mon is created. We will need to enter the aws-scripts-mon directory by running cd aws-scripts-mon and test the monitoring script:

./mon-put-instance-data.pl --mem-util --verify --verbose

This will test if we have all the prerequisites and permissions required to write to CloudWatch. No data will be written during this test, and the response of the test command should look something like this:



If the test has completed successfully, then we can now try to publish our memory metrics to CloudWatch:

./mon-put-instance-data.pl --mem-used-incl-cache-buff --mem-util --mem-used --mem-avail

The response of the publishing command should look something like the following screenshot:



Once happy with the setup, we can create a cron job that sends the custom metrics to the CloudWatch environment based on your preferences. The following example sends metrics every 5 minutes:

*/5 * * * * ~/aws-scripts-mon/mon-put-instance-data.pl --mem-used-incl-cache-buff --mem-util --disk-space-util --disk-path=/ --from-cron
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Like the EC2 instances, monitoring block volumes is critical to understanding the operating pattern of our application. Critical information about the performance of our disk, the latencies, I/O operations, and response times can be obtained through the CloudWatch service. We can overview the EBS metrics in the CloudWatch overview section by selecting Elastic Block Store, as shown in the following screenshot:



It is recommended to create a dashboard and appropriate widgets that represent a complete overview of the volumes being used by your applications. Remember that there are sometimes multiple volumes attached to one instance and the EBS metrics are bound to get even more complicated when looking at them in the overview section.

A dashboard for EBS volumes might look something like this example:
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When working with load balancers, we have a nice overview in the CloudWatch management console that already provides us with a nice set of metrics that we would typically be tracking with ELB. Possibly the most important part of monitoring ELB services is the ability to understand the load our application is under at any given time and the way it is responding to the load. A crucial metric to follow would be the number of requests and the latency of the response. We will be striving to maintain a low latency under a high load at all times, since the application user experience is directly tied to these two factors. When latencies rise upon an increase in the number of connections, our application is probably not scaled appropriately.





In the ELB metrics, we can also find the backend connection errors. We will either be looking at the combined number of backend errors, as we can see on the right-hand side of the following screenshot, or we can create a dashboard and collect 400 and 500 error metrics separately:
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Looking further into backend performance, we would also need to understand the performance of our databases. Relational databases are not as easy to scale horizontally. Scaling a database usually entails the following:


	Vertical scaling: Resizing the instance type to get more memory, CPU, and network performance

	Adding a read replica (or replicas): Distributing the read operations on the read replicas and offloading our master database

	Increasing the size of the volume when space is low



To detect the need to scale or optimize the performance of our database, we can use CloudWatch. The RDS overview in the CloudWatch management console gives us a good, quick look at the operation of our databases, but, as with the EC2 service, it can get crowded when running a lot of RDS services.

The default overview, however, does give us a good insight into the operational statistics, as can be seen in the following screenshot: 







But, of course, the way we use RDS is going to be very application-specific, and if we want to get the most out of the CloudWatch service, we will create a dashboard that will give us an overview of the metrics that matter. For example, a dashboard with the number of queries, the relevant database latencies, and throughput can easily be created by selecting the correct metrics. A custom RDS dashboard might look something like the following screenshot:





A big benefit of the CloudWatch service is that it also collects the logs from our RDS database. We can simply select Logs from the CloudWatch management console, followed by Log groups, and then the group name that starts with /aws/rds/.... In the following screenshot, we can see the error log that is being collected for the markocloud database cluster:
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Like the database metrics, we also need to understand the metrics in our ElastiCache clusters. In the CloudWatch Overview section, we can select the ElastiCache service where we can get a great overview of the commonly monitored metrics in ElastiCache clusters. We can see the CPU utilization for our hosts, the memory consumption, and network statistics:



But, due to the fact that every application uses cache in a slightly different manner, the ability to create custom dashboards is crucial for ElastiCache clusters. Providing a dashboard with the right metrics that will give us the ability to quickly assess the health of the ElastiCache cluster is crucial. An example dashboard for ElastiCache would look something like the following screenshot:
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As part of monitoring our backend components, we will need to gain an insight into the messaging statistics. The SQS is designed to provide essentially unlimited performance for our messaging needs, so the metrics being collected from the SQS will not have any information about the performance of the service. However, there will be crucial information about the delivery of messages that can help us gain insight into the messaging component of our application. 

The CloudWatch overview console for the SQS provides us with a common set of statistics that we need to track, as can be seen in the following screenshot:







There are several important metrics that will tell us if our application is performing correctly. For example, a continuously growing number of messages in our queue could indicate that the workers are unable to process the messages in time. This could be because of messages that are broken and cannot be successfully processed. These should be moved to a dead letter queue.

We should also be mindful of the number of empty responses, as the service charges will apply even to GET requests that receive an empty response. When we have a lot of empty responses, we should implement an exponential back-off strategy to reduce the amount of GET operations against the SQS and thus reduce our costs of retrieving messages from the queue.
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To fully understand our messaging infrastructure, we should also be looking at the SNS service. The CloudWatch overview console gives us a good glimpse into the operation of our SNS service. With the SNS, we will also be getting information about our messages rather than performance, but there are two crucial metrics to monitor when operating an SNS topic:


	Number of Notifications Delivered

	Number of Notifications Failed



These two metrics will help us get an overview of whether the topics are actually working and if the messages being published are being delivered or failed. In any scenario, there are bound to be failed messages, and we need to maintain a low number of failed messages versus a high number of delivered ones. Both of these metrics can be fed into a query result to create an alarm when the percentage of failed messages goes above a certain threshold. An overview console example is displayed in the following screenshot:
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We will discuss Elastic Beanstalk in more detail in the next chapter, but essentially our Elastic Beanstalk environments are self-contained applications that provide all the services required to run our code. The environments themselves are created in a transparent manner and should be monitored according to the features that are created within the environment.

For example, an Elastic Beanstalk application could be composed of EC2 instances, an ELB, a RDS database, an SQS queue, and so on. All of these components need to be monitored in the same way as if we created those services ourselves. We do have an additional set of metrics that we can follow in the CloudWatch overview section when selecting Elastic Beanstalk. Here, we can see the environment health status and the HTTP response codes ordered by class (200, 300, 400, and 500 errors) that our application is responding to requests with.

An example of an Elastic Beanstalk CloudWatch overview is provided in the following screenshot:
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CloudWatch also has the ability to provide us with billing alerts when the monthly usage of our resources hits or exceeds a certain threshold. Billing alerts can easily be configured in the management console. CloudWatch displays all billing data and alarms in the US East (N. Virginia) region, so the first thing we need to do is to select our region as N. Virginia or us-east-1. To create a billing alarm, proceed to the Billing section under Alarms in the CloudWatch management console:


	In the Billing Alarms section, we will be reminded to enable the option to Receive Billing Alarms in the Account Billing console of our AWS account. We can click the link in the page that will redirect us to the billing dashboard:






	In the Account Billing console, we will need to select Preferences in the left-hand navigation pane, and then check the checkbox next to Receive Billing Alerts. After we click Save preferences, we can browse back to CloudWatch:






	In the CloudWatch console Billing alarms section, we can now create an alarm by clicking on the Create Alarm button:








	To create a new alarm, we can simply enter an amount at which to alert and an email address to send the notification to. This will send a notification when the cumulative consumption within our account exceeds the set amount. We can either click Create alarm or create a more detailed alarm by clicking the Edit button next to Metric:






	To create a more detailed alert, we have the ability to edit the metrics upon which the alerts will be sent out. For example, we can select the metrics by service and receive an alert when a service passes a consumption threshold or we can select a linked account:






	The procedure of digging deeper into the detailed metrics is exactly the same as with the creation of the performance metric alarms. We can select the exact service or the exact account we want to create a billing alert for. Once we have decided on a metric, simply click on Select metric:






	After we have completed configuring the alarm and created it, we will be presented with a pop-up dialogue that will instruct us to confirm the subscription to the alarm. An email will be sent to the emails we subscribed to the topic and we need to click the link in the email to subscribe. Once we have confirmed the email address, we will be able to click View Alarm:






	When the alarm is created, it will have a status of INSUFFICIENT_DATA:












	The alarm state should shortly change to OK. We can now select the alarm and view or modify its details:





In this example, we have created a billing alarm that will notify us of any usage that will consume $50 or more in our account. This is a valuable feature that will help us control the service cost and enable us to stay within the SLA of the application we are running in AWS.
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CloudWatch is an invaluable tool that helps us understand the performance and health of the environment created in our AWS account. We have the ability to track and monitor our application with standard metrics, that are collected every 5 minutes at no cost. We also have the ability to enable detailed metrics for AWS services that can be reported every minute or store custom metrics that can be reported with intervals under 1 minute, down to as little as 1 second apart. As well as metrics, CloudWatch also has the ability to store and display logs. Furthermore, we can create alerts upon certain thresholds being breached and perform notifications or inform other AWS services of an event. We have also taken a look at the way we can monitor different common AWS services with CloudWatch. In the next chapter, we will understand how we can reduce the management overhead using Elastic Beanstalk.
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	True or false: A CloudWatch namespace must be preceded with AWS.

	True or false: Metrics come in two types: Normal and Detailed.

	True or false: Metrics are aggregated to the next tier after their retention period expires.

	A new compliance requirement has been introduced in your company that dictates that all EC2 system slogs need to be redirected to a central data store where they can be accessed and then stored durably in an archive. How could you achieve this?

	Your application is divided into three functional environments: Test, Staging, and Production, each composed of EC2 autoscaling clusters, RDS databases, and ElastiCache cluster. A requirement to maintain alerts of CPU usage on all instances only on the Production environment is set out by a governance policy. How can you implement your CloudWatch Alarms to achieve this in the most efficient manner?

	What would a number in a CloudWatch Dashboard represent?

	You are asked by your developers to create an alarm when 10% of the SNS messages to a particular topic are not delivered. How could this be done?

	You are running an e-commerce application that starts performing slowly when the number of concurrent connections to your frontend is above 100,000. This kind of volume is unusual and only happens during seasonal sales (3–4 times per year). During the last sale, you analyzed the metrics and discovered that your ELB and your EC2 instances are responding correctly and the latency issue is being caused by the RDS backend being hit by a high number of requests. Due to the fact that you need to keep costs as low as possible, increasing the size of your instance permanently isn't an option. You know the thresholds at which the application starts to perform slowly. Come up with a solution that will temporarily increase the performance of the database during these few events
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	CloudWatch Docs: https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html

	CloudWatch Regional Endpoints: https://docs.aws.amazon.com/general/latest/gr/rande.html#cw_region

	EC2 Custom Metrics: https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html

	CloudWatch Agent: https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-first-instance.html

	CloudWatch Enhanced Monitoring Scripts: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mon-scripts.html

	CloudWatch Alarms: https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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As we saw in previous chapters, AWS provides us with many different products that can provide services for our computing needs. All of the different options that are available help us to use AWS according to our business driver for cloud adoption. When the demand for ease of use and reduction in management overhead is identified, then we should look toward Elastic Beanstalk.

The following topics will be covered in this chapter:


	Introduction to Elastic Beanstalk

	Supported platforms

	Supported AWS services

	Deploying an application with Elastic Beanstalk

	Managing Elastic Beanstalk environments

	Updating Elastic Beanstalk environments
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A basic understanding of Elastic Beanstalk applications and their operating environments is necessary to understand this chapter. Readers with any level of understanding of programming languages that are used in Elastic Beanstalk applications, as well as the maintenance and upgrading of the application, should benefit from this chapter.
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Running modern Elastic Beanstalk applications can be quite a daunting task. To be able to run the Elastic Beanstalk application code, the operations team will usually be required to maintain a set of inter-dependent resources consisting of the following:


	A host with an operating system

	A programming language interpreter

	An application server with prerequisites such as frameworks, runtimes, libraries, and modules

	An HTTP service to present the Elastic Beanstalk application

	External components such as load balancers, databases, message queues, and so on



A whole lot of resources can be spent operating, maintaining, updating, patching, and making sure that the service is reliable, resilient, and highly available. Sometimes, it feels like it would be wonderful to have a service that could do all of this for us. Well, we have one—the AWS Elastic Beanstalk.

When our business requirements dictate that we need to reduce the management overhead in our development cycle, then Elastic Beanstalk is the perfect solution. With Elastic Beanstalk, the complete set of underlying resources is managed by AWS and we simply provide the code and a definition for the running environment. Being able to put 100% of our focus on the code frees our developers and SysOps engineers from having to design, deliver, operate, and maintain the infrastructure and lets us cut down on management overhead by a sizeable factor. 



            

            
        
    
        

                            
                    Elastic Beanstalk basics

                
            
            
                
There are three components that are defined within the Elastic Beanstalk service:


	Application

	Environment

	Configuration 



An application is a logical grouping for multiple environments that belong to an application. Each environment will be running a specific platform. An overview of an application will display, showing different environments in the management console, like so:



When creating an environment, we'll need to specify a tier that will define the services that are provided by the environment. There are two tiers to choose from:


	Elastic Beanstalk tier: An application frontend that serves the Elastic Beanstalk page

	Worker tier: An application backend that performs tasks



The Elastic Beanstalk tier will usually be fronted by a load balancer, unless we're building a single instance in a non-highly available setup. The worker tier is fronted by an SQS queue where the requests for the worker tier are posted.

We can have multiple application versions within each application. An application version will be defined by the developers and will reflect the version of the code. Once deployed, we can select different versions for an environment and perform upgrades and rollbacks of an environment from within the Elastic Beanstalk's management. Application versions can be viewed in the management console, as demonstrated in the following screenshot:





Each environment will also have a configuration. This configuration will contain all of the necessary information for the Elastic Beanstalk service to build, deploy, and even customize the environment before it's ready to serve the code. When customizing an Elastic Beanstalk configuration, it is wise to save the environment configuration as it can be used to deploy new environments or as a backup in case we break our current configuration. We can take a look at the saved configurations in the management console, as demonstrated in the following screenshot:
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When deploying an application with Elastic Beanstalk, we simply provide a package containing our code in one of the supported platform formats to the Elastic Beanstalk service. We can then use the management console, the AWS CLI, the Elastic Beanstalk CLI, or the SDK to configure the application we are running. We'll, of course, have to name the application and select the platform on which to run the code. The supported platforms at the time of writing are as follows:


	Packer Builder: An open source tool that can help us create and manage AMIs in AWS 

	Docker: An open source container engine that supports single and multi-container deployments

	Go: Supports the Go programming language 1.11 version 2.9.4

	Java SE and Java on Tomcat: Supports Java SE 7 and 8 and Java 6, 7, and 8 on Tomcat Elastic Beanstalk server 

	.NET on Windows Server with IIS: Supports a variety of the .NET Framework and Core versions running on Windows server 2008-2016 and IIS Elastic Beanstalk server version 7.5, 8, 8.5, and 10

	Node.js: Supports the Node.js language versions 4, 5, 6, 7, 8, and 10








	PHP: Supports the PHP language versions 5.4 to 7.2

	Python: Supports the Python language versions 2.6 to 3.6

	Ruby: Supports the Ruby language versions 1.9 to 2.6



We are also able to customize the environment from the management console when deploying the application environment or by providing customization straight in the package with the .ebextensions file. Within the customization, we can specify other AWS services and features, such as packages to install and commands to run on startup.
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In Elastic Beanstalk, there's support for automatically configuring and running other AWS services. The following AWS services can be used or controlled when configuring an Elastic Beanstalk environment directly from the environment deployment:


	AWS X-Ray daemon

	Log and metric collection with CloudWatch

	Log delivery to S3

	Elastic Load Balancers

	RDS databases

	SQS Queues



By default, each environment we create can be configured to have the AWS X-Ray daemon installed to help with distributed tracing when using X-Ray. We also have the ability to deliver logs either to S3 or to CloudWatch, and we can configure the enhanced CloudWatch metric collection. With Elastic Beanstalk tier environments, we are able to configure and customize a load balancer to receive the requests for our application, whereas, with a worker tier, we can configure the SQS for requests. We are also able to add an RDS database to the environment and configure the details on the fly from the deployment. However, adding a RDS database is not the best practice as the environment owns the database and deleting the environment would also delete the database.

If we require additional services and would like to configure them and attach them to the Elastic Beanstalk application, we certainly have the option to do so. We can either use the .ebextensions file to configure the AWS CLI commands that will configure the services or we can simply build the service configuration into the code and execute the commands from the SDK. With Elastic Beanstalk, the only limitation is that the environment is configured via code deployment so even minor changes to the environment will need to be delivered via an application version update.
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An Elastic Beanstalk environment is designed to be very easy to deploy. In this section, we will demonstrate the features of how to create and manage an Elastic Beanstalk environment in the management console. Take a look at the following steps:


	We need to open the Elastic Beanstalk management console so that we can create an application and environment. Initially, if we have no Elastic Beanstalk deployments, we will see an introductory screen with a short description of Elastic Beanstalk. We can click the Get started button to initiate the creation of an environment:






	The Get started button automatically starts a Elastic Beanstalk app creation dialogue. The Elastic Beanstalk console assumes that we need to have an Elastic Beanstalk tier application before we can add any kind of worker tier. The next time we create an environment, a choice between the worker and Elastic Beanstalk tier will show but, for now, we will create the Elastic Beanstalk app. We need to specify an application name that will be used to group different application versions and environments, and we will need to choose a platform. In the following example, the choice of platforms is displayed:






	After we have chosen a platform, we need to either select a sample application that will show a sample Elastic Beanstalk page written in the programming language of our choice or upload our code. To upload custom code, select the Upload your code selector and then click on Upload:






	In the Upload your code dialog, we can select a local file from our computer or a file that has been posted in an S3 bucket. Using S3 here is a good idea as we can use the built-in versioning on S3 to deliver the latest or other previous versions directly by specifying the appropriate S3 path. We can think of the S3 option as a poor man's code repository. After we are happy with our selection, we also need to give the code a version label. This should reflect the application code version that you are deploying and will be visible in the application versions menu:






	At this point, we can click the Create Application button to begin the application creation or we can select Configure more options to open the option configuration dialogue that's shown in the following screenshot. As you can see, there are multiple options that can be configured in the configuration dialogue. We can choose to modify and configure any aspect of the environment. When we choose to configure more options, the following dialogue will open. Here, we can control the aspects of the operating system that help manage our software such as configuring and running the AWS X-Ray agent and redirecting logs. We can also modify instances, select the number of instances in a highly available deployment group, configure the load balancer, and manage security. More importantly, we also have the ability to control the way software updates will be preformed when updating the application:






	Selecting instances in the previous dialogue will allow us to modify the tape of an instance and the AMI ID to deploy from, as well as configure the root volume and EC2 security groups. When we have finished the selections, we can click on Save to return to the previous window:






	Clicking on the Security section will open up the security configuration of the application. Here, we can modify the service role ID that's required and select an instance profile, as well as add an EC2 key-pair for the instances that are created through Elastic Beanstalk. We will click Save to return to the previous window:






	By scrolling further down in the configuration dialog, we will see configuration options for monitoring, where we can select either detailed and standard monitoring. If we select detailed monitoring, we have the ability to select which metrics to deliver in a detailed manner. We can also control the managed updates that are delivered by AWS to patch and update our operating system and receive notifications about our environment. We can also control the network layout and place the application in a certain VPC. We also have the ability to create and add a database layer by using RDS. We can choose the engine the application will use and the type of instance to run, as well as whether we want to make the database highly available.



Finally, we can add tags to our environment so that it is easier to manage:




	After we are happy with our selections, we can click the Create environment button and the creation will begin. A window displaying the creation process and output will be presented, as shown in the following screenshot:






	Once the application has been created, we will be able to click on the environment URL that's displayed next to the environment name:






	Clicking on the environment URL opens up the Elastic Beanstalk site in a browser window, as demonstrated in the following screenshot:





As you can see, managing an Elastic Beanstalk environment is very easy and gives us a lot of options when we want to configure the environment straight out of the box. In this example, we were able to deploy a fully operational application in just a few minutes. 
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Once we have deployed an Elastic Beanstalk environment, we will of course have to operate and manage that environment. The Elastic Beanstalk environment is designed for developers in fast-paced DevOps teams who are conforming to Agile development strategies. This allows them to quickly iterate among the version of their application and deliver new functionality and fixes of their application with high velocity. We also have built-in recovery options. When updates don't perform as well as expected, we have the ability to easily roll the application version back to the previous version with several supported update strategies.
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A deployed environment in Elastic Beanstalk will always be deployed with a certain application version. We are able to manage application versions straight out of the management environment by providing different packages or different S3 paths to the packages that exist in our environment. When deploying an environment in an application that has existing application versions, the deployment dialogue changes and the application code will get an Existing version selection available. Here, we can select any existing versions to deploy to the environment, as shown in the following screenshot: 







Being able to maintain several versions of the code in these environments is crucial as development usually has several stages that the code passes through. For example, we can easily maintain a development environment as well as a test, staging, and production environment, all running independently with different versions of code, as demonstrated in the following screenshot:
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Elastic Beanstalk allows us to store up to 100 versions of an application. This might seem like a lot, but with today's fast-paced development that perhaps deploys and tests multiple versions of an application every day, this limit can be reached fairly quickly. This limit is set on a per-application basis, so each application's life cycle policy needs to be managed separately. Follow these steps to get started:


	To enable application life cycling, we can simply navigate to our Application versions section and click the Settings button:






	In the Application version lifecycle settings dialogue, we can enable the policy and then select whether we want to limit the application version to a certain number of versions or a certain age in days. Limiting to a number of versions is appropriate for an application with a fast development cycle, whereas the age limit is useful when we have an SLA that defines the age we are required to maintain. After creating the policy, we click on the Save button to enable the life cycle policy on the application versions:
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Application versions are always created as packaged bundles. These are required to be either ZIP or WAR files of up to 512 MB in size. The application is required to be stored in the root of the file, but it can have as many subdirectories as needed. The package can also contain additional customization that's defined in the .ebextensions file and additional packages, libraries, and other bundles that are referenced by .ebextensions. When deploying a worker environment, we are required to include a cron.yaml file where we define and configure the cron jobs that will initiate the worker process in the application.
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Once we have deployed the packages and have created multiple versions of our application, we will eventually need to update an existing application. For example, when we have completed the development of the application, we need to update the test environment to the same version and then, of course, the same will be done for staging and production. Several upgrade options are supported in Elastic Beanstalk, and some of them are as follows:


	All at once

	Rolling updates

	Immutable updates

	Blue/green deployment
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The simplest way to perform updates is by taking all instances running the current version out of service and updating them with new instances. This is the cheapest way as the size of your environment doesn't increase during this type of update and it is efficient when unpredictable behavior can occur while running multiple versions of the application in the same autoscaling group. The drawback of all at once is that the application will be unavailable while the update is being performed. 
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To avoid any kind of downtime of our environment, we can perform a rolling update. A rolling update replaces instances in a particular order. By default, we can choose to either replace one instance at a time or replace half at a time, but we can also customize the replacement order if required. The rolling update will replace the instances with newer instances in the same autoscaling group so that, at a certain point, there will be different versions (the old and the new) running and accepting calls from clients, which might cause issues in certain applications.



            

            
        
    
        

                            
                    Immutable updates

                
            
            
                
To avoid issues with application version mismatches in the same autoscaling group, we can use immutable updates. Immutable updates are performed by adding an additional temporary autoscaling group in the background of the Elastic Beanstalk environment that's connected to the same load balancer. The immutable update creates a new instance and waits for all of its health checks to pass, then loads a subset of traffic alongside the original group to the new instance. It then proceeds to create the same number of instances that exist in the current autoscaling group and waits for the health checks to pass. Once all of the new instances are healthy, the immutable update process moves the instances into the existing autoscaling group and deletes the old instances and the temporary autoscaling group that was created during the update.
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A blue/green deployment strategy takes the dynamic infrastructure advantage of cloud computing and uses it as a basis for updating applications. Instead of running new instances in the existing environment, a new environment is created. The existing environment is now designated as blue and the new one is designated as green. Usually, a switchover of the DNS will be preformed to redirect the traffic from the blue application to the green application. This can be done gradually with a weighted round robin approach or instantly by switching the DNS over fully. Elastic Beanstalk allows us to switch the DNS over from one environment to the other within the management console or via the CLI:





            

            
        
    
        

                            
                    Summary

                
            
            
                
Elastic Beanstalk is a great solution when the cloud adoption driver is the reduction of management overhead. It's also very useful when a small development team needs to focus 100% on the code and not worry about managing the infrastructure. In this chapter, have taken a look at how to create and manage Elastic Beanstalk applications and environments and the different strategies that exist for updating. In the next chapter, we will be studying automation with the CloudFormation Service.
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	True or false: Elastic Beanstalk requires us to maintain and manage our code and takes care of each and every aspect of the infrastructure.




	True or false: An Elastic Beanstalk environment creates a transparent environment that we can see in our EC2, ELB, RDS, and other consoles.

	True or false: Elastic Beanstalk environments are one-click deployments that can't be customized.

	What is the type and maximum size of the source bundle that can be created for use with Elastic Beanstalk?

	What is the maximum number of versions supported in each application?

	A SLA requires you to maintain the application versions for 30 days and then discard them. What feature of Elastic Beanstalk can help you adhere to the SLA?

	You have deployed an Elastic Beanstalk application. Now, you need to modify the instance type of the running application. How would you go about doing this?

	Your application needs to be updated as inexpensively as possible. Which update option is the best for this approach?

	You have been tasked with an application update. You need to make sure that the uptime of the application is maintained as close to 100% as possible, even during the update process, regardless of cost. Which update option would you choose and why?
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	Elastic Beanstalk Documentation: https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/Welcome.html

	Elastic Beanstalk Supported Platforms: https://docs.aws.amazon.com/elasticbeanstalk/latest/platforms/platforms-supported.html

	The .Elastic Beanstalkeextensions File: https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/ebextensions.html

	Life Cycling: https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/applications-lifecycle.html

	Creating Elastic Beanstalk Bundles: https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/applications-sourcebundle.html

	Elastic Beanstalk Updates: https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-updating.html

	Blue/Green Updates with Elastic Beanstalk: https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.CNAMESwap.html
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Now that we have taken a look at Elastic Beanstalk, we have seen that we can instruct AWS to create complete environments in an automated manner. But what if Elastic Beanstalk is not enough? What can we do when we need to create a custom application in AWS that's delivered in an automated manner? In these kinds of situations, we can use CloudFormation—a cloud orchestration tool that can create resources from a specification document.

The following topics will be covered in this chapter:


	Introduction to CloudFormation

	CloudFormation basic elements

	How CloudFormation works

	Creating an EC2 instance using template (code example)
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An understanding of cloud orchestration and automation is required to get the most out of this topic. Additionally, familiarity with the JSON or YAML documentation notation is a useful resource. Please refer to the GitHub link for this chapter: https://github.com/PacktPublishing/AWS-Certified-SysOps-Administrator-Associate-Guide/tree/master/Chapter20.
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CloudFormation is an AWS service that helps us to define resources in a specification document and deploy them. We create a document in a unified manner and then feed that definition document to the CloudFormation service through the management console, the CLI, SDK, or directly through the CloudFormation API. The CloudFormation service will, in turn, deploy all of the resources that we have specified and configure them accordingly. In case of any failures upon deployment, the CloudFormation service will also automatically be able to roll back the resources it created so that we never have half-functional CloudFormation deployments in our AWS account.

The power that CloudFormation gives us is the ability to create complete environments in a repeatable and automated fashion. By removing manual activities from deployments, we make the application inherently more reliable and allow for advanced deployment scenarios where not only humans but other automation systems and the code itself call up the CloudFormation service, provide a specification document, and create resources that are required. This enables us to treat our infrastructure as code, which means doing the following:




	We define the infrastructure in a document.

	We maintain that document in a repository.

	We version the document whenever changes occur.

	We deploy the infrastructure with the same tools that we deploy our code with.



Infrastructure as code is a prerequisite to being able to create a fully automated development, testing, and deployment scenario while at the same time empowering our developers, operations engineers, and administrators by relieving them of the mundane, task-based manual deployments that have a lot of unreliability built into them. The goal of infrastructure as code is to let the computers do the mundane, repeatable tasks that computers are good at while humans do the complex tasks such as writing code, designing, optimizing, estimating, and thinking outside of the box.
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In CloudFormation, there are some basic elements that we need to understand before we can proceed with deployments. We always write templates from which we deploy stacks. Once a stack is deployed, we can create a change set and compare this change set against a deployed stack before eventually applying the changes.
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As we have already mentioned, we will be providing a specification document called a Template to the service. A template can be created in a text editor and written either in JSON or YAML. We can also use the AWS CloudFormation Designer or any other What You See Is What You Get (WYSIWYG) design tool that's compatible with AWS CloudFormation. In the template, we define each resource and how that resource should be configured. Within a template, we will find the following sections:


	AWS Template Format Version: The AWS Template Format Version is an optional component of the template and will denote the CloudFormation template version that the template conforms to.

	Description: The description can include any arbitrary string of text that will help us to understand what the template does and what services are deployed. The description must always follow the template format version section, otherwise it is optional.

	Metadata: In the metadata section, we can optionally include any information that we would like to pass to the services and instances that are being deployed. This can be represented as tags or other information that needs to be passed on to the environment.

	Parameters: The parameters represent the values to be passed to the resources section. This is an optional part of the template that can be used whenever creating a resource and when we would like certain information to be provided at run time into the configuration of the resource. For example, an instance type can be specified as a parameter to an EC2 resource that's being created.

	Mappings: Mappings can optionally be created to apply the appropriate parameters to the appropriate environment or region. For example, we can create mappings for the AMI ID to use, depending on the region that the CloudFormation template is being deployed in.

	Conditions: Conditions can optionally determine whether a resource is created or not, depending on a certain value. For example, we can create a condition that creates a load balancer and an autoscaling group for the application, but only when the environment tags denote the deployment as production.

	Transform: The Transform section can optionally be used with AWS Serverless components such as AWS Lambda to define specifics and versions of the AWS Serverless Application Model to be used in the template.

	Resources: This is the only mandatory part of the template as it defines the actual resources that the CloudFormation service will be creating. Here, we specify all of our networks, routers, gateways, EC2 instances, databases, S3 buckets, and so on.

	Outputs: When required, we can use the Outputs section to return a certain piece of information upon deployment. For example, when creating a load balancer, we would like to know the address of the load balancer instead of having to look it up with a separate task. We can simply specify the URL of the load balancer to be outputted upon template creation.
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A stack is a set of resources that's created by a template. A stack can represent a complete application or a part of the resources that are deployed from a specific template. For example, we can use separate stacks to create separate layers of our application. These can be deployed by separate teams, and these teams are hence able to maintain the segregation of duties, even when working in the cloud.

In the real world, the network team would be in charge of creating the VPC, internet gateways, VPNs, and Direct Connect connections. The Security team would then take over and create the NACLs, and the Security Groups would provision the groups, users, and roles, and then define permissions. A shared resources team would deploy a stack with the queues, the SES and SNS services, and other shared resources. The database team would then be able to deploy the databases and tables, and lastly the application team would deploy the servers and connect them to the resources being deployed by the other teams.

Each stack in this scenario would only be controlled by the team that deployed it. For example, the server team would have no way of modifying the network stack as their stacks only create the servers and vice-versa.

We can also specify stacks as part of templates, hence sort of nesting stacks within stacks. Supplying nested stacks allows us to create dependencies on complete stacks. For example, we would not want to deploy an EC2 stack before the VPC stack completes as there would be no VPC to deploy into and server stack creation would fail.





            

            
        
    
        

                            
                    Change sets

                
            
            
                
Once we have deployed a stack and the resources are running, there is a possibility that we will need to change those resources. Whether it is through optimization or through the normal application life cycle, the need for changing a stack is almost a given for any deployment. Change sets help us with delivering updates and changes to the stack that we have deployed in our AWS account. 

With change sets, we create changes that we would like to perform on the environment we deployed. Once the changes have been created, we can run a comparison against our existing stack and get a detailed report of how these changes will impact the stack. There are three types of changes in any CloudFormation deployment:


	Non-disruptive updates: These operations don't have impact on running resources, for example, changing CloudWatch alarms within a template.

	Disruptive updates: These operations disrupt running resources for a certain period of time, for example, changing the instance type will require a reboot.

	Replacement updates: These operations terminate an existing resource and deploy a new resource with a new ID, for example, changing an RDS engine from MySQL to Aurora.



With change sets, we get a detailed description that can give us a deeper understanding of which kind of update is taking place and hence we can determine the broader impact of the change set's execution on our application. Once we are happy with these changes, we can execute the change set and the CloudFormation service will deploy the changes.
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Once we provide a template to the CloudFormation service, the service stores that template in an S3 bucket. It simultaneously reads the inputs in the template and processes them in parallel. We have to take this into consideration whenever we have resources that need to be created in sequence.

To create resources in sequence, we can implement the CloudFormation DependsOn attribute. The DependsOn attribute gives us the ability to wait for a certain resource to be created before another resource creation is started. For example, we can specify a DependsOn attribute that will wait for an RDS instance to be created and available before it starts an EC2 instance creation.







            

            
        
    
        

                            
                    Stack creation

                
            
            
                
The template is analyzed for the correct syntax and, if the syntax is correct, the parameters are verified against the AWS account. If any of these are not correct, the CloudFormation service will throw an error before it begins the deployment of resources. If the syntax and parameter check passes, the service will initiate creation. 

In the creation process, the CloudFormation service will call up other AWS services via their corresponding APIs and initiate the creation of resources. We can control the permissions that CloudFormation has over the environment with the different predefined and custom CloudFormation service roles. This way, we also have the ability to create a granular definition of which users, groups, and roles initiate CloudFormation and what resources they can create.

During stack creation, a status will be displayed in the management console or when listing the stack details via the CLI. For the sake of simplicity, we will discuss the following end states of a stack creation process:


	CREATE_IN_PROGRESS: The stack is being created. By default, a stack creation process does not have a timeout defined and will run indefinitely as it waits for the resources to be completed. It is always useful to define a timeout in the template itself, as providing the timeout gives ample time for the creation of all the resources in the stack. Note that a stack creation can run several minutes to several hours.

	CREATE_COMPLETE: A stack creation has completed successfully. When a stack creation has completed successfully, then a CREATE_COMPLETE will be displayed and all of the sources will be operational. We will be aiming for all of our stacks to end in a CREATE_COMPLETE status.

	CREATE_FAILED: A stack creation has failed. There's always the possibility of errors being introduced through the template (wrong name, ID, and so on) or errors in the backend services that can cause our stack creation to fail. Any error in any of the resources defined in our stack will cause the stack to fail and push a rollback action. The rollback action will either delete the resources that were newly created or roll back the resources to the previous versions (when an update of a stack with a change set fails).



Other intermediate states and states during updates and deletion not described in this chapter can be found by following the link for CloudFormation Stack States in the Further reading section of this chapter.



            

            
        
    
        

                            
                    Stack deletion

                
            
            
                
Performing stack deletion is as simple as issuing a command to the CloudFormation service. A stack will be deleted only if there are no dependent resources using the resources that were created by the stack. For example, this occurs when we create a VPC and an EC2 instance with a separate stack and then we want to delete the VPC. The deletion will fail, while the EC2 instance still exists in the VPC that was created in the stack that we are trying to delete.



            

            
        
    
        

                            
                    Creating an EC2 instance using a template (code example)

                
            
            
                
In the following example, we will create a simple stack containing one EC2 instance that will enable us to SSH into it with our chosen SSH key. We will first take a look at the template in segments and then assemble the template and look at the process of deploying the template in the management console.



            

            
        
    
        

                            
                    Template analysis

                
            
            
                
The template has the typical structure that we would find in other CloudFormation templates and is written using JSON notation. 



            

            
        
    
        

                            
                    Version and description

                
            
            
                
The template starts with a version and description that tell us a bit about the template and which version of CloudFormation notation it conforms to:

{
 "AWSTemplateFormatVersion" : "2010-09-09",

"Description" : "This template creates a t2 EC2 instance using the Amazon Linux AMI in one of the US regions and allows SSH access.",





            

            
        
    
        

                            
                    Parameters

                
            
            
                
The Parameters section defines the parameters we need to specify when deploying the template. In our scenario, the "KeyName" parameter defines that we need to select an existing key pair to log in to the instance:

"Parameters" : {
 "KeyName": {
   "Description" : "Name of an existing EC2 KeyPair to enable SSH access to the instance",
   "Type": "AWS::EC2::KeyPair::KeyName",
   "ConstraintDescription" : "Must be an existing EC2 KeyPair."
 },

Next, the "Instancetype" parameter allows us to choose an instance type from a few available options. The "AllowedValues" parameter defines the instance types we can select:

"InstanceType" : {
 "Description" : "The EC2 instance type",
 "Type" : "String",
 "Default" : "t2.micro",
 "AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "t2.large"],
 "ConstraintDescription" : "Must be one of the t2 EC2 instance types."
 }
 },



            

            
        
    
        

                            
                    Mappings

                
            
            
                
In the Mapping section, we define the mappings for our T2type architectures:

"Mappings" : {
  "T2type" : {
    "t2.micro" : { "Arch" : "HVM64" },
    "t2.small" : { "Arch" : "HVM64" },
    "t2.medium" : { "Arch" : "HVM64" },
    "t2.large" : { "Arch" : "HVM64" }
 },



The "RegionID" mapping helps the template determine the correct AMI ID to use when starting the EC2 instance. The AMI IDs are region-dependent, so this mapping has a separate AMI ID for every available region:

"RegionID" : {
   "us-east-1" : {"HVM64" : "ami-0ff8a91507f77f867", "HVMG2" : "ami-0a584ac55a7631c0c"},
   "us-west-2" : {"HVM64" : "ami-a0cfeed8", "HVMG2" : "ami-0e09505bc235aa82d"},
   "us-west-1" : {"HVM64" : "ami-0bdb828fd58c52235", "HVMG2" : "ami-066ee5fd4a9ef77f1"},
   "us-east-2" : {"HVM64" : "ami-0b59bfac6be064b78", "HVMG2" : "NOT_SUPPORTED"}
 }

},



            

            
        
    
        

                            
                    Resources

                
            
            
                
In Resources, we will define our EC2 instance. The "Properties" section defines calling up the "InstanceType" and "KeyName" parameters that were defined in the beginning of the template, as well as the "SecurityGroup" resource to connect to; it picks up the security group ID to connect the instance to during stack creation. It also calls up the "ImageId" parameter that references the map of images, called "RegionID", to look up the correct AMI ID for the correct region:

"Resources" : {
  "EC2Instance" : {
    "Type" : "AWS::EC2::Instance",
    "Properties" : {
    "InstanceType" : { "Ref" : "InstanceType" },
    "SecurityGroups" : [ { "Ref" : "SecurityGroup" } ],
            "KeyName" : { "Ref" : "KeyName" },
    "ImageId" : { "Fn::FindInMap" : [ "RegionID", { "Ref" :  "AWS::Region" },
 { "Fn::FindInMap" : [ "T2type", { "Ref" : "InstanceType" }, "Arch" ] } ] }
 }
 },





We are also defining a security group to be created for this instance so that we can connect to the SSH port. This resource defines the Ingress port and protocol via the "SecurityGroupIngress" parameter, and allows access by defining the "CidrIp" parameter from the IP address range 0.0.0.0/0 – meaning everywhere:

"SecurityGroup" : {
  "Type" : "AWS::EC2::SecurityGroup",
  "Properties" : {
    "GroupDescription" : "Enable SSH access via port 22",
    "SecurityGroupIngress" : [ {
      "IpProtocol" : "tcp",
      "FromPort" : "22",
      "ToPort" : "22",
      "CidrIp" : "0.0.0.0/0"
     } ]
   }
  }
 },



            

            
        
    
        

                            
                    Outputs

                
            
            
                
The outputs of the template are the instance IDs, so we can find it easily in the EC2 management console and the Public IP address. This means that we can get the IP to connect to the instance straight out of CloudFormation's output:

"Outputs" : {
  "InstanceId" : {
    "Description" : "InstanceId of the newly created EC2 instance",
    "Value" : { "Ref" : "EC2Instance" }
 },
 "PublicIP" : {
   "Description" : "Public IP address of the newly created EC2   instance",
 "Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }
 }
 }
 }



            

            
        
    
        

                            
                    Template deployment

                
            
            
                
Now, let's look at how we can deploy the template through the console. Follow these steps to get started:


	We need to navigate to the CloudFormation management console and click on the Create new stack button:








	We need to upload a template to Amazon S3 and select the file from the samples provided by clicking Choose file, selecting the file, and then clicking Next:






	In the Specify Details section, we will be required to name the stack and specify the parameters that are defined in the template. We will need to select an instance type from the list and an EC2 key pair from any of our existing key pairs and then click Next:






	In the Options section, we have the ability to add tags to the stack. Adding tags is highly recommended so that we can easily identify the resources that have been created by the stack when browsing other management consoles. Optionally, we can also assign a role that CloudFormation will use to create these resources:






	When running fully automated template deployments, rollback triggers are an important part of the configuration as they can automatically help us to determine whether the application has been deployed successfully or not. Additionally, we can also set advanced options for our stack like a stack policy that can help us to secure the stack. Once we are done with these settings, we can click Next:






	We are presented with a review window in which we can verify our selections and configurations of the CloudFormation stack. We are presented with the template URL and the details from the second step:






	We are also met with options such as tags and rollback that we configured in the previous step. Once we are happy with these selections, we can click Create to initiate the creation of the stack:










	The stack will start to be created and will initially be seen with a status of CREATE_IN_PROGRESS:






	After stack creation completes, we will see the status change to CREATE_COMPLETE. We can click on the stack and then select the Outputs tab on the bottom. Here, we have the instance ID and the IP address to which we can now test our SSH connection to:






	To connect to the IP, use your favorite SSH client with your ssh key. To verify that the instance's public IP address is really the one we want to connect to, you can run the following command, which looks up the public IP from an external service:



curl https://ipinfo.io/ip

Let's look at the following output:



Our stack was successfully deployed and our instance is running. We were able to connect to the instance because a security group allowing SSH was created by the template and the SSH key that we specified in the template creation process was added to this instance. 



            

            
        
    
        

                            
                    Summary

                
            
            
                
CloudFormation is the perfect tool when we need to automate our AWS environment. This service enables us to implement an infrastructure as code approach to our AWS deployments and deliver the applications that are running in AWS in a much more automated fashion. In this chapter, we took a look at the elements of CloudFormation and the way it works and we took a detailed look at a sample template and the procedure to deploy the template. The next chapter will help us understand how OpsWorks comes in handy when we do not have a complete control of our environment.



            

            
        
    
        

                            
                    Questions

                
            
            
                

	What is an environment deployed in CloudFormation called?

	What notation formats are supported in CloudFormation templates?

	When designing a CloudFormation, we need to restrict the users to just a few images that can be used with the template. Which section of the template can help us achieve this?




	We would like to see the URL of the load balancer when stack creation completes. Which section of the template can help us achieve this?

	We have deployed a stack with a VPC, Security Groups, EC2 instances, and an RDS instance in a Multi-AZ configuration. The stack keeps failing after it starts. What could be the reason for this failure?

	You are tasked with designing a three-tiered application where each tier is designed and managed by a separate team. A network team is responsible for providing connectivity for the application. What design approach would you use in CloudFormation to separate the duties and responsibilities between the teams and how?

	You have just joined a DevOps team where you are responsible for the infrastructure. You are shown some automated and manual processes that need to run to deliver the infrastructure for a new deployment. The automated processes are focused around the deployment of the application and the manual processes are AWS CLI commands that need to be run to provide the instances to install to. How could you improve this process?





            

            
        
    
        

                            
                    Further reading

                
            
            
                

	CloudFormation Documentation: https://docs.aws.amazon.com/cloudformation/index.html#lang/en_us

	CloudFormation Templates: https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html

	Cloudformation Designer: https://console.aws.amazon.com/cloudformation/designer

	CloudFormation Stacks: https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html

	CloudFormation Samples: https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/sample-templates-services-us-west-2.html

	CloudFormation DependsOn Attribute: https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-attribute-dependson.html

	CloudFormation Stack States: https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-describing-stacks.html

	CloudFormation Rollback Triggers: https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-rollback-triggers.html





            

            
        
    
        

                            
                    Cloud Orchestration with OpsWorks

                
            
            
                
Both Elastic Beanstalk and CloudFormation can orchestrate and automate the complete deployment of an application within AWS and deliver changes to existing applications through a redeployment. These two solutions are handy, but don't give us complete control of our environment. For example, neither of these solutions are effective when running legacy systems, where redeploying is not an option, or running hybrid environments both in AWS and on-premises. This is where OpsWorks comes in.

The following topics will be covered in this chapter:


	Introduction to OpsWorks

	How OpsWorks works 

	Components of OpsWorks





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
A basic understanding of enterprise orchestration and automation is required to get the most out of this topic. Additional familiarity with the operational aspects of the Chef and Puppet open source orchestration environments is beneficial.







            

            
        
    
        

                            
                    Introduction to OpsWorks

                
            
            
                
When there's a requirement for orchestration and automation that goes beyond what Elastic Beanstalk or CloudFormation can offer, then AWS OpsWorks is the right solution to choose. OpsWorks is a highly available, highly scalable, fully managed configuration management service that delivers a cloud-based Puppet Enterprise or Chef Automate environment. OpsWorks takes care of the installation, scaling, and high availability of the solution while we maintain the same level of access as with a standalone installation of either Chef or Puppet.

With OpsWorks, we get complete control within our operating system. We can control any aspect of the configuration, including the following:


	Software, patch, and update installation

	Controlling system configurations and operating system settings

	Running scripts and applications

	Performing regular maintenance jobs

	Modifying files



Essentially, we are able to control any aspect of the operating system with changes ranging from a few characters in a file to a completely automated install and configuring tasks.



            

            
        
    
        

                            
                    OpsWorks examples

                
            
            
                
Some typical examples that we should consider when using OpsWorks are as follows:


	Legacy applications where a redeployment is not an option

	Hybrid environments where we need unified control of both AWS and on-premise resources

	Compliance with a certain configuration

	Large clusters with a lot of small dynamic changes

	Updating and patching fleets of servers

	Migrating existing Chef or Puppet environments to a managed solution







            

            
        
    
        

                            
                    Legacy applications

                
            
            
                
Migrating a legacy application to the cloud is just a part of the challenge. Making sure that the application is performing well and that the operating system is patched and secured is another part. With OpsWorks, we can install the appropriate agent on a server running a legacy application and include the legacy server in our automated maintenance, updating, and patching scenarios. OpsWorks can simplify the way we manage legacy applications and help to bring them into the 21st century.



            

            
        
    
        

                            
                    Hybrid environments

                
            
            
                
With OpsWorks, we have the ability to control any operating system, regardless of where it is running. We can install the agents on both the AWS instances as well as on-premise virtual and physical servers. With OpsWorks, we gain a single point of management for both our cloud and on-premise servers and are able to ensure that the complete hybrid environment is managed in a unified manner.



            

            
        
    
        

                            
                    Compliance

                
            
            
                
OpsWorks can be used as a compliance tool. We can use OpsWorks to continuously monitor and maintain the configuration of our servers. Whenever a server that does not have the correct configuration is detected, the server can be automatically brought back to the baseline. For example, when an administrator opens a port on a server manually that should not have been open, the OpsWorks solution can detect this change and apply the correct configuration on the server.



            

            
        
    
        

                            
                    Clusters with small dynamic changes

                
            
            
                
When we are running clusters where a high number of dynamic changes are required, we would have a lot of difficulty achieving this by just using CloudFormation. With CloudFormation, we would need to redeploy the instances with even minor changes to the configuration, while the same can be achieved on a running instance with OpsWorks. For example, when deploying an application with a DevOps process with extremely high velocity, there is a possibility that we will be performing a deployment multiple times per day. When such a high frequency of deployments is required, OpsWorks can be a great solution as it can manage and update an existing environment without a requirement for redeploying.







            

            
        
    
        

                            
                    Updating and patching

                
            
            
                
Updating and patching are one of the most important security aspects of modern operating systems and application platforms. Almost every major breach that has been announced in recent years has happened due to environments that were not patched or were patched too late to prevent the attack. Exploiting known vulnerabilities has been proven as the easiest and most effective way for an unauthorized actor to enter our environment. OpsWorks is a great solution for operational tasks that can help us to update and patch a variety of operating systems and all of the applications running on top of these operating systems. 



            

            
        
    
        

                            
                    Migration of Chef or Puppet

                
            
            
                
OpsWorks is the right choice when running an existing installation of Chef or Puppet configuration management, and the business driver for cloud adoption identifies the need to reduce management overhead. OpsWorks gives us the exact same level of access and control to a Chef or Puppet environment as a standalone installation would. The OpsWorks solution is fully managed, which means that we will never need to worry about making sure that the Chef or Puppet environment is running, making it highly available, scaling it, and keeping it patched and updated. All of this is taken care of by AWS. We do, however, have the option to fully customize and tune the Chef or Puppet solution within OpsWorks so that we can extract all of the power we require from our chosen configuration management tool.



            

            
        
    
        

                            
                    How OpsWorks works

                
            
            
                
OpsWorks is a system that essentially takes care of installing and running a selected orchestration environment for us. Once we have selected our solution, we need to install and configure the correct agent or client on the operating system that will be managed by OpsWorks. We can introduce the client straight away to the AMI for any newly created EC2 instances that we deploy. We can also retrieve downloadable installer packages and install the agent or client of existing EC2 instances or on-premise virtual and physical servers. Once the operating system starts, the agent or client will be connected to the centralized configuration management environment and changes can be applied. 

At the time of writing, two options exist when configuring an OpsWorks cluster:


	AWS OpsWorks for Chef Automate

	AWS OpsWorks for Puppet Enterprise





            

            
        
    
        

                            
                    AWS OpsWorks for Chef Automate

                
            
            
                
OpsWorks for Chef Automate lets us install and run Chef Automate servers in our AWS account. The installation is completed in minutes and the system is fully usable and configurable from that point on. When running OpsWorks for Chef Automate, we will need to install chef-client on the servers and instances that we want to manage. Chef uses a push-based approach where the instances running chef-client register to the server, but no configuration is sent to the client until a recipe is applied to the group the instances belong to. Once we apply a configuration, the server pushes these changes to the clients.



            

            
        
    
        

                            
                    AWS OpsWorks for Puppet Enterprise

                
            
            
                
OpsWorks for Puppet Enterprise lets us install and run Puppet Enterprise servers in our AWS account. Like with Chef, the installation is completed in minutes and the system is fully usable and configurable from that point on. When running OpsWorks for Puppet Enterprise, we will need to install puppet-agent on the servers and instances that we want to manage. Puppet uses a pull-based approach where the instances that are running puppet-agent register to the server and continuously poll the Puppet master server for any changes that need to be applied. These changes are stored in Puppet modules that we can write and store on the Puppet master. This is a really good approach when we need to make sure that a configuration is maintained because of compliance as the system has been designed so that the instances and servers initiate the checks and essentially manage themselves.



            

            
        
    
        

                            
                    Components of OpsWorks

                
            
            
                
When running cloud environments, we usually group resources together in groups that represent an application or another logical grouping. As with CloudFormation, the resources that are logically bound to one another and will be managed as a single entity are grouped together in stacks. Each stack can have multiple layers representing the logical separation of a function within a stack. Within layers, we will find instances that represent computing resources that are managed by OpsWorks. Instances run apps, which are representations of applications, patches, and other software that we apply to the instances. We maintain the configuration of the server by using Cookbooks, Recipes, Manifests, and Modules. A complete architecture of the OpsWorks environment is represented in the following diagram:
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A stack is a connected set of resources within an OpsWorks environment. We would create stacks to logically group together resources belonging to a certain application or another logical grouping. We would typically allow stacks to be provisioned and managed as a whole unit, but we can logically separate the functional parts of a stack into layers. A stack is required to have at least one layer.

An example of a stack that would manage a three-tier application would contain the following:


	A load balancer server recipe or manifest

	A web frontend server recipe or manifest

	A database server recipe or manifest



We would usually group the applications into stacks according to the purpose they serve, so we would typically find a development stack, a testing stack, and staging and production stacks being managed for one application within an OpsWorks environment.

We can also use stacks when performing blue/green deployments to update our application. Any existing stack can easily be cloned to a new stack, and a DNS switch-over can be performed to swap the environment URLs from the blue to the green environment, as represented in the following diagram:









            

            
        
    
        

                            
                    Layers

                
            
            
                
Layers represent a functional part of an application. For our three-tier application, the stack would have the following three layers:


	A load balancer layer

	A web frontend layer

	A database layer



Each layer is required to have an instance assigned to it, and each instance is required to be a part of one or multiple layers within OpsWorks. We can assign an instance to multiple layers to reduce the cost of the service we are running. For example, in a development stack, we might assign only one instance to all of the layers as the software development process would only require a functional environment, not a complete replica of the production setup.



            

            
        
    
        

                            
                    Service layers

                
            
            
                
In AWS, there are, of course, managed services within the infrastructure. This is why service layers were introduced. Service layers differ slightly from OpsWorks layers in the sense that there are no instances with agents within a service layer, but rather other AWS services, including the following:


	Elastic load balancing layer

	Amazon RDS service layer

	ECS cluster layers

	Custom layers



All of these can be used to extend the functionality of the OpsWorks environment to include AWS resources as layered representations. A typical representation of a mix of service and OpsWorks layers in the management console would look similar to the representation that's displayed in the following diagram:





            

            
        
    
        

                            
                    Instances

                
            
            
                
Instances represent our server computing resources. An instance can run any supported Linux or Windows operating system, must run a chef-client or puppet-agent, and can reside either in AWS or on-premise. Once an instance starts, the agent or client will register to the centralized management and poll for changes (in case of puppet-agent) or wait for changes to be pushed to it (in the case of chef-client). Instances must be a member of at least one OpsWorks layer to be able to be controlled by OpsWorks.



            

            
        
    
        

                            
                    Apps

                
            
            
                
Any applications, patches, and updates that we would like to apply to our instances within a layer of a stack are represented as apps. An app needs to be delivered from a repository such as an S3 bucket or Git. Once we have published an app in the repository, it can be applied to a layer. Once an app has been assigned to a layer, each instance that becomes a member of a layer will have all of the layers apps automatically installed.

Each app is composed of the following sections:


	Settings: This represents the name of the app and its document structure.

	Application Source: This represents the sources for the installation of applications, such as repositories and bundles that need to be made accessible to the instances that are managed by OpsWorks.

	Data Sources: These represent databases that need to be attached to the application if required.

	Environment Variables: These represent application-specific variables that can be passed into the instance upon deployment of the application.

	Domain and SSL Settings: These represent domain and SSL certificates that are being configured on the instance.





            

            
        
    
        

                            
                    Cookbooks, recipes, manifests, and modules

                
            
            
                
To control the configurations of our instances and on-premise servers within an OpsWorks environment, we will be using standard Chef Automate Cookbooks and Puppet Enterprise Manifests. Cookbooks contain recipes, whereas manifests contain modules. We can use both the official cookbooks from the Chef Supermarket and manifests from the puppet main manifest, or we can enable the use of custom cookbooks and manifests from any compatible versioned repository. Recipes and modules can be executed as follows:


	Automatically, during a stack's life cycle events

	Automatically on a schedule

	Manually





            

            
        
    
        

                            
                    Life cycle events

                
            
            
                
Within each layer, the following life cycle events can be triggered:


	Setup: Once the instance starts and the agent or client reports to the server, the setup event runs the recopies or modules that configure the instance to the base specification of the layer.

	Configure: A configure event occurs whenever an instance is added or removed from a layer or whenever network interfaces or load balancers are connected to the layer.

	Deploy: Whenever a deployment of an application is initiated, the deployed life cycle event will pick up the recopies or modules that need to be executed on the instances. We can use deploy to update our software or patch our servers.

	Undeploy: We can use undeploy to remove an application or roll back changes that have been made by a deploy operation.

	Shutdown: The shutdown life cycle event is triggered upon shutdown of an instance. This gives the instance time to leave a cluster, record any data, or transfer any logs to an external source before it is terminated.







            

            
        
    
        

                            
                    Timed and manual deployments

                
            
            
                
We can also run recipes or manifests on a schedule. We can always configure the server to apply certain configurations on a timely basis. This is a very good option if we have the need to maintain a configuration over time due to compliance requirements, laws, or regulations. We can prevent the configuration from straying from the baseline by continuously passing the recipe or manifest that handles the base configuration to the servers so that if any changes that are not compliant have been made, the system can easily be made compliant again.

If required, OpsWorks also gives us the ability to easily run a certain recipe or manifest manually from the management console, the CLI, or the SDK.



            

            
        
    
        

                            
                    Summary

                
            
            
                
OpsWorks is a great solution when we require full control of our environments at all times. OpsWorks is fully compatible with Chef Automate cookbooks and recipes and Puppet Enterprise manifests and modules. The solution is fully managed, but also supports full customization as we are able to configure each and every aspect of the service to get the most out of the product. In this chapter, we have taken a look at the structure of the OpsWorks system and learned a bit about what each functional component of OpsWorks represents. The next chapter mainly deals with the tips and tricks we can use to prepare and pass the AWS Certified SysOps Administrator – Associate exam.
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	True or false: OpsWorks is a configuration management tool that supports Chef Automate and Puppet Enterprise and allows us to control our instances running in AWS.

	True or false: OpsWorks supports both OpsWorks and Service layers to provide the capability to use both EC2 instances and other AWS services from the same stack.

	When running OpsWorks, which component can we use to install applications to instances within a stack?

	You have a multi-tier application. How would you separate the functional aspects of this application within OpsWorks?




	Your development environment is deemed a success and you wish to create four similar environments (test, QA, staging, and production) based on the settings and characteristics of the development stack. What is the easiest way to do that in OpsWorks?

	You have a requirement to maintain a configuration across time on a certain set of instances due to compliance reasons. How would you go about automating the compliance requirements with OpsWorks?

	You are running an application with infrequent heavy changes being delivered to the instances that are running in AWS. You are currently using a manual process with an AWS CLI script and a JSON input file to create and deploy a new AMI and then deploy the new instances and terminate the old instances. There is a need to automate the deployment with a CI server that can generate the JSON input file automatically. What would be a good solution to implement in this scenario and why?





            

            
        
    
        

                            
                    Further reading

                
            
            
                

	OpsWorks Documentation: https://docs.aws.amazon.com/opsworks/latest/userguide/welcome.html

	OpsWorks fro Puppet: https://docs.aws.amazon.com/opsworks/latest/userguide/welcome_opspup.html

	OpsWorks for Chef: https://docs.aws.amazon.com/opsworks/latest/userguide/welcome_opscm.html

	OpsWorks Components: https://docs.aws.amazon.com/opsworks/latest/userguide/welcome_classic.html

	Chef Automate Open Source: https://docs.chef.io/chef_automate.html

	Puppet Open Source: https://puppet.com/docs





            

            
        
    
        

                            
                    Exam Tips and Tricks

                
            
            
                
This chapter is intended to provide a deeper understanding of what the AWS Certified SysOps Administrator – Associate exam is and how to prepare to pass the exam.

The following topics will be covered in this chapter:


	Introduction

	Monitoring metrics and managing cost

	High availability and scaling

	Analysis of your AWS environment

	Deployment and provisioning

	Data management

	Security

	Networking





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
In this chapter, we'll be broadly discussing the complete scope of AWS technologies that we described in the previous chapters and what to look out for when taking the exam. To get the most benefit out of this chapter, it's recommended to read through and understand the topics from all of the previous chapters of this book. 







            

            
        
    
        

                            
                    Introduction

                
            
            
                
As you have seen from the content of this book and the exam blueprint, a broad range of knowledge is required to pass the AWS Certified SysOps Administrator – Associate exam. AWS recommends that anyone attempting to pass the exam have at least one year experience working with AWS. In my own opinion, that's a reasonable requirement, but due to the broad range of topics that we have covered, anyone working with AWS for one year might not even scratch the surface.

Due to different business drivers for cloud adoption, some SysOps engineers might be highly proficient in EC2, RDS, S3, load balancing, VPCs, and other network components, but due to the nature of the applications they maintain in AWS, they might have never even touched any of the serverless technologies. Quite the opposite might occur on the other side, where the business driver is getting rid of servers—anyone who is highly proficient in building and operating serverless solutions might struggle with EC2. I have even seen examples of hardcore OpsWorks/Chef engineers with several years of experience struggle with the SysOps topics just because they weren't familiar with all of the AWS offerings that are covered in the exam.

The reason why I'm stressing this is not to put you off or make you feel like the exam will be difficult. Rather, I would like to make everyone reading this book understand that it is highly likely that you will find that you have strengths and weaknesses when it comes to your knowledge of AWS, and that's due to the fact that not everyone is going to be equally exposed to these technologies.

However, the exam does take this into account somewhat. You shouldn't be expecting the questions to be very specific. The questions will be focused on revealing whether you have enough of a broad understanding of the technologies in AWS, whether you know what the best practices are and how to apply them to the configurations in AWS, and whether you are able to identify the technology based on its description or vice versa.

My recommendation to you is to identify the strengths, level of understanding, and weaknesses that you may have in your knowledge and understanding of the topics that were covered in this book. Once you have identified your level of knowledge and understanding for each topic, then make sure that you also have enough hands-on experience. Whether it is through daily tasks at work or by experimenting with a free-tier account, make sure that you are actually working with these solutions. There is no book, no exam guide, no sample question set—not one thing that can replace the experience and the time you spend actually working with the technologies covered in this book. 

If I had to choose one piece of advice among everything, I would sum it up in three words: experiment, experiment, and experiment!





            

            
        
    
        

                            
                    Monitoring metrics and managing cost

                
            
            
                
The exam covers different domains of knowledge and the first one focuses on testing your understanding of how to monitor your environment and manage costs in your environment. This section will look at your ability to understand the CloudWatch monitoring environment and what kinds of metrics and logs it can store and display in the management console. There are several crucial aspects to remember about CloudWatch:


	By default, there's no cost associated with the metrics unless you enable detailed monitoring.

	You can deliver any kind of custom metrics to CloudWatch with detailed monitoring down to one second.

	CloudWatch doesn't have access to the EC2 operating system, meaning that any metrics or logs that can't be collected by the hypervisor require the delivery of custom metrics or the use of the CloudWatch agent to stream logs.

	Remember, you can always deliver logs either to CloudWatch or store them in S3 

	Tagging is very useful when monitoring as it can help analyze metrics from several different services in one visualization.



To test your understanding of how to understand and control costs in AWS, the exam will probe your general understanding of how billing works in AWS and what the cost structure of services in AWS is. You should be able to demonstrate a fairly high level of understanding of costs—for example, whether it is cheaper to store files on S3 or EBS. There are several crucial aspects to remember about cost management: 


	Make sure you understand which services are charged on what kind of use. Some services have charges for provisioned resources, some for requests, some for the amount or time consumed, and so on.

	CloudWatch billing alarms can help with controlling costs and projecting usage amounts.

	Consolidated billing is the right approach when you need to centralize billing for several AWS accounts.

	Read the questions carefully and look for the crucial metric that would cause one service to be more expensive than the other—be it the number of requests, the size of the data, whether the data is being sent in out of AWS, are we crossing regions, and so on.







            

            
        
    
        

                            
                    High availability and scaling

                
            
            
                
In the high availability and scaling section of the exam, you can expect questions that will test how well you understand the AWS architecture and how to make sure that the services are highly available and scalable within the scope of AWS. Make sure not to forget that some services are highly available and/or scalable by default, while some will take some architecting to achieve that. There are several crucial aspects about high availability and scaling that you should remember: 


	Make sure you understand high availability across availability zones and regions.

	Understand what can impact the availability for an availability zone or a region.

	Make sure you know how to make a VPC and its components highly available.

	Understand the high availability and scaling of EC2 and RDS instances.

	Familiarize yourself with the SLA, that is, the availability and scaling of managed services in AWS.

	Explore the AWS disaster recovery scenarios.

	Understand how to use ELB, Autoscaling, CloudWatch, and Route 53 for high availability.





            

            
        
    
        

                            
                    Analysis of your AWS environment

                
            
            
                
Once crucial aspect of every SysOps engineer's job is understanding the environment that they operate on. AWS wants you to be able to understand how your application behaves and be able to analyse and detect when your environment is operating out of bounds. You will be thoroughly tested on this topic and it should not be taken for granted. When preparing for the exam, crucial aspects to take a look at would be as follows:


	Make sure you know how to read metrics and understand what each metric is telling you about the state of your environment

	Make sure you understand the soft and hard limits that are put on AWS services

	Make sure you understand how to collect logs and diagnostic data when an issue is present

	Understand how to analyze trends in AWS 









            

            
        
    
        

                            
                    Deployment and provisioning

                
            
            
                
Another crucial part of the operation team's job is being able to deploy and provision resources in a timely and correct manner. In AWS, there are several technologies that can help you provision resources and deploy applications and that provide you with complete control of the infrastructure components. The exam will test your knowledge of deployment and provisioning practices and will try to determine whether you are able to identify the right solution to use for the right type of application. Sometimes, the driver for selecting a certain tool would also be what the enterprise is currently using or the need to reduce the management overhead, increase automation, or integrate with other environments. Crucial aspects to remember about deployment and provisioning would be as follows:


	Understand the differences between Elastic Beanstalk, CloudFormation, and OpsWorks

	Understand the basic practices that are used in cloud and on-premise orchestration

	Make sure you are able to select the right solution—the cheapest, easiest, or most compatible with the current setup





            

            
        
    
        

                            
                    Data management

                
            
            
                
Managing data is also usually part of an operation team's responsibilities. Being able to identify the correct solution to store the data that will be the most efficient as far as costs and resource usage is concerned is a crucial part of this domain of the exam. On top of that, you need to learn about the backup strategies for each data type, the approaches to life cycling, and making sure that the data residing on a certain data store is compliant with regulations and laws. When preparing for this domain, keep the following points in mind:


	Understand the different data types and the data stores that are available in AWS for each data type

	Be able to differentiate between S3, S3-IA, S3-RRS, Glacier, instance store, EBS, and EFS

	When to upload and when to use Snowball/Snowmobile

	Use AWS built-in tools and external tools/scripts to backup and snapshot EC2 and RDS instances and other AWS services

	Understand compliance with availability, durability, regional compliance, and data sovereignty 





            

            
        
    
        

                            
                    Security

                
            
            
                
Security is possibly the most discussed topic as far as the cloud is concerned. Whether it is about securing your services on the network, making sure your applications are secure, encrypting your data or securing your users—when it comes to cloud, it always seems to be discussed with caution. We have learned that we are able to secure our cloud-based applications to the same or higher level as our on-premise systems. When being tested on your knowledge of security in AWS, you should remember these key points: 


	Always apply permissions with the least privilege approach by only giving the permissions that are necessary to perform a task.

	Prefer applying IAM policies to groups rather than individual users.

	Use roles when automating access to AWS on your EC2 instances, Lambda functions, and so on.

	Remember that access can be granted to other accounts with cross-account roles.

	Remember the limitations of IAM.

	When you see high numbers of users, federation is the correct approach.

	Differentiate between the AssumeRole and AssumeRoleWithWebIdentity operations.

	You can federate IAM with LDAP, but sometimes a LDAP replica in AWS is the right option.

	Understand encryption in transit and encryption at rest in AWS. Understand which service provides which type of encryption and what protocol or encryption mechanism it uses.





            

            
        
    
        

                            
                    Networking

                
            
            
                
As networking is essentially a basic component of modern distributed computing and the internet, anyone operating any kind of system in AWS will have to understand networking. You don't need to be a core engineer to be able to work with AWS, but you do need to have some basic understanding of the way networking works. The exam will test your knowledge of AWS networking solutions such as the VPC, subnets, NACLs, Security Groups, internet gateways, VPN gateways, NAT instances, Direct Connect, and VPC peering. However, you should not forget that all of these were initially designed on IPv4, so being able to understand how IPv4 works is crucial. When preparing for the exam, make sure to brush up on the following topics:


	Understanding IP address assignment, DHCP, DNS, name resolution, and routing

	How to design VPCs and the CIDR notation that's used in VPCs, subnets, and security rules

	How to mange subnet security with NACLs and instance security with security groups, allowing and blocking access, stateless NACLs versus stateful security groups, and so on

	Connectivity options in AWS—how to connect to the internet and to on-premise

	Service ceilings for network components

	Remember that VPN automatically encrypts traffic in transit with IPSec





            

            
        
    
        

                            
                    Summary

                
            
            
                
In this chapter, we have given a brief overview of the seven domains in the AWS Certified SysOps Administrator – Associate exam. This chapter included some recommendations on what to be mindful of when preparing for the exam and what key points to remember when going in to the exam. Before attempting to pass the AWS Certified SysOps Administrator – Associate exam, make sure that you understand the broad range of services that are covered in this exam. Also, make sure that you get some hands on experience with the services as nothing can replace the time and effort spent working with the environment. Once you feel prepared to take on the challenge, take a look at the mock tests that are provided in this book in the next chapter. On the day of the exam, don't forget that you have enough time to read the questions carefully, so take your time and keep calm! Good luck!



            

            
        
    
        

                            
                    Further reading

                
            
            
                

	The SysOps Exam Blueprint: https://aws.amazon.com/certification/certified-sysops-admin-associate/

	Exam Prep Guide: https://d1.awsstatic.com/training-and-certification/docs-sysops-associate/AWS%20Certified%20SysOps%20-%20Associate_Exam%20Guide_Sep18.pdf

	Official Sample Questions: http://awstrainingandcertification.s3.amazonaws.com/production/AWS_certified_sysops_associate_examsample.pdf





            

            
        
    
        

                            
                    Mock Tests

                
            
            
                
This chapter contains two mock tests that simulate a real AWS Certified SysOps Administrator-Associate certification test with mock questions. This chapter provides an easy way to test your knowledge. Each mock test contains 60 questions. Readers should try to complete a mock test in 90 minutes and achieve a score of 80% or above before attempting to take the AWS Certified SysOps Administrator-Associate certification exam.



            

            
        
    
        

                            
                    Mock test 1

                
            
            
                

	You have spun up an EC2 Linux instance with an instance storage root volume. You also attached an EBS for the database. When you stop the instances, what happens to the data on the root volume?



A. When we stop the instance, the data on the root volume will be deleted.

B. When we stop the instance, the data on the root volume is copied to the EBS volume.

C. When we stop the instance, the data on the root volume is automatically saved as an EBS snapshot.

D. When we stop the instance, the data on the root volume will be available again only after we start the same exact EC2 instance ID.


	You are running a Linux EC2 instance and need to determine the public IP addresses from the operating system. How can that be done?



A. Use the AWS CLI to query CloudWatch for the IPAddr metric.

B. Use the ifconfig command in the operating system.

C. It is not possible to determine the public IP from the operating system, as it is assigned on the router.

D. Use curl to read the local instance metadata.


	You have created an ELB, an EC2 Auto Scaling cluster, and an ELB health check for the /healthcheck.php page. Due to a traffic increase, your application is scaling out, but all new instances are showing as unhealthy in the ELB health check. You don't want to run unhealthy instances in your cluster, but they are not being terminated automatically. You are at your Auto Scaling maximum and need to take action quickly. How can you ensure that any unhealthy EC2 instances are terminated and replaced with healthy ones?



A. Check the thresholds of the Auto Scaling group health check.

B. Check the load balancing health check page on the instances.

C. Raise the health check interval set on the ELB.

D. Set up a new health check on the ELB with TCP checks.


	You need to migrate an EC2 Linux instance with a root EBS volume containing a database from one Availability Zone (AZ) to another. What would be the right approach to perform this action?



A. Shut down the instance. Create a new volume in the other AZ. Specify the EC2 instance's volume as the origin. Start the instance in the new AZ with the new volume.

B. Create a snapshot of the instance. Use the c2-migrate-volume command to move the EBS volume to the other AZ. Start an instance from the copied volume.

C. Shut down the instance. Create an AMI from the instance. Start a new instance from the AMI in the other AZ.

D. Shut down the instance. Detach the volume. Attach it to any other EC2 instance in the other AZ.




	You decide to design a VPC. Which options would not be available for your subnets? Choose all that apply:



A. You will be able to map one subnet to one AZ.

B. You can assign a CIDR as small as /28 to the subnet.

C. You don't need routing for the private subnet, as the internet is available by default.

D. Routing between all subnets in a VPC is enabled by default.

E. You will be able to map one subnet to two AZs for high availability.


	You are running a stateless application on one EC2 c5-8xlarge instance. When traffic increases, the application stops responding. You store the state of the application in a DynamoDB table that is always below the provisioned RCUs and WCUs. How could you fix this issue?



A. Create an ELB. Create an Auto Scaling group that adds another c5-8xlarge instance when the load is high.

B. The instance needs to be in the same AZ as the DynamoDB table.

C. Cache the database queries in ElastiCache.

D. Move the database from DynamoDB to RDS MySQL in a Multi-AZ configuration.


	You are automating database backup and recovery activities. You would like to use as many AWS-managed solutions as you can, but could use AWS CLI and scripts to do the rest. Identify the task that is best performed by a script:



A. Regularly creating and rotating EBS snapshots

B. Regularly creating and rotating RDS snapshots

C. Regularly detecting and stopping unused or underutilized EC2 instances

D. Regularly attaching elastic IP addresses to EC2 instances




	Your physical security system has a video component that produces hundreds of video files on-premises every day with a total size of around 300 GB. The files need to be uploaded to Amazon S3 every night in a fixed time window between 1 a.m. and 5 a.m., but the upload takes over 8 hours. The upload is consuming less than a quarter of the available bandwidth. What needs to be done to make sure the files are uploaded during the time window?



A. Add a VGW and create a VPN connection to increase your network performance.

B. Upload the files in parallel to S3.

C. Compress the files into a single archive – this will reduce the size of the upload and make it run faster.

D. Use AWS Snowball for this operation on a weekly basis.


	You need to point your domain's zone apex FQDN (for example, www.markocloud.com) to an application sitting behind an ELB. Which option should you choose?



A. Use an Amazon Route 53 Alias record.

B. Use an Amazon Route 53 PTR record.

C. Use an Amazon Route 53 CNAME record.

D. Use an Amazon Route 53 A record.


	You need to design a bastion or jump instance. The requirement is that you set up a Windows instance with RDS enabled. Once logged into the instance, you will be able to use PuTTY to SSH to the hosts running in EC2. You need to make sure the instance can be recovered if it fails automatically:



A. Run two bastion instances, one in each AZ for redundancy.

B. Run the bastion on an active instance in one AZ and have an AMI ready to boot up in the event of failure.

C. Configure the bastion instance in an Auto Scaling group. Specify the Auto Scaling group to include multiple AZs, but have a min-size of 1 and max-size of 1.

D. Configure an ELB in front of a single bastion instance.






	You are migrating an on-premises application deployed with Chef Automation to AWS. What would be the approach that would have the least management overhead?



A. Use OpsWorks to deploy the application in a new stack with the existing chef recipes.

B. Use Elastic Beanstalk's Chef import feature to import the configuration into a new environment.

C. Deploy a Linux instance and install Chef community on EC2. Import your Chef recipes to the newly deployed Chef server.

D. Deploy a Linux instance and install Chef community on EC2. Use the AWS CLI to automate the deployment.


	Which of the following are true regarding Amazon S3? Choose two:



A. Objects are directly accessible via a URL.

B. S3 is the perfect data-store for a relational database.

C. Objects stored in S3 can have unlimited size.

D. You can store an unlimited number of objects in S3.

E. Provisioned IOPS is a feature of S3.


	You are inserting costume metrics into CloudWatch from an EC2 instance. You need to assign permissions to the EC2 instance to be able to write to CloudWatch. Which approach would be correct?



A. Create an IAM role and assign the role to the instance.

B. Create an IAM user and inject the user's credentials into the instance metadata.

C. Create an IAM policy and assign the policy to the instance.

D. Create an IAM user and use the /root/.aws/credentials file to allow the instance to use the correct credentials for CloudWatch.




	Which AWS allows you to create a daily backup that can be maintained for up to 35 days?



A. S3 Standard

B. RDS

C. EBS

D. S3 RRS


	What is an EC2 placement group?



A. A cluster of Auto Scaling groups that can communicate with high bandwidth and low latency

B. A cluster of EC2 instances that can communicate with high bandwidth and low latency

C. A cluster of ELBs that can communicate with high bandwidth and low latency

D. A cluster of CloudFront edge locations that can communicate with high bandwidth and low latency


	Your application creates daily DynamoDB tables in multiple AWS regions. You are required to maintain watch over the tables and be able to create a daily report of the total number of throttled requests for your application. What is the correct way to do this?



A. Use AWS CLI to retrieve metrics from DynamoDB. Pool the data into an CSV file and import the custom metrics into a custom dashboard in CloudWatch.

B. Use SNMP to retrieve metrics from DynamoDB. Pool the data into your SNMP server, extract the data in a text file, and import the custom metrics into a custom dashboard in CloudWatch.

C. Tag your DynamoDB tables and use the tag as the dimension for a custom dashboard in CloudWatch.

D. Attach a CloudWatch agent to DynamoDB and use the agent data as the dimension for a custom dashboard in CloudWatch.


	You are operating an Auto Scaling chat application in AWS behind a load balancer. Each instance is able to handle the load of approximately 100,000 users. Your application has steadily grown to almost a million users. Your company has secured VC funding and is rolling out a huge marketing campaign in one week's time. You are expecting the application to go viral after this. The marketing projections show that you have so far had about 8% engagement and the marketing has been sent out to the whole US. You estimate that you might need anything up to 300 instances to be able to handle traffic . What should you do to avoid potential service disruptions during the ramp up in traffic?



A. Make sure to get 300 Elastic IP addresses.

B. Check the service limits in EC2 and request a limit increase if necessary.

C. In Auto Scaling group, set a maximum of 300 instances a few minutes prior to the launch of the marketing campaign.

D. In Auto Scaling group, set a desired number of 300 instances an hour prior to the launch of the marketing campaign.


	You have a VPC. It has one internet gateway and one ELB. You have created two private and two public subnets in two availability zones. You have an Auto Scaling group of EC2 instances with half the instances in each of the public subnets. You have a MySQL RDS instance deployed in Multi-AZ mode in the private subnets. What else do you need to add to make this architecture highly available?



A. Nothing.

B. Attach a second internet gateway to the VPC.

C. Attach a second Elastic Load Balancer to the Auto Scaling group.

D. Attach a second Multi-AZ RDS and configure synchronous replication, as Multi-AZ is asynchronous.






	Your cloud adoption business driver is access to programmable infrastructure. You have been tasked to develop an Infrastructure as Code (IaC) strategy for your company that would enable you to deploy the development, test, QA, and production environments from the same Infrastructure as Code document. Which approach addresses this requirement?



A. Deploy an OpsWorks server into EC2. Use environment tags, such as development and test, to identify the environments and store the IaC document in the tag. Use the OpsWorks server to manage your EC2 instances.

B. Deploy your servers manually. Use environment tags such as development and test to identify the environment and store the IaC document in the tag. Use the tags to deploy and manage your infrastructure.

C. Use Elastic Beanstalk. Store the IaC document in Git. Deploy and manage your EC2 instances with Elastic Beanstalk.

D. Use CloudFormation. Store the IaC document in Git. Deploy and manage your EC2 instances with CloudFormation.


	Your development team needs to deliver infrastructure for an application that can receive up to millions of messages per second and process them at a regular pace. EC2 will be used to run the application that will process the messages and SQS will be the receiver. You want to ensure your application has sufficient bandwidth to be able to receive the messages and process them as the numbers of messages increase. Which of the following should you do?



A. Make sure the EC instances are connected behind an Elastic Load Balancer.

B. Make sure that the EC2 instances are launched with the appropriate network interface attached.

C. Make sure the instances all have a public IP assigned.

D. Make sure you launch the instances in an Auto Scaling group and have Auto Scaling triggers configured to match the number of messages in the SQS queue.




	Your developers are implementing a centralized MySQL database that will be used by all your enterprise applications. Regular analytics jobs are likely to cause the database to become unavailable to other applications due to the complex nature of the analytics jobs. As your data grows, these analytics jobs will start to take more time, increasing the negative effect on the other applications. How do you solve the contention issues between these different workloads on the same data?



A. Enable Multi-AZ mode on the RDS instance. Point the analytics jobs to the standby DB.

B. Use ElastiCache to offload the analytics job data. Point the analytics jobs to the ElastiCache.

C. Create RDS read replicas. Point the analytics jobs to the read replicas.

D. Run the RDS instance on an x1-16xlarge instance type. Deliver the required centralization from the single database.


	You are reviewing your company's infrastructure on AWS. While reviewing your web applications behind ELBs, you notice one application that has an Auto Scaling group with 10 instances. All 10 instances are running in the same Availability Zone. What do you need to fix to balance the instances across AZs for high availability?



A. Modify the ELB AZ attachments. The ELB will auto-balance the instances.

B. Modify the Auto Scaling group to launch into multiple AZs. Make sure the ELB is set with cross-zone balancing enabled.

C. Copy your AMI to the other AZ and run a re-balance operation on the Auto Scaling group.

D. Increase the maximum size of the Auto Scaling Group to 20. This will create 10 more instances in another AZ.






	You are running an ELB, three EC2 servers, and one MySQL RDS with multiple read replicas and S3 for static files. Your application has started to perform badly. Which CloudWatch metrics would point to the database as the problem? Choose all that apply:



A. Outstanding I/Os

B. Write latency

C. Amount of space used by binary logs

D. Lag time of read replicas

E. High average of disk I/Os


	You have three teams. Each team has one AWS account. You set a monthly budget to each team. What can you do to be aware of the costs and make sure the budget isn't exceeded?



A. Use AWS Consolidated Billing to get a unified bill.

B. Use CloudWatch alarms using SNS in each account. Create a notification based on the price and number of instances.

C. Use CloudWatch billing alerts in each account. Create a notification when the budget amount is spent.

D. Use CloudWatch billing alerts in each account. Create separate notifications at 50%, 75%, and 90% of the budget amount spend.


	You have a Multi-AZ RDS deployed and the primary RDS instance fails. How can you recover from the failure?



A. The automatic process of switching the IP of the primary RDS instance is performed on the standby RDS instance, and the traffic resumes as soon as the IP is switched.

B. You need to manually create a new RDS instance in the standby AZ and resume RDS traffic.

C. The automatic process that changes the CNAME record from primary to standby and the traffic resumes as soon as the CNAME is switched.

D. You need to manually reboot the primary RDS instance.




	You are required to maintain your data across two data centers for 99.99% availability. Your business will start storing data on Amazon S3. How can you ensure the 99.99% uptime requirement is met?



A. Clone the data among two S3 buckets in different regions, using the CLI.

B. S3 data is automatically replicated between regions so you don't need to worry.

C. Clone the data among two S3 buckets in different data centers within the same region using the CLI.

D. S3 data is automatically replicated between multiple data centers within a region, so you don't need to worry.


	You are hosting a WordPress site with a forum. The forum sometimes becomes really busy when a hot topic is started and the whole site slows down. You have identified the RDS database as the component that is slowing down your site. What could you do to reduce the load on the site and make sure the site performs well even when the forum is hot? Choose 3 answers:



A. Use CloudFront to cache the static content in the forum.

B. Use RDS read replicas for all the read traffic to your database.

C. Use ElastiCache to cache the most frequently used data.

D. Use an SQS to queue up the requests for the forum and offload the database.

E. Use Route 53 health checks to fail over to an S3 bucket with the static content when traffic is high.


	You are storing session state and caching database queries in a Memcached cluster, deployed via ElastiCache. You notice a high number of Evictions and GetMisses in the ElastiCache metrics. How can you fix this situation?



A. Increase the number of nodes in your cluster.

B. Shrink the number of nodes in your cluster.

C. Shrink the size of nodes in your cluster.

D. Increase the size of the nodes in the cluster.




	You have two EC2 in a VPC in the same AZ in different subnets. You want to confirm that the two instances are able to communicate. How can you confirm the VPC settings are correct? Choose two:



A. Check that the NACL allows communication between the two subnets.

B. Check that both instances are of the same type, as they will also have a network adapter in the same zone.

C. Check the NAT instance and IGW are properly configured.

D. Check that the Security Groups allow communication between the two instances on the appropriate ports.


	What feature would provide your EC2 instances with low inter-node latency?



A. AWS Direct Connect

B. Placement Groups

C. VPC private subnets

D. EC2 Dedicated Instances


	You have an application on an EC2 instance that is running in the default VPC. The application needs to be PCI compliant and needs to be moved to dedicated hardware. How can this be done in the simplest manner?



A. Create a dedicated VPC and migrate the instance to the new VPC.

B. Use the AWS CLI with ec2-configure-instances and set the parameter as dedicated=true.

C. Change the properties of the instance and check the box for dedicated tenancy.

D. Stop the instance, create an AMI, launch a new instance with tenancy=dedicated, and terminate the old instance.






	You have created a VPC with a public subnet, an IGW, and a security group allowing port 22 traffic. You start up a Linux instance with a public IP and try to SSH to it, but you are not able to. The instance is reporting as healthy and should be reachable. What would you check next to try and resolve the issue?



A. The configuration of a NAT instance

B. The configuration of the routing table

C. The configuration of IGW

D. The configuration of VGW


	Your application can only work with hardcoded IP addresses and is unable to resolve DNS. You set up an EC2 instance and enter the public IP of the instance in the application. The application works. You test the recovery strategy but discover that each time the instance is stopped or a new instance is created to replace it, a new public IP is assigned to it. How can you set up a static IP so that it can be hardcoded into the application, while also being able to fail over to new instance? 



A. Use an ELB and an Elastic IP. Hardcode the ELB public IP into the application.

B. Use an ENI and an Elastic IP. Hardcode the ENI elastic IP into the application.

C. Use an EFS adapter for the hardcoded IP configuration and move it to the failover instance.

D. This is not possible. The application with the hardcoded IP will need to be rebuilt.


	Your EC2 windows application in AWS is constantly getting hit by port scans. Your network team has identified the IP address block from where the port scans are coming. No valid traffic has ever come from that IP address block, so you would like to deny access. How can you easily do this in AWS?



A. Modify the Windows Firewall setting across all EC2 hosts to deny access from the IP address block.

B. Modify the Windows Firewall settings across all public EC2 hosts to deny access from the IP address block.



C. Modify the access rule to all of the VPC Security Groups to deny access from the IP address block.

D. Modify the Network ACLs associated with all public subnets in the VPC to deny access from the IP address block.


	You are running web servers in an Auto Scaling group behind an ELB. The web servers store their data in an RDS layer. You would like to understand shared security between you and AWS. What part of security is AWS responsible for?



A. Protect the EC2 instance network with an operating system firewall configuration.

B. Protect the EC2 instance network against IP spoofing or packet sniffing.

C. Protect the EC2 instance network with encryption.

D. Protect the EC2 instance operating system by installing security patches.


	While automating administration tasks, you have noticed that some AWS services can deliver fully functional services with a built-in setting. Which of these would represent such a service? Choose all that apply:



A. Creating daily EBS backups

B. Creating daily RDS backups

C. Creating daily S3 bucket snapshots

D. Creating daily EC2 snapshots


	You are implementing a monitoring solution in AZ A that will be pinging EC2 instances with the ICMP protocol across all the subnets in all AZs in the same VPC. How do we enable the monitoring instance to ping the EC2 instances in the most effective manner?



A. This is not possible, as ICMP can not traverse AZs.

B. Put the monitoring instance and the application instances into the same security group. Allow inbound ICMP to the security group from the monitoring instance public IP.



C. Put the monitoring instance and the application instances in separate security groups. Allow inbound ICMP to the application instance security group from the monitoring instance security group.

D. Put the monitoring instance and the application instances in separate security groups. Allow inbound ICMP to the application instance security group and outbound ICMP to the monitoring instance security group.


	Your e-commerce application requires six servers to run on a daily basis but will be required to scale up to 18 when sales are on. Your application processes payments that may take up to 4 minutes to complete once initiated. What types of instance plan would you recommend to minimize costs while providing high availability?



A. 9 Reserved Instances and 9 On-Demand Instances

B. 6 Reserved Instances and 12 On-Demand Instances

C. 6 Reserved Instances, and 6 On-Demand Instances, and 6 Spot Instances

D. 3 Reserved Instances, and 3 On-Demand instances, and 12 Spot Instances


	You are migrating your application to AWS. Your on-premises deployment mode uses Ansible as the configuration management tool. You need to make the transition as simple as possible and deliver a solution with the least management overhead. Which deployment option meets these requirements?



A. Create a new stack within OpsWorks for Ansible Automation and import the Ansible configuration to the layers of the stack.

B. Migrate your application to Elastic Beanstalk.

C. Launch EC2 instances through CloudFormation and then perform configuration management with your Ansible scripts.

D. Launch and configure an Ansible Server on an EC2 instance and launch the application via the AWS CLI.


	You need to maintain SSH access into all the EC2 instances due to compliance regulations. Which service would allow you to do this? Choose two:



A. Amazon Elastic Map Reduce

B. Elastic Load Balancing



C. AWS Elastic Beanstalk

D. Amazon ElastiCache

E. Amazon Relational Database service


	You are choosing a schema for the usernames for your organisation. Which would not be a valid IAM username to choose for the schema?



A. Marko.cloud

B. Marko@cloud

C. Marko=cloud

D. Marko#cloud


	Your EC2 application is designed to perform a high number of read requests to other instances. A monitoring instance maintains a record of all calls and reports a custom metric to CloudWach. A CloudWatch alarm is set up that will trigger if any request fails more than three times within a 30-second period. The alarm notifies your incident response team, but you also need to enable an alarm on the monitoring instance if it becomes unhealthy. Which of the following is a simple way to enable this?



A. Run another monitoring instance that pings the primary monitoring instance and uses SNS to notify your incident response team if the primary monitoring instance fails.

B. Create an EC2 instance status check CloudWatch alarm and notify your incident response team if the monitoring instance fails.

C. Create an EC2 instance CPU usage CloudWatch alarm and notify your incident response team if the monitoring instance goes above the CPU usage threshold.

D. Create an Auto Scaling group of monitoring instances. Record the state of monitoring in a DynamoDB table. If any of the instances fail, the service will survive and the incident response team does not need to deal with this issue at all.




	You need to design a solution to backup a 1 TB volume that stores about 850 GB of application data. The application server is put in maintenance mode and commits all the writes to disk. The maintenance window is between 1 a.m. and 3 a.m. every night. The backup needs to be completed within that window. The backup needs to be recoverable as a full volume within 1 hour of failure. What would be the simplest way to achieve this?



A. Take snapshots of the EBS volume during the maintenance window.

B. Use a third-party backup application to back the volume up to Amazon Glacier.

C. Back up all data to a single compressed archive on the same volume and store the archive to S3.

D. Create another 1 TB EBS volume in a second AZ. Attach it to the Amazon EC2 instance, and mirror the two disks.


	You have an Auto Scaling IIS web application behind a load balancer that delivers news services to users. Whenever a breaking news story is released you start seeing 500 errors in the ELB logs. As soon as the number of connections decreases, the 500 errors go away. What could you do to fix this issue?



A. 500 errors mean your service is not optimized for the HTTP host type. Install Apache and rewrite your application for Apache.

B. 500 errors mean your service is overloaded. Increase the maximum site of the Auto Scaling group.

C. 500 errors are to be dealt with by AWS.

D. 500 errors can be ignored as the service is still responding to most requests and the errors go away.


	You need to connect to external networks. Which component of the VPC will allow you to do this? Choose two:



A. EIP

B. NAT

C. IGW

D. VGW






	An application is licensed based on a MAC address. You would like to migrate this application to AWS. What approach can you use to be able to use this application in AWS and make sure you don't have to get your license re-issued if the instance fails?



A. Use an ELB and register the ELB MAC to the license. Route the traffic to multiple backend instances that will verify the license against the ELB MAC.

B. Use an ENI and register the ENI MAC to the license. If the instance fails, attach the ENI to an instance restored from a backup of the original.

C. Write a script that changes the MAC in the operating system and apply the script to multiple instances. All of these instances will now be able to respond to requests for the licensed software.

D. This is not possible on AWS. You will need to ask the provider for a CloudVM license.


	Your application uses cookies to track sessions. The application has grown and you now need to deploy multiple instances of the application behind an ELB in an Auto Scaling group. You enable sticky sessions on the ELB and deploy the Auto Scaling group. The system works great until, a few weeks in, you notice some servers in the Auto Scaling group are hitting 100% CPU utilization, while others are at almost zero. How can you configure the ELB to properly load balance the requests?



A. This is the ELB's normal behavior as the sessions from the same user are sent to the same instance.

B. This is not the ELB's normal behavior. Enable cross-zone load balancing.

C. This is not the ELB's fault. There must be a leak in your application's code.

D. This is the ELB's normal behavior. When using cookies, only one AZ can be used. Move the servers that have low utilization to the same AZ as the ones at 100% and the ELB will re-balance.






	You are taking a snapshot of an EBS volume. What happens during the snapshot process?



A. The volume cannot be detached from an EC2 instance or attached to an EC2 instance.

B. The volume can be used in read-only mode.

C. The volume can be used in read-write mode.

D. The volume cannot be used until the snapshot completes.


	You are required to maintain complete separation of duties between different teams so your company decided to create multiple accounts for the development, test, QA, and production teams. Along with these accounts, your company runs a master account for billing and operations. You need to make sure the billing department can easily consolidate costs across all teams. You also need to allow the operations engineers from the master department to gain administrative access to all other accounts:



A. Use the same credit card on all accounts to aggregate the billing to the credit card. For the operations team members, create a cross-account role in each account and allow the operations team to assume the role to perform maintenance tasks in the other accounts.

B. Use the same credit card on all accounts to aggregate the billing to the credit card. For the operations team members, create an administrative user in each account and distribute the credentials to the operations team so they can perform maintenance tasks in the other accounts.

C. Enable consolidated billing for the accounts and aggregate the billing in the master account. For the operations team members, create an administrative user in each account and distribute the credentials to the operations team so they can perform maintenance tasks in the other accounts.

D. Enable consolidated billing for the accounts and aggregate the billing in the master account. For the operations team members, create a cross-account role in each account and allow the operations team to assume the role to perform maintenance tasks in the other accounts.




	Which of the following metrics require us to deliver a custom CloudWatch metric in EC2? Select all that apply:



A. Instance CPU utilization.

B. Instance memory utilization.

C. Instance network utilization.

D. CPU utilization per thread.

E. Network utilization of an ENI.


	When designing permissions for users to perform certain tasks, which approach should we be using?



A. Least effort.

B. Least privilege.

C. Best effort.

D. All policies should be inline.


	You have identified a need for strengthening the security of your AWS management console access. Which option would allow you to increase the security of your AWS account?



A. Configure MFA for IAM users.

B. Create IAM users with full privileges instead of using the root user.

C. Implement identity federation between a web identity provider (web IdP) and IAM, and use IdP accounts.

D. Allow management console-access only with access key and secret key ID.


	CloudWatch custom metrics have some limitations. Which of these would you not be able to record in CloudWatch?



A. Data transfer on a virtual network adapter on Windows hosts.

B. Disk usage on C.

C. Memory utilization of Windows hosts.

D. CPU utilization of Windows hosts.

E. All of these can be delivered as custom metrics.


	You have an application that requires the lowest latency possible between instances. You have spun up five instances in a cluster placement group and the application is working correctly. Now you need to double the size of the group. You try to deploy another five instances, but you are unable to put them in the same cluster placement group. How would you fix this?



A. Create an Auto Scaling group for the cluster placement group and set the desired number of instances to 10.

B. Change the cluster placement group desired size setting to 10.

C. Delete the five instances in the cluster placement group and redeploy with 10 instances.

D. It is not possible to increase the size of a cluster placement group.


	Your application uses cookies to store sessions. You now need to create a cluster of instances behind an ELB due to increased volume in your application. You know sticky sessions are an option, but your developers say that they can store the sessions as key:value information in a centralized data-store. What AWS services would be suitable as a sessions storage backend? Choose all that apply:



A. ElastiCache

B. SessionCache

C. DynamoDB

D. ElastiSearch

E. Amazon Neptune 






	You have a running instance that has previously been accessible via SSH and HTTP and has suddenly stopped working. No changes to any settings have been performed on EC2 or the network. You verify the security groups, IGW, VPC, and routing tables and see that everything is configured correctly. You look at the EC2 console and see a system status check showing impaired. What action would you perform to try and recover the instance?



A. Stop and start the instance. The operation is likely to fix the impaired system status.

B. Reboot your instance. The operation is likely to fix the impaired system status.

C. Add another dynamic private IP to the instance. The operation is likely to fix the impaired system status.

D. Add another ENI to the instance. The operation is likely to fix the impaired system status.

E. Terminate the instance and redeploy, as this is the only way to fix the impaired system status.


	You are running a hybrid cloud infrastructure with applications that authenticate to LDAP in your on-premises environment via VPN. You are noticing the applications in AWS sometimes time out while authenticating and this is disrupting user's sessions. You need to continue using your LDAP on-premises deployment due to compliance reasons related to your business. How would you go about fixing this issue?



A. Create a second, independent LDAP directory in AWS and create the users that use the application also in this second LDAP.

B. Establish a Direct Connect connection alongside your VPN so your applications can authenticate against your existing on-premises LDAP servers faster.

C. Create a LDAP replica on AWS and configure your application to use the LDAP replica for authentication.

D. Create a second LDAP domain on AWS and establish a trust relationship between your new and existing domains and use the new domain for authentication.




	Your application runs in us-west-1 region. Recently, an outage caused the application to be unavailable since the whole region was affected. The architects designed a solution with a smaller copy of the application running in us-west-2 region to prevent from this kind of outage and have the ability to fail over and scale out the secondary site. The secondary site must always be online and be able to respond to 10% of all requests. Which configuration would achieve that goal?



A. Route53 record sets with weighted routing policy

B. Route53 record sets with latency-based routing policy

C. Auto Scaling with scheduled scaling actions set

D. Elastic Load Balancing with health checks enabled


	You have been asked to provide a recommendation on a design for a notification system in AWS. The application needs to be able to receive any number of messages and distribute them across a set of different services that accept requests on different protocols including SMS, email, HTTP, AMQP, JMS, and WebSocket. The solution needs to be unified and be able to deliver messages to systems in AWS and on-premises:



A. AWS would not be able to support the mix of protocols.

B. Use SNS to receive messages. Use SQS to distribute them on all the required protocols.

C. Use SNS to receive messages. Use SQS to deliver the SMS, email, and HTTP and a custom solution for AMQP, JMS, and WebSockets.

D. Use SNS to receive messages. Use SNS to deliver the SMS, email, and HTTP and a custom solution for AMQP, JMS, and WebSockets.


	Your company is using S3 for storage of mission critical, sensitive data. A full regional EC2 outage in a separate region raised the question of whether the availability of S3 is enough to comply with the 99.9999% availability you are required to maintain for your data as per your SLA. Your engineers have come back from their research with different answers – which one is correct?



A. S3 has an availability of 99.999999999%, which is far better than the SLA. No action is required.



B. We would need to implement cross-region bucket replication on the mission-critical data to meet the SLA.

C. S3 has a durability of 99.999999999%. Even if the service is down, the data will survive, so no action is required. We will meet our 99.9999% SLA.

D. We need to create a static website and serve the bucket contents via CloudFront. This will be the cheapest solution and will replicate our bucket across the world via the CloudFront CDN.
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	Your developers need a simple way to deploy a highly available, auto-scaled web application. What would be the simplest approach with the least management overhead?



A. Create a VPC with one public subnet for ELB. Create two public subnets for the web servers. Create a private subnet for the database. Deploy the ELB and two EC2 instances in the public subnets and a Multi-AZ RDS instance in the private subnet.

B. Create a VPC with two public subnets for the web servers and two private subnets for the databases. Deploy the two EC2 instances in the public subnets and a Multi-AZ RDS instance in the private subnets. Direct the traffic to the application via a Route 53 multi-value answer.

C. Use Elastic Beanstalk to deploy a new application and deploy the code into a new environment.

D. Use a CloudFormation quick-start template to deploy a new application and deploy the code into a new environment.


	A private instance is required to update its software from the internet. Which network device would need to be implemented to allow for this?



A. An ENI

B. An NAT Gateway

C. An Internet Gateway

D. An Virtual Private Gateway






	You are required to select the appropriate solution for cluster of servers. Each of the servers will require the ability to provide in excess of 100,000 4 KB IOPS from the root volume. Which EC2 option will meet this requirement?



A. An EBS volume with provisioned IOPS

B. An instance type with an instance store volume

C. Any type of EBS optimized instance

D. A D1 instance type


	CloudWatch metrics have some limitations. Which of these would you require you to use custom metrics? Choose all that apply:



A. Disk full percentage of an EBS volume

B. Disk usage activity of an EC2 instance store volume

C. Disk usage activity of an EC2 RDS volume

D. Disk full percentage of an instance store volume


	A user has created a private S3 bucket where he stores hundreds of files. The user wants to make all objects in the bucket public. How can he configure this with minimal efforts?



A. Select each object in the management console and make it public.

B. Use an S3 SDK or AWS CLI script to change permissions for each object.

C. Apply a bucket policy that makes all objects in the bucket public.

D. Tag the bucket with public=true, which makes all objects in the bucket public.


	How can we find a particular error that occurred in a MySQL RDS database?



A. It is not possible to get the log files for MySQL RDS.

B. Find all the transaction logs from around the time the error happened and query those records to try and recreate the error.



C. The MySQL logs are accessible and searchable directly through the Amazon RDS console. 

D. Retrieve the log through ElastiSearch and search for the error.


	You are operating an Auto Scaling group of EC2 instances. We would like to terminate one instance if the aggregate CPU usage of the Auto Scaling group goes below 20%. How can we achieve this?



A. Set up a notification email using SNS when the CPU utilization is less than 20%. Set the desired capacity to one less whenever you get an email.

B. Use CloudWatch to analyze the data and create a scheduled action to remove the instance when you estimate the usage will be below 20%.

C. Configure CloudWatch to continuously send notifications of CPU usage to SNS. Subscribe a Lambda to the SNS service to determine when the aggregate usage is below 20% and instruct the Lambda to terminate one instance.

D. Configure CloudWatch to send a notification to Auto Scaling when the aggregated CPU utilization is below 20%. Configure an Auto Scaling policy to remove one instance.


	You need to configure security groups for an application with a HTTP/HTTPS web frontend and a MySQL backend. The IP addressing information is as follows:

	VPC: 10.10.0.0/16

	Private subnet: 10.10.1.0/24

	Public subnet: 10.10.0.0/24







Which of these entries is not required?

A. Private security group Source: 10.10.0.0/24. Action: allow port 80.

B. Private security group Source: 10.10.0.0/24. Action: allow port 3306.

C. Public security group Source: 0.0.0.0/0. Action: allow port 443.

D. Public security group Source: 0.0.0.0/0. Action: allow port 80.




	You have designed a CloudFormation script that deploys a MySQL RDS database. The database will be receiving a high amount of data very rapidly after deployment. You must ensure the template is designed in a way that will allow the database to perform at maximum efficiency:



A. Design the CloudFormation script to attach an S3 volume instead of EBS.

B. Design the CloudFormation script to deploy a CasandraDB RDS instance instead.

D. Using a combination of CloudFormation and Python scripting, pre-warm the EBS volumes after the EBS volume has been deployed.

E. You should not be using CloudFormation. Instead, it would be better to script this using CodeDeploy.


	What is the durability of S3 RRS?



A. 99.5%

B. 99.95%

C. 99.995%

D. 99.999999995%


	You have an Auto Scaling group that runs a web server. The developers are seeing issues in performance and have asked you to deliver logs from the servers. The servers scale in and out frequently and the logs are being lost. How can you design your system to satisfy the request of the developers?



A. Periodically poll the events on the application via an API and store the results in a local file.

B. Create a crontab job for the instances that sends the logs to Glacier.

C. Use the CloudWatch agent to stream the logs into CloudWatch and direct the developers to view the logs in the CloudWatch management console.

D. Have the developers SSH in daily to extract the logs from the instances.






	You are running a hybrid environment with a VPN. Your management is considering using a Direct Connect connection instead of a VPN. Which operational aspect would be the most appropriate driver for switching from VPN to AWS Direct Connect?



A. AWS DirectConnect provides greater redundancy than a VPN connection.

B. AWS DirectConnect provides greater resiliency than a VPN connection.

C. AWS DirectConnect provides greater bandwidth than a VPN connection.

D. AWS DirectConnect provides greater control of network provider selection than a VPN connection.


	You are exploring encryption for S3 and you are reading up on S3 SSE. What is S3 SSE?



A. Encryption of data in transit with a private link between the VPC and S3.

B. Encryption of bucket attributes at rest with a customer-managed encryption key.

C. Encryption of data at rest with an S3-managed encryption key.

D. Encryption of attributes in transit. KMS must be used when encryption of all data in transit is required.


	You are managing a Windows-based .NET application running in Elastic Beanstalk. You need to maintain the application log files due to compliance reasons. The infrastructure will scale in and out and you are afraid of losing the logs. How can you ensure the developers will be able to access only the log files?



A. Access the logs from the Elastic Beanstalk console.

B. Enable log file rotation to S3 within the Elastic Beanstalk configuration.

C. Ask your developers to enable log delivery via the web.config file.

D. Create a Windows Scheduled task to rotate the log files to S3.


	You have enabled detailed metrics on all of your ELBs in all of your regions. What would that option do?



A. Each ELB sends data to the regional CloudWatch endpoint every minute with no additional cost.



B. Each ELB sends data to the regional CloudWatch endpoint every minute at an additional cost.

C. Each ELB sends detailed metrics to one S3 bucket that you specify when enabling the setting.

D. Detailed monitoring is not supported on the ELB.


	You need to configure routing tables for your VPC. The IP addressing information is as follows:

	VPC: 10.10.0.0/16

	Private subnet: 10.10.1.0/24

	Public subnet: 10.10.0.0/24

Which entry is required in the main route table to allow the instances to communicate on the internal IP addresses in all subnets?







A. Destination: 10.100.0.0/24 and Target: VPC

B. Destination: 10.100.0.0/16 and Target: ALL

C. Destination: 10.100.0.0/0 and Target: ALL

D. Destination: 10.100.0.0/16 and Target: Local


	Your application is running an SQS queue with an Auto Scaling group of consumers on EC2 instances. The group is scaled according to the number of messages in the queue. After a week, you find the group is at maximum with the EC2 instances idling but the number of messages in the queue keeps growing. What would be a possible reason for this situation?



A. The Auto Scaling group is too small for the number of messages and the messages can not be processed and de-queued.

B. Try using Kinesis streams instead of SQS.

C. Messages in the SQS are corrupted and can't be processed and de-queued.

D. This is the normal operation of SQS. It just takes time to process the messages.




	You need to choose a service that will allow you to perform daily backups that are kept for 14 days without any management overhead. Which service would allow you to do this? Choose 2 answers:



A. Amazon S3

B. Amazon RDS

C. Amazon EBS

D. Amazon Redshift


	You are instructed to deploy a highly available application in EC2. You need to design the application from the ground up. What is the minimum design that will make sure the application is highly available with 99.9% availability?



A. Create a VPC with a single subnet. Deploy an Auto Scaling group of EC2 instances with a minimum of two instances. Use an ELB to load balance the instances.

B. Create a VPC with two subnets. Deploy an Auto Scaling group of EC2 instances with a minimum of two instances. Use an ELB for cross-zone load balancing.

C. Create a VPC with two subnets. Deploy an Auto Scaling group of EC2 instances with a minimum of one instance. Use an ELB for cross-zone load balancing.

D. Create a VPC with one subnet. Deploy an Auto Scaling group of EC2 instances with a minimum of one instance. Use an ELB for cross-zone load balancing.


	An application in an Auto Scaling group is misbehaving and the CPU regularly spikes to over 90% with no traffic triggering Auto Scaling. How can you quickly troubleshoot this issue with minimum downtime?



A. Take a snapshot of your EC2 instance. Delete the Auto Scaling group and the associated EC2 instances. Create a new EC2 instance with your snapshot and then begin troubleshooting. Once you have figured out the cause of the problem, take a new snapshot and use that snapshot as the base AMI for your new Auto Scaling group.

B. Suspend Auto Scaling. SSH into the EC2 instance and begin trouble shooting. Once you have fixed the problem, resume Auto Scaling.





C. Delete the Auto Scaling group and the associated EC2 instances. Create a new EC2 instance from scratch and reinstall your application. Once you have figured out the cause of the problem, take a new snapshot and use that snapshot as the base AMI for your new Auto Scaling group.

D. Delete Auto Scaling all together and rely on manual scaling based off SNS notifications sent to your SysOps team from the appropriate CloudWatch metric.


	You are operating a mobile application that has several hundred thousand users. Which authentication solution would allow for distributing data stored in an S3 bucket and provide the highest flexibility to rotate credentials?



A. Use Identity Federation with an identity provider IdP or STS service. Create a role for the federated identities and create an AM policy for the S3 bucket.

B. Distribute IAM users to each client with an IAM policy granting access to the S3 bucket.

C. Create S3 bucket policies with a conditional statement for each client.

D. Create Access Control Lists (ACL) based on mobile client ID.


	Your application is running a web server and a database. You are seeing performance decreases in the web responses that are becoming longer and longer. You analyze the setup and see that the database responses are responsible for the slow responses. The more data you have, the slower the response from the database. Which of the following options could speed up performance? Choose 3 answers:



A. Create an RDS read replica and direct database read requests to the replica.

B. Cache database responses in ElastiCache and direct your read requests to ElastiCache.

C. Set up RDS in Multi-AZ and direct database read requests to the standby database.



D. Shard the RDS database into multiple databases and distribute load between shards.

E. Use database responses in CloudFront and direct your read requests to CloudFront.


	You are required to migrate a single volume instance from one region to another. How can this be done?



A. Create an AMI from the instance. Create a new instance from the AMI in the other region.

B. Use the ec2-migrate-instance command to move it to another region.

C. Create a snapshot of the instance. Copy the snapshot to the other region. Create a new instance from the snapshot in the other region.

D. Create an AMI from the instance. Copy the AMI to the other region. Create a new instance from the new AMI in the other region.


	You are designing a hybrid environment between your on-premises site and AWS. Your local network has a CIDR of 172.16.0.0/16. You have created a VPC with the CIDR of 10.100.0.0/16. Within the VPC, you have a public subnet with a CIDR of 10.100.0.0/24 and a private subnet of 10.100.1.0/24. You create a VPN gateway with the vgw-11112222 identifier. Which of the following entries would be valid?



A. Destination: 10.100.0.0/24 and Target: vgw-11112222

B. Destination: 172.16.0.0/16 and Target: ALL

C. Destination: 172.16.0.0/16 and Target: vgw-11112222

D. Destination: 0.0.0.0/0 and Target: vgw-11112222






	You are using a single multi-homed m5.large NAT instance inside a VPC to allow hosts in the private subnet to communicate with the internet. Lately, updates are not being downloaded to the instances in the private subnet. You decide to monitor the environment during the updates and see that the m5.large instance CPU is being maxed out and some instances can not download the updates. What could you do to fix this? Choose all that apply:



A. Add another IGW to your VPC and load balance the IGWs.

B. Change the instance type from m5.large to m5.xlarge.

C. Implement a Direct Connect link to your on-premises environment and retrieve the updates from on-premises.

D. Deploy another NAT m5.large instance and add a route table entry that will spread traffic across the two NAT instances.

E. Point the instances to an ELB rather than an NAT instance. The ELB can scale on demand, so all traffic should pass seamlessly.


	You have four m5.large EC2 web servers deployed in an Auto Scaling group behind an ALB. You are running a MySQL RDS database with 5,000 Provisioned IOPS. Your application responses are slowing down and you look at the CloudWatch metrics. There is constant 95% CPU utilization on the web servers and only 20% CPU utilization on the RDS. The disk I/Os on the web servers are in the hundreds, while the database disk operations are as high as 2,500. Which two options do you have? Choose all that apply:



A. Change the instance type to c4.xlarge.

B. Use Auto Scaling and scale your servers based on CPU utilization.

C. Increase the database Provisioned IOPS, as the disk operations on the database are where the bottleneck is.

D. Rewrite your applications to allow for more TCP connections to your web tier. The current application is not optimized and is using too much CPU.


	You are the SysOps team lead and are trying to increase the security of your operations before the auditing team performs an assessment. What practices should you start using to prepare for the assessment? Choose 2 answers:



A. Implement a policy for remote administrative access to be performed securely.



B. Implement MFA for privileged team members.

C. Implement a policy to identify which Amazon-published AMIs can be used by your team.

D. Implement Trusted Advisor. Identify and disable all vulnerabilities on your EC2 instances.


	Your web application operates across the EU and the US. The auditing department identified that the application does not comply with the GDPR. Your developers have designed a registration system where all and new users declare their country of residence. You have discovered that based on their IP, some users seem to be coming from the EU and selecting other countries as their country of residence. How would you enhance the application to allow it to comply with the GDPR in full? 



A. Run a copy of your application in both the US and EU regions. Use Route 53's latency -based routing route traffic to the appropriate region based on the user's origin IP.

B. Run a copy of your application in both the US and EU regions. Use an ELB with sticky sessions to route traffic to the appropriate region based on the user's origin IP.

C. Run a copy of your application in both the US and EU regions. Use Route 53's geolocation-based routing to route traffic to the appropriate region based on the user's origin IP.

D. Run a copy of your application in two AZs in any of the US regions. Use an ELB with sticky sessions to route traffic to the appropriate region based on the user's origin IP.


	What does the following policy do?



 {
 "Id": "IPBasedPolicy"
 "Statement":[
 {
 "Sid": "IPRange",
 "Action": "s3",
 "Effect": "Allow",
 "Resource": "arn:aws:s3:::imagebucket/*,
 "Condition": {
 "IPAddress": {
 "aws:SourceIP": "10.100.100.0/24"
 },
 "NotipAddress": {
 "aws:SourceIp": "100.100.100.20/32
 }
 },
 "Principal": {
 "AWS": {
 "*"
 ]
 }
 }
 ]
 }

A. Denies any server within the 10.100.100.0 subnet access to the "imagebucket bucket

B. Denies the server with the 10.100 100.20 IP access to the "imagebucket bucket

C. Allows any server within the 10.100.100.0 subnet except the server with the 10.100.100.20 IP access to the "imagebucket" bucket

D. Denies any server within the 10.100.100.0 subnet access to the "imagebucket" bucket but allows the server with the 10.100 100.20 IP access to the "imagebucket bucket


	An S3 bucket will serve a static website. The bucket is hosted in Ohio and the the bucket name is sitefiles. What is the correct format of the URL that you can use as A CNAME for your website?



A. sitefiles.com.s3-website.us-east-2.amazonaws.com

B. sitefiles.s3-website-us-east-2.amazonaws.com

C. s3-us-east-2.amazonaws.com/sitefiles

D. sitefiles.s3-website.us-east-2.amazonaws.com




	You have started using S3 as a backup repository for your on-premises infrastructure. You need to back up approximately 150 TB of data to S3. You have a 10 GB internet line that you can use for backing up. The backup needs to be completed in 24 hours. What would be the correct approach to perform this backup?



A. Establish a VPN with AWS, as the VPN will reduce the data size by 1.5 times.

B. Upload the files in parallel to S3.

C. Compress the data into a single archive, upload it to S3, then extract the files in AWS.

D. Use the AWS Snowball service to order several snowball devices and transfer the data in this manner.


	You are required to keep track of the performance of your application running across different components of AWS including hundreds of EC2 instances, ELBs, thousands of CS containers, multiple RDS, and DynamoDB databases. What would be the correct approach to creating a simple overview of your application's crucial statistics?



A. Tag your resources and project the tag name as an attribute in CloudWatch. Create a saved query and use the management console to view the metrics when required with the saved query.

B. Tag your resources and project the tag name as an attribute in CloudWatch. Create a custom dashboard and use the management console to view the metrics when required in the dashboard.

C. Tag your resources and project the tag name as an attribute in CloudWatch. Create a CLI query and use the CLI to export the metrics when required with the CLI query.

D. Tag your resources and project the tag name as an attribute in CloudWatch. The tag can be used directly in the CloudWatch Overview section.




	You are designing a security group for your web application. The application runs an ELB with the 34.187.12.134 IP, a web server instance group in a 10.200.0.0/24 subnet and a pair of Multi-AZ MySQL RDS instances with sharded data across the pair with the 10.200.100.0/24 subnet. You create a security group for each tier and now need to add the correct rules to the security groups. Which of the following rules would not be required?



A. Security group - web-tier. Source: 34.187.12.134/32. Port: 80

B. Security group - elb-tier. Source: 0.0.0.0/0. Port: 80

C. Security group - rds-tier. Source: web-tier. Port: 3306

D. Security group - web-tier. Source: elb-tier. Port: 80


	Which option is not available when configuring the negotiation of client SSL connections on the ELB?



A. SSL Protocols

B. Client Order Preference

C. SSL Ciphers

D. Server Order Preference


	If it is possible, identify which of the following options needs to be configured to enable a client to identify a matching cipher in the ELB cipher list when the client requests ELB DNS over SSL?



A. Cipher Protocol.

B. Client Configuration Preference.

C. Server Order Preference.

D. Load Balancer Preference.

E. This is not possible.


	A user has created an SQS FIFO queue. The application has been working great, but the number of messages in the FIFO queue is growing. You determine that the worker servers are mostly idling and are hitting the 300 operations per second limit, and only retrieving 300 messages at a time. The input to the message queue is delivering a much higher number of messages. How can you fix the issue?



A. Request an operations limit increase by submitting a ticket to AWS.

B. Use bulk requests in your worker tier.

C. Reduce the number of incoming messages and purge the queue to catch up with the latest data.

D. The 300 operations limit is a hard limit. Create a second FIFO queue and distribute the messages across two queues. The FIFO order will be maintained across the queues.


	You have an application that has predictable performance of approximately 2,500 500-byte write operations per second. You need to select a data store that would be optimal in performance and cost for your application. The solution needs to be highly available and should allow for minimal read performance.



A. RDS MySQL instance with Multi-AZ

B. An EC2 instance with a SSD instance store volume

C. An S3 bucket with 1,250 connections per second provisioned

D. A DynamoDB table with 2,500 WCUs and a low number of RCUs provisioned


	You are capturing 5-minute ELB metrics with CloudWatch. For the purpose of analyzing traffic patterns and troubleshooting, you need to also start capturing connection information, such as source IPs. Which option do you need to select to enable the capturing of connection information from your ELB?



A.Use AWS CloudTrail on the ELB.

B. Enable access logs on the ELB.

C. Use the CloudWatch logs agent on the ELB.

D. Use CloudWatch detailed metrics on the ELB.






	You are running a hybrid environment with a VPN from AWS to your on-premises location. You have multiple DNS servers on-premises. The on-premises DNS servers are serving internal application DNS records. The internal DNS servers are also able to resolve public FQDN names. The security policy dictates that the internal DNS names should only be resolved within the internal network and not from the public IP ranges. You will be building a public and a private subnet in your VPN that will host an extension to your applications. You need to provide the internal DNS to the EC2 instances that require the DNS names of the internal resources. What would be the appropriate way to allow EC2 to resolve internal resources but not expose the internal DNS to public IPs?



A. This is not possible, as you would be exposing your DNS to public IP space by connecting it to AWS.

B. Use a Route 53 hosted-zone for the internal domain name and replicate the DNS entries from the on-premises DNS.

C. Create a DHCP option set that specifies the domain name server value as the on-premises DNS servers. Replace the default DHCP option set for the VPC with the newly created DHCP option set.

D. Create two DHCP options sets, DHCPSetA and DHCPSetB. Configure DHCPSetA to specify the Amazon-provided DNS server as the domain name server to resolve all internet domain names. Configure DHCPSetB to specify the on-premises DNS server as the domain name server to resolve all internal domain names. Apply both the DHCP options set to the VPC so that both internet domain names and internal domain names can be resolved.


	You are operating an application using SQS, S3, and EC2. When a file is uploaded to the EC2 web tier it is stored in S3. A message is then created in SQS. The application tier threads the messages and processes the contents of the file. Your application gets hacked over a long weekend and is down for 3 days until you are able to secure it. You want to bring it online, but are worried that the messages received have been lost and the files from the long weekend will not be processed. It this statement correct?



A. Yes, because the default SQS message retention period is only 12 hours.

B. Yes, because the default SQS message retention period is only 1 day.

C. No, because the default SQS message retention period is 4 days.

D. No, because the default SQS message retention period is 14 days.




	You are running a sports news service that records the information about game scores from across the world 24/7 in real time to a DynamoDB table by game ID. Your users are able to see the scores on the website, but have requested a feature to be notified as soon as a score in a particular game that they subscribe to has changed. What would be an appropriate approach to building this solution?



A. Subscribe a Lambda function to a DynamoDB stream. Have the Lambda read the changes and send all the changes to an SNS topic that the users can subscribe to. The users can then receive the scores.

B. Subscribe a Lambda function to a DynamoDB stream. Have the Lambda read the changes and send the changes for each game ID to a corresponding SNS topic that the users can subscribe to. The users can then receive the scores.

C. Subscribe one SNS topic to each game ID to DynamoDB. When a game ID is updated, a message will automatically be generated that will send the subscribers a notification of the change.

D. Have the service record the changes in a Kinesis stream. Have the Lambda read the changes in the Kinesis stream and send the changes for each game ID to a corresponding SNS topic that the users can subscribe to. The users can then receive the scores.


	Which method can be used to prevent an IP address from accessing objects in a public S3 bucket?



A. Apply a bucket policy on the bucket.

B. Create a NACL on the VPC of the bucket.

C. Create an ACL on all objects in the bucket.

D. Modify the IAM policies of any users from that IP range.


	You have created a VPC with an internet gateway (IGW). The VPC has two public and two private subnets each with one subnet per AZ. You have provisioned an ELB and configured it to with cross-zone load balancing. You spin up instances in an Auto Scaling group behind the ELB in both public and the private subnets. You have created a MySQL instance in one private subnet and a read replica for BI purposes in the other subnet. Are there any single points of failure in this design?



A. There are no single points of failure in this design.



B. You need to create a second IGW to make this highly available.

C. The RDS requires Multi-AZ. Remove the read replica and implement Multi-AZ on the MySQL DB.

D. The RDS requires Multi-AZ. Implement Multi-AZ on the MySQL DB.


	You are designing a multi-regional web site that can automatically recover from a disaster very quickly with minimum downtime. Which of the following approaches is best?



A. Use multi-region S3 replication for your buckets.

B. Use the Pilot Light DR architecture to automatically fail over to a secondary site when the primary site becomes unreachable.

C. Use a Low Capacity Standby site to automatically fail over to a secondary site when the primary site becomes unreachable.

D. Use multiple fully functional sites and a Route 53 health checks to automatically fail over to a different site when a site becomes unreachable.


	You are looking to implement cost oversight of all AWS resources consumed by its departments. The company policy requires each department to be autonomous and have complete control over their environment. Which options would allow you to provide this functionality? Choose two:



A. Use AWS Consolidated Billing.

B. Enable IAM cross-account access for all corporate IT administrators.

C. Use separate VPCs per department within the corporate account.

D. Use separate accounts per department.

E. Forward all CloudTrail logs to a centralized billing account.


	You would like to schedule scaling for your application during work hours. Which of the following parameters is not required in this case?



A. Desired size

B. Auto Scaling group name

C. End time



D. Resource usage threshold for scaling

E. Start time


	According to shared responsibility, which task does AWS perform to make sure that data does not leak from the AWS environment? Choose all that apply:



A. AES-256 encryption of data stored on any shared storage device

B. Decommissioning of storage devices using industry-standard practices

C. Background virus scans of EBS volumes and EBS snapshots

D. Replication of data across multiple AWS Regions

E. Secure wiping of EBS data when an EBS volume is unmounted


	You are required to extend a highly sensitive application to the cloud. You are required to pass all traffic encrypted through private links. What would be the correct solution for this design?



A. Deploy a VPN between your on-premises and AWS. This automatically encrypts all the data in transit via IPSec and keeps the data always on private networks.

B. Deploy a Direct Connect connection between your on-premises and AWS. This automatically encrypts all the data in transit via IPSec and keeps the data always on private links.

C. Deploy a VPN over a Direct Connect connection between your on-premises and AWS. This automatically encrypts all the data in transit via IPSec and keeps the data always on private links.

D. It is impossible to keep the data on private links when connecting to AWS.


	You manage a catalog application where users upload product images for your e-commence website. The users would like to share a link with others to view and comment on the photos. What AWS storage option will offer high availability, high scalability, the lowest cost, and highest reliability to store and share these photos?



A. Use the instance store on each web server. Replicate the storage using a cluster filesystem. 

B. Use S3 to store the images. Create a system to distribute signed URLs.



C. Use EBS to store the images. Share the EBS among instances of web servers so they can serve the images with signed URLs.

D. Use EFS to store the images. Share the EFS among instances of web servers so they can serve the images with signed URLs.


	A mission-critical web app with a minimum of eight EC2s and a maximum of 24 instances behind an ELB. The application is running in two AZs in a single region. The app depends on synchronous replication of the database layer to sync the data across all the instances in all the AZs. The application needs to retain full capacity of eight instances even if one availability one goes down. How can the current architecture be improved to ensure this?



A. Deploy a minimum of eight instances in each AZ. This will ensure there is enough capacity at all times.

B. Deploy in three AZs with four instances in each. This will ensure there is enough capacity at all times.

C. Replicate this setup to another region. Use Route 53 round robin and ensure the there are two instances running in each AZ in each region, for a total of eight.

D. Replicate this setup to another region and use the Pilot Light approach to enable disaster recovery if an AZ goes down.


	You have a global application that needs to share key:value data in a centralized database distributed across regions for HA. What AWS option would be best suited to achieve this?



A. Use one DynamoDB table in one region. All application components should access this one table. Back up the table to a DynamoDB backup to another region for HA and redirect the traffic in case of primary failure. 

B. Use one RDS instance in one region. All application components should access this one database. Create a read replica to another region for HA and redirect the traffic in case of primary failure. 

C. Create multiple DynamoDB table in multiple regions. Create a global DynamoDB tables by specifying all of the tables you just created. All application components should access the global table.

D. Use an ElastiCache Casandra database cluster distributed across regions. This will enable all the features required.








	What does the following IAM policy do? Choose all that apply:



{
 "Version": "2012-10-17",
 "Statement": [ {
 "Effect": "Allow",
 "Action": [ "s3:Get", "s3:List" ],
 "Resource": "*" },
 { "Effect": "Allow",
 "Action": "s3:PutObject",
 "Resource": "arn:aws:s3:::samplebucket/*" }
 ]
 }

A. Permission to read all objects from all S3 buckets

B. Permission to write to all objects into the bucket named "samplebucket"

C. Permission to deny the listing of all of the objects in the bucket named "samplebucket"

D. Permission to read objects from the bucket named "samplebucket"

E. Permission to change access rights for the bucket named "samplebucket"


	You run EC2 Instances in an Auto Scaling group behind an ELB. You have been monitoring over the last year, showing that there is no traffic on any day between 1 a.m and 6 a.m. on the servers. The minimum number of servers in the Auto Scaling group is set to two for high availability. How could you optimize the setup to save costs, but also ensure that if any traffic ever comes between 1 a.m and 6 a.m., the site would still provide some kind of valid website response?



A. Create a scheduled scaling event that terminates all the instances at 1 a.m. and brings two instances back at 6 a.m. The ELB will respond with a cached page in the meantime.

B. Create a scheduled scaling event that terminates all the instances at 1 a.m. and brings two instances back at 6 a.m. Create a static S3 website and a Route 53 health check. This will show the static page in the meantime.



C. Create a scheduled scaling event that terminates all the instances at 1 a.m. Create an SQS queue to which the ELB will send requests. Scale according to the queue depth.

D. Create a scheduled scaling event that terminates all the instances at 1 a.m. Create a CPU usage scaling policy that will scale as soon as the ELB CPU usage is above 1%.


	You are operating a Java application designed with the AWS Java SDK that writes to a DynamoDB backend with 1,000 provisioned write capacity units. The application worked well for over a year. Last week, a developer submitted a ticket to support due to an issue with DynamoDB. When he was testing a new version on the production DynamoDB table, he saw several "provisionedthroughputexceededexception" errors come up during his test. You check your application and see that at certain times there are spikes in writes, and approximately 2% of all the daily requests to the backend are receiving the same error. But the application seems to be working properly and no complaints have been received from any of the users. What should you do to avoid losing any data due to this issue?



A. Increase the size of the WCUs to match the spikes.

B. Nothing. The SDK automatically retries all the requests that receive this error.

C. View the performance metrics for provisioned throughput versus consumed throughput in CloudWatch. Determine the times when the spikes occur and provision Spot instances to cache the load during these times.

D. Implement DAX DynamoDB acceleration to handle the spikes.


	 Which of the following logs are not available in the console for MySQL?



A. Error Log

B. Slow Query Log

C. Transaction Log

D. General Log




	You are capturing bulk metric data from weather sensors every hour to your EC2 instance. The metrics are being discarded after 48 hours, but you would like to send the data to CloudWatch to keep them for longer and create graphs of the captured data. How could you do that?



A. Use the AWS CLI or API to upload the metrics.

B. Use the AWS Database Migration Tool to import data to CloudWatch.

C. Download the data from the EC2 instance and use the AWS console to bulk import into CloudWatch.

D. The weather data is not supported by CloudWatch.


	You use S3 to store critical data for your company. Everyone requires full access to the S3 buckets. You need to protect against the accidental deletion of critical files in the bucket. Which two options will address this issue? Choose 2 answers:



A. Enable versioning on S3.

B. Enable object lifecycle policy to archive data to Glacier every day.

C. Create a Bucket policy that will change the permissions to read-only permissions at the bucket level.

D. Configure all the S3 buckets with MFA delete.


	What are characteristics of Amazon SQS? Choose all that apply:



A. FIFO queues guarantee ordered delivery.

B. The maximum size of a message is 512 KB including the metadata (256 KB data + 256 KB metadata).

C. SQS works in a publisher/subscriber push model.

D. SQS standard queues have unlimited throughput.

E. SQS workers can be developed using the Lambda SQS worker CLI.






	You are looking to update an existing application using EC2 from AMIs, ECS from tasks, Aurora RDS instances, SQS and SNS, ElastiCache, and DynamoDB. You would like to use the blue/green approach. You have deployed your application manually in the past, but now you would like to automate the way new deployments are being delivered. What tool could you choose to achieve this in the simplest way possible?



A. Deploy your new application with Elastic Beanstalk.

B. Deploy your new application with CloudFormation.

C. Deploy your new application with OpsWorks.

D. Deploy your new application manually according to the design of your current application.


	You need to analyze the performance of the application behind your ELB. You have enabled ELB logging and are now able to see processing time information. Identify the three processing times you are able to see:



A. Response processing time

B. Backend processing time

C. Database processing time

D. Frontend processing time

E. Request processing time
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                    Chapter 2 – The Fundamentals of Amazon Web Services

                
            
            
                

	IaaS provides VM instances, disk, and networks, while PaaS provides services such as databases and queues.

	The physical security, securing access to the hypervisor, securing and patching the operating system, securing, configuring and patching the platform.

	Trade cap-ex for op-ex, use inexpensive compute units on demand, increase the speed of application delivery and agility, matching capacity to demand, ability to go global in minutes.

	Network, compute, storage, security and identity services, and end user applications.

	The AWS Management Console, the CLI, and the SDK.

	An application that's built to run on the cloud (usually on platform and serverless environments).

	Regions are composed of multiple availability zones, AZs are composed of multiple data centers.

	No, because a single-availability zone should be considered a fault-isolation environment.





            

            
        
    
        

                            
                    Chapter 3 – Managing AWS Security with Identity and Access Management 

                
            
            
                

	None. It isn't recommended to keep using the root account for any other case than emergency access to the account.

	MFA is the procedure of entering multiple authentication factors when logging in – for example, a username will require the user's password and a Time-based One-time Password (TOTP) or certificate to authenticate.




	Set the minimum password length; require at least one uppercase or lowercase character; number or special character; allow users to change their own passwords; enable password expiration after a number of days; prevent the reuse of passwords, enable administrative reset on expired passwords.

	Users, Groups, Roles, and Policies.

	Yes.

	You can't retrieve an existing secret access key. A new key needs to be created.

	Create a role with the appropriate S3 access and assign the role to the EC2 instance.

	Use corporate directory federation, STS, and roles to authenticate users within your existing directory and grant them access to AWS resources.

	False: CloudTrail is now enabled on all accounts by default and provides seven days of data so we can identify the user that deleted the EC2 instance.





            

            
        
    
        

                            
                    Chapter 4 – Networking with Virtual Private Cloud

                
            
            
                

	The VPC network and the VPC subnets.

	A way to determine the network address – in CIDR, IP addresses are described as consisting of two groups of bits in the address: the network address and the host address. 

	Between /16 and /28.

	Public subnets have a route to the IGW while private subnets don't.

	IGW for public subnets, NAT gateways for private subnets, VPN and Direct Connect for on-premises.

	By default, transient traffic isn't supported with VPC peering. To achieve this, a proxy instance could be installed in VPC B, and traffic for VPC C from VPC A would be redirected to the proxy.

	You didn't allow the ephemeral ports on the outbound policy of the NACL. NACLs are stateless and the return traffic needs to be allowed. Determine the ephemeral ports the instance responds on and allow those in the NACL.





            

            
        
    
        

                            
                    Chapter 5 – Managing Servers on AWS with Elastic Compute Cloud

                
            
            
                

	Virtual machine instances, Amazon Machine Images (AMIs), snapshots.

	IaaS.

	Soft limits imposed by AWS depending on the instance type.

	EBS.

	Use 2 EBS gp2 volumes that each provide up to 10,000 IOPS and 16 TB. Put the two volumes in a software RAID 0 (striped) configuration to get up to 32 TB.

	By setting it in a subnet within a VPC.

	Use an ENI and use the ENI MAC address to apply the license.





            

            
        
    
        

                            
                    Chapter 6 – Handling Server Traffic with Elastic Load Balancing

                
            
            
                

	Load balancers operate within a region across one or more availability zones.

	Application, Network, and Classic Load Balancer.

	The Network Load Balancer.

	The Application Load Balancer.

	None. Load balancers operate within a region.

	Target Groups.

	We need to wait for the instances to become healthy before we can browse the address of the load balancer.





            

            
        
    
        

                            
                    Chapter 7 – Understanding Simple Storage Service and Glacier

                
            
            
                

	Objects that need to be accessible via HTTP GET and PUT calls.

	Archives.

	Eleven nines – 99.999999999% within 24/7/365.




	We should expect at least 5,500 GET requests, maximum isn't determined.

	Yes, S3 One-Zone IA and S3 RRS.

	An index file.

	We can set a desired number of versions with expiration. By default, all versions are maintained.

	For training data in machine learning.





            

            
        
    
        

                            
                    Chapter 8 – Understanding Content Distribution with CloudFront

                
            
            
                

	A Content Delivery Network.

	Static and dynamic website data, videos, images, and any cacheable application components.

	An origin.

	There is nothing to do, as CloudFront is inherently protected from DDoS.

	An Origin Access Identity (OAI) on CloudFront.

	Web and RTMP.

	First, disable it, then wait for the status to change to deployed.





            

            
        
    
        

                            
                    Chapter 9 – AWS Storage Options

                
            
            
                

	File, Block, and Object storage.

	NFS v4 and v4.1.

	EFS doesn't have a published SLA at this point in time.

	File Gateway, Volume Gateway, Tape Gateway.

	Cached and Stored volumes.

	Storage Gateway through the Tape Gateway and Snowmobile.

	AWS Storage Gateway – I have unlimited time, so why waste money on a Snowball.





            

            
        
    
        

                            
                    Chapter 10 – Working with Route 53 Domain Name System

                
            
            
                

	To resolve FQDNs to IPs.

	Automation, reliability, traffic shaping.

	Failover routing policy.

	Geolocation routing policy.

	TCP health check on port 443.

	HTTP or HTTPS health check looking for a particular string.

	Multi-value answer policy.





            

            
        
    
        

                            
                    Chapter 11 – Working with Relational Database Services

                
            
            
                

	MySQL, MariaDB, PostgreSQL, Oracle, Microsoft SQL, and Aurora.

	Read replicas are read-only asynchronous copies, while Multi-AZ has one read-write master and a synchronous slave replica that isn't accessible until failover.

	Primary instance for writes and replica instance for reads.

	Snapshots don't affect Aurora's availability.

	Snapshots can't be restored to an existing cluster.

	Implement a read replica and point the BI to the read replica.

	Make the RDS subnet private and specify the EC2 security group as the source in the RDS security group instead of the subnet address.





            

            
        
    
        

                            
                    Chapter 12 – Introduction to ElastiCache

                
            
            
                

	Increase performance, increase scalability, decrease database or backend burden, decrease costs.

	Memcached and Redis.

	Memcached supports only simple datasets.

	Implement Memcached caching and move the session state into the cache cluster.

	Use Memcached to store the write-through data. Point your SQL application straight to the database, as no cache engine supports SQL.




	Increasing the number of nodes can only be done by adding read replicas, so this isn't possible.

	Decrease the TTL for your cache accordingly, as stale data is being kept in the cache and delivered to the BI nightly report.





            

            
        
    
        

                            
                    Chapter 13 – Amazon DynamoDB – a NoSQL Database Service

                
            
            
                

	False: DynamoDB is addressable via standard HTTP.

	ACID is fully consistent, while BASE defines eventual consistency.

	A NoSQL database would be perfect for sessions – it doesn't matter what the application does – it can use SQL on the BI part, but for sessions of NoSQL.

	C – PUT, R – GET, U – UPDATE, D – DELETE.

	Tables contain items and items are composed of attributes.

	400 KB.

	Provisioned throughput and on-demand.

	By dividing 50 MB by 1.5 KB, we get approximately 34.200 items being sent every second to the table – but each item consumes 2 WCUs, meaning we'll need to provision approximately 68.400 WCUs for the table. We're being throttled by the soft limit of 40.000 WCUs per table in the us-west-2 region. We would need to contact AWS to raise the service limit for this table. 

	Create a table with:

	Primary key username: To be able to list users

	Sort key date: So that we can have multiple entries for each student to take the test multiple times

	Score as the primary key and username for the sort key for the global secondary index: To rank users by score
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	Standard and FIFO queues.

	300 operations per second – up to 3,000 messages with batches of 10.

	HTTPS.




	The time the message will be hidden after it was read by a consumer and before it becomes visible in the queue again.

	ReceiptHandle – the unique identifier for the message that was received; MD5OfBody – the MD5 sum of the body of the message, used for delivery consistency; and MessageId – the identifier of the message in the queue.

	ReceiptHandle.

	The messages are corrupt and aren't being processed, thus not being deleted before becoming visible again.

	There's no way to do this: once purged, messages are gone.
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	JSON is not a transfer method.

	Display name.

	It enhances the SQS distribution model from one-to-one to one-to-many.

	Email, SMS, mobile notifications.

	Create a separate notification topic in each region and subscribe each department to that topic. Separate metrics can be collected this way for each topic.

	If your subscription has been confirmed by the recipient.

	Disable anonymous access and create a user with a secret key and an access key that will have the permission to only send to this topic. Provide the user to the outside service provider and direct them to use the AWS CLI with the appropriate commands to publish to the topic using the user secret and access key provided.
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	It helps us separate the application processing from the application logic.

	Decider.

	False: an actor can be either software or person.

	False: a task list is populated with actions automatically by SWF.

	Long polling, they poll for 60 seconds, after which an empty response is received.




	False: SWF only has regional endpoints.

	Use roles as temporary keys will be created when workers use a role.
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	Amazon Linux.

	It natively supports Java, Go, PowerShell, Node.js, C#, Python, Ruby, and any other through the runtime API.

	Any resource where the Lambda can record its response, such as S3 or DynamoDB.

	Helps with quickly designing invocation triggers, layers, and connecting downstream resources.

	False: Lambda doesn't have a public endpoint.

	Provide the appropriate permissions for each bucket in the execution role.

	Kinesis can't invoke as Lambda works in a pull manner with Kinesis – we need to add the permission to access the Kinesis stream to the Lambda execution role.

	Implement an API gateway that will proxy the requests to the Lambda function as the Lambda service isn't publicly accessible.





            

            
        
    
        

                            
                    Chapter 18 – Monitoring Resources with Amazon CloudWatch

                
            
            
                

	False: namespaces can have any format as long as they follow the namespace rules.

	True.

	True.

	Use the CloudWatch agent to push the EC2 system logs to CloudWatch logs. All CloudWatch logs have an indefinite retention period, but if separate archiving is required, use the AWS CLI to export older logs to S3 and the n life cycle to Glacier.

	Use tagging on the environment components, then create an alarm and filter the resources with the tag and CPU utilization. Select the EC2 and RDS systems in the results and create the alarm.




	A current state of a certain metric (for example, the current CPU usage of an instance).

	Create a query result alarm from the number of delivered and number of failed messages in SNS to reflect the requirement.

	Create an alarm with a metric that represents the concurrent user number at the performance ceiling of the RDS service (where the database still responds OK). Once the ceiling is reached, an alarm should be sent to SNS where a Lambda service is subscribed. The Lambda has a role with the permission to manage the RDS service. Create a Lambda function that will increase the instance size accordingly to handle the excess traffic. Create another alarm that represents the users numbers going below the threshold, and configure the Lambda function to decrease the instance size when this second alarm is triggered. 
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	True.

	True: you can see all the resources that EB creates in the respective parts of the management console.

	False: we can customize every part of the deployment by using the .ebextensions file.

	A .zip or .war file of a maximum size of 512 MB.

	100 versions.

	Implement life-cycling with the application's age set to 30 days.

	Change the instance type in the configuration of the application. The application will be redeployed with the new instance type.

	Use all-at-once updates. The instances are deleted and new ones are created, which means there are no additional costs incurred by the update process.

	Use the blue/green approach, as this will allow you to have two production-grade parallel deployments running during the update. If the green environment doesn't perform well, you can instantly switch back to blue, thus maintain up-time throughout.
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	A stack.

	JSON and YAML.

	Use constraints in the Parameters section.

	Define the LB URL as an output in the Outputs section.

	The deployment is trying to deploy the EC2 and VPC in parallel. Since no VPC exists, the instance creation fails. We can fix this with a DependsOn attribute on the EC2 and RDS instances.

	Create roles for each team with the appropriate permissions for the appropriate resources and allow each team to deploy a stack with the resources that they're responsible for.

	Determine whether the AWS CLI commands can be written into CloudFormation templates. Store the templates with the code. Provide the location of the templates to the CI server and let the CI server push the template to CloudFormation as a preceding step to the installation of the code on the servers.
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	False: it also supports on-premise servers.

	True.

	Apps.

	Into layers.

	Clone the stacks, and name and tag them accordingly.

	Automate and schedule the deployment of a recipe or module that returns the servers back to compliance.

	If the CI server support is using the AWS CLI scripts, already-defined is the easiest way. If not, implementing the CLI commands in CloudFormation would be an option. Using OpsWorks would be the most complicated solution in this case, and the infrequent large updates are not the best case for OpsWorks.
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Answers to Mock Test 1:

 




	
Question


	
Answer(s)


	
Explanation





	
Question 1


	
A


	
Instance-store data is deleted if an instance is stopped.





	
Question 2


	
D


	
The public IP can be found in the instance metadata.





	
Question 3


	
A


	
The Health check grace period is probably too long.





	
Question 4


	
C


	
You need to create an AMI. The AMI can be deployed into any AZ.





	
Question 5


	
C,E


	
Private subnets have no access to the internet. A subnet can only map to one Availability Zone.





	
Question 6


	
A


	
Not enough power in the application tier. Add another instance.





	
Question 7


	
D


	
A script is needed for creating and rotating RDS snapshots.





	
Question 8


	
B


	
You aren't using all the bandwidth. Upload the files in parallel to S3.





	
Question 9


	
A


	
Alias resource record sets are virtual records that work like CNAME records. But they differ from CNAME records in that they aren't visible to resolvers. Resolvers only see the A record and the resulting IP address of the target record. As such, unlike CNAME records, alias resource record sets are available to configure a zone apex.





	
Question 10


	
C


	
Autoscaling the bastion host will automatically recover it if it fails.





	
Question 11


	
A


	
An OpsWorks stack can be used to deploy existing Chef recopies.





	
Question 12


	
A,D


	
S3 allows you to store virtually unlimited amounts of data as files that are directly accessible via URL.





	
Question 13


	
A


	
A role is the best solution to allow an instance to write to CloudWatch.





	
Question 14


	
B


	
RDS provides a backup as a service solution built in.





	
Question 15


	
B


	
Placement groups enable EC2 instances to interact with each other via high-bandwidth, low-latency connections.





	
Question 16


	
C


	
Tagging and projecting the tag name as a dimension can achieve this.





	
Question 17


	
B


	
Your service limits for the number of instances might need to be increased.





	
Question 18


	
A


	
There is no single point of failure.





	
Question 19


	
D


	
CloudFormation is the right solution that can help you deploy exact copies of different versions of your infrastructure, stage changes into different environments, revert back to previous versions, and identify what versions are running at any particular time.





	
Question 20


	
D


	
Scale the EC2 Auto Scaling group according to the number of messages each EC2 instance can process at a time.





	
Question 21


	
C


	
Read replicas are the perfect solution for analytics jobs.





	
Question 22


	
B


	
The Auto Scaling group is launching in one AZ only. Make sure the ELB has cross-zone LB enabled after you fix the AS group.





	
Question 23


	
A,B,E


	
Outstanding IO, average IO, and write latency will help us determine the performance issue.





	
Question 24


	
D


	
Create multiple notifications so you can take action when each threshold of usage is breached and also project the usage for the whole month.





	
Question 25


	
C


	
RDS Multi-AZ switches the CNAME over to standby when a primary failure is detected automatically.





	
Question 26


	
D


	
S3 data is automatically replicated between multiple data centers and delivers more than 99.99% availability in a region.





	
Question 27


	
A,B,C


	
WordPress stores a lot of data that can be cached both in CloudFront and ElastiCache. Also, using a read replica can relieve the load.





	
Question 28


	
D


	
Evictions and GetMisses are caused due to lack of power. Increase the size of the instance.





	
Question 29


	
A, D


	
Only NACLs and Security Groups can limit communication between instances in the same VPC.





	
Question 30


	
B


	
Placement groups provide the lowest latency between EC2 instances.





	
Question 31


	
D


	
Create a new dedicated tenancy instance.





	
Question 32


	
B


	
Check the routing table is correctly configured with a route to the outside via the IGW.





	
Question 33


	
B


	
An ENI can be used for cases where hardcoded IPs are used.





	
Question 34


	
D


	
NACLs can be easily used to block a whole range of IPs from being allowed into the subnet and are very efficient for this purpose.





	
Question 35


	
B


	
AWS makes sure to not allow spoofing and packet sniffing.





	
Question 36


	
B


	
RDS has a built-in backup solution that allows you to create daily backups.





	
Question 37


	
C


	
With SGs, you only need to define inbound rules as they are state-full.





	
Question 38


	
B


	
You can't use spot instances as the payments can take up to four minutes. Spot instances might get terminated with a two-minute warning, which could mean you would lose transactions.





	
Question 39


	
C


	
There is no service in AWS for Ansible. Simply launch EC2 instances and manage them like you do on-premise servers.





	
Question 40


	
A,C


	
EMR and Elastic Beanstalk allow us to log into the instances.





	
Question 41


	
D


	
# can't be used in IAM usernames.





	
Question 42


	
B


	
The simplest solution is to use an instance-status-check CloudWatch alarm.





	
Question 43


	
A


	
Snapshots of the EBS volume should complete a backup in time.





	
Question 44


	
B


	
Your servers are overloaded if you see 500 errors. increase the number of instances.





	
Question 45


	
B,C


	
Internet gateway for public subnets and NAT gateways for private subnets.





	
Question 46


	
B


	
An ENI is MAC can be used for the license to persist instance failure.





	
Question 47


	
A


	
ELB sticky sessions from the same user are sent to the same instance so the load on the server can be gravely unbalanced.





	
Question 48


	
B


	
An in-progress snapshot isn't affected by ongoing reads and writes to the volume.





	
Question 49


	
D


	
Consolidated billing and cross-account roles are the correct way of doing it.





	
Question 50


	
B, D


	
Memory utilization and thread usage can't be determined by CloudWatch.





	
Question 51


	
B


	
When assigning permissions, always use the least privilege approach.





	
Question 52


	
A


	
MFA will dramatically increase the security of your console access.





	
Question 53


	
E


	
Any metric can be delivered as a custom metric.





	
Question 54


	
C


	
The number of instances in a placement group can only be defined at startup time.





	
Question 55


	
A,C


	
ElastiCache running Memcached or DynamoDB are possible data stores for sessions.





	
Question 56


	
A


	
Stopping and starting an instance is likely to fix the “impaired” system status.





	
Question 57


	
C


	
Use an LDAP replica of your on-premises LDAP to authenticate your AWS resources.





	
Question 58


	
A


	
Weighted routing can be used to send 10% of the traffic to the standby site.





	
Question 59


	
D


	
SNS can receive and deliver HTTP, SMS, and emails while a custom SNS subscriber to the same topic can then further deliver on the other protocols.





	
Question 60


	
B


	
To meet 99.9999% availability, cross-region bucket-replication needs to be used.









Answers to Mock Test 2:






	
Question


	
Answer(s)


	
Explanation





	
Question 1


	
C


	
Elastic Beanstalk is the simplest approach with the least management overhead.





	
Question 2


	
B


	
Use an NAT gateway to connect private instances to the internet.





	
Question 3


	
B


	
Only instance-store volumes provide in excess of 100,000 IOPS.





	
Question 4


	
A


	
CloudWatch can't see into the EC2 instance to determine how much usage is on disk.





	
Question 5


	
C


	
Apply a bucket policy that makes all objects in the bucket public.





	
Question 6


	
C


	
Among other logs, the error log is available in the RDS console.





	
Question 7


	
D


	
CloudWatch needs to notify Auto Scaling. The Auto Scaling policy is executed upon notification.





	
Question 8


	
A


	
Port 80 to the private security group isn't needed.





	
Question 9


	
C


	
Pre-warm the EBS volume to gain the most performance out of the box.





	
Question 10


	
B


	
S3 RRS durability is 99.95%.





	
Question 11


	
C


	
You can stream logs with the CloudWatch agent to CloudWatch Logs.





	
Question 12


	
C


	
Direct Connect can be delivered with a higher bandwidth than VPN.





	
Question 13


	
C


	
SSE is Encryption of data at rest with an S3-managed encryption key.





	
Question 14


	
B


	
Beanstalk supports rotating the logs to S3 and gives developers access to S3.





	
Question 15


	
B


	
Detailed monitoring collects metrics every minute at a cost.





	
Question 16


	
D


	
The local target allows all the subnets to communicate with each other by default.





	
Question 17


	
C


	
Corrupted messages that can't be processed are probably piling up in the queue. You would implement a DLQ for these messages.





	
Question 18


	
B,D


	
RDS and Redshift have the ability to back up the services out of the box.





	
Question 19


	
C


	
For 99.9% availability, running 1 instance is enough, but if an AZ goes down, we need to be able to restore this instance to another AZ, so 2 subnets and ELB are needed.





	
Question 20


	
B


	
You should suspend the Auto Scaling and figure out what's going on.





	
Question 21


	
A


	
Due to the number of users, you'll need to use Identity Federation.





	
Question 22


	
A,B,D


	
Read replicas, cache, or sharding can distribute the load on a database.





	
Question 23


	
D


	
To copy an instance, you'll need to copy the AMI to the other region.





	
Question 24


	
C


	
A route for 172.16.0.0/16 needs to be directed at the VPN gateway.





	
Question 25


	
B,D


	
Increasing the amount of CPU power by resizing the instance or adding more instances will help.





	
Question 26


	
A,B


	
Increasing the amount of CPU power by resizing the instance or adding more instances will help.





	
Question 27


	
A,B


	
C and D don't make sense.





	
Question 28


	
C


	
Geolocation can determine where the clients are coming from and direct them to the correct site.





	
Question 29


	
D


	
The deny statement has NotipAddress = 100.100.100.20/32 so everyone else will be denied. Explicit denies override explicit allows.





	
Question 30


	
D


	
sitefiles.s3-website.us-east-2.amazonaws.com.





	
Question 31


	
D


	
You'll need to use Snowball as there's no way to transfer 150 TB across a 10 Gbit line in less than 24 hours.





	
Question 32


	
B


	
Tag your resources and create a dashboard based on the tag metrics.





	
Question 33


	
A


	
The public IP of the ELB is irrelevant in the security group.





	
Question 34


	
B


	
There's no such thing as a Client Order Preference.





	
Question 35


	
C


	
When configured with the Server Order Preference, the ELB gets to select the first cipher in its list that matches any one of the ciphers in the client's list.





	
Question 36


	
B


	
Bulk requests can fetch 10 messages at a time.





	
Question 37


	
D


	
DynamoDB is the best solution.





	
Question 38


	
B


	
ELB access logs will display connection information from your ELB.





	
Question 39


	
C


	
The onsite DNS can resolve both internal and external addresses. Also, since you can only use one DHCP option, set C is the correct answer. 





	
Question 40


	
C


	
The default SQS message-retention period is four days.





	
Question 41


	
B


	
Each game has to have its own topic so that users can subscribe to each game.





	
Question 42


	
A


	
Specify the IP range in the bucket policy.





	
Question 43


	
D


	
MySQl RDS is only highly-available with Multi-AZ. You need to keep the read replica for the BI purposes.





	
Question 44


	
D


	
Route 53 enables automatic failover – all others are manual.





	
Question 45


	
A,D


	
Separate each department into its own account and use consolidated billing.





	
Question 46


	
D


	
We are scaling on a timed basis so resource usage is irrelevant.





	
Question 47


	
E


	
AWS is only responsible for physical disk security.





	
Question 48


	
C


	
Direct Connect makes the link private and the VPN encrypts it.





	
Question 49


	
B


	
S3 is the cheapest, most scalable solution.





	
Question 50


	
B


	
You can't deploy multi-region due to synchronous DB copies. Three AZs with four instances each will allow for a failure of one AZ and still keep eight instances to provide the baseline.





	
Question 51


	
C


	
Global DynamoDB table is the correct solution.





	
Question 52


	
A,B


	
The statement has two allow statements: one that allows listing and reading of all objects in all buckets, and another that allow writing to the "samplebucket" bucket.





	
Question 53


	
B


	
Static website with route 53 health check is the only solution that will provide a meaningful response to the restorer.





	
Question 54


	
B


	
The SDK automatically retries all the requests that receive this error.





	
Question 55


	
C


	
General, Error, and Slow Query logs are available in RDS.





	
Question 56


	
A


	
The CLI on the EC2 instance can be used to upload custom metrics.





	
Question 57


	
B,D


	
Both versioning and MFA delete can protect you from accidental object deletion.





	
Question 58


	
A,D


	
The maximum size is 256 KB. SQS works in the producer/consumer pull model. There's no such thing as the Lambda SQS worker CLI.





	
Question 59


	
B


	
CloudFormation would make it simplest to deploy these services.





	
Question 60


	
C,D


	
ELB logs record response, request, and backend processing times.
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If you enjoyed this book, you may be interested in these other books by Packt:



AWS Certified Solutions Architect - Associate Guide

Gabriel Ramirez, Stuart Scott

ISBN: 978-1-78913-066-9


	Explore AWS terminology and identity and access management

	Acquaint yourself with important cloud services and features in categories such as compute, network, storage, and databases

	Define access control to secure AWS resources and set up efficient monitoring

	Back up your database and ensure high availability by understanding all of the database-related services in the AWS Cloud

	Integrate AWS with your applications to meet and exceed non-functional requirements

	Build and deploy cost-effective and highly available applications





AWS Certified Developer - Associate Guide

Vipul Tankariya, Bhavin Parmar

ISBN: 978-1-78712-562-9


	Create and manage users, groups, and permissions using AWS Identity and Access Management services

	Create a secured Virtual Private Cloud (VPC) with Public and Private Subnets, Network Access Control, and Security groups

	Get started with Elastic Compute Cloud (EC2), launching your first EC2 instance, and working with it

	Handle application traffic with Elastic Load Balancing (ELB) and monitor AWS resources with CloudWatch

	Work with AWS storage services such as Simple Storage Service (S3), Glacier, and CloudFront

	Get acquainted with AWS DynamoDB – a NoSQL database service

	Coordinate work across distributed application components using Simple Workflow Service (SWF)
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Please share your thoughts on this book with others by leaving a review on the site that you bought it from. If you purchased the book from Amazon, please leave us an honest review on this book's Amazon page. This is vital so that other potential readers can see and use your unbiased opinion to make purchasing decisions, we can understand what our customers think about our products, and our authors can see your feedback on the title that they have worked with Packt to create. It will only take a few minutes of your time, but is valuable to other potential customers, our authors, and Packt. Thank you!
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Create New Queue

What do you want to name your queue?

Queue Name ©
Type the queue name.

Region € US East (Ohio)

What type of queue do you need?

Standard Queue

Unlimited Throughput: Standard queues support a nearly uniimited number of transactions per
second (TPS) per API action.

At-Least-Once Delivery: A message is delivered at least once, but occasionally more than one
copy of a message is delivered.

Best-Effort Ordering: Occasionally, messages might be delivered in an order different from
‘which they were sent.

: E

E

E

‘Send data between applications when the throughput is important, for example:

« Decouple live user requests from intensive background work: let users upload media while
resizing or encoding it

« Allocate tasks to multiple worker nodes: process a high number of credit card validation
requests.

« Batch messages for future processing: schedule multiple entries to be added to a database.

High Throughput: FIFO queues support up to 300 messages per second (300 send, receive, or
delete operations per second). When you batch 10 messages per operation (maximum), FIFO.
queues can support up to 3,000 messages per second. To request a imit increase, fie a
‘support request.

First-In-First-out Defivery: The order in which messages are sent and received is strictly
preserved.

Exactly-Once Processing: A message is delivered once and remains avaiiable untila
‘consumer processes and deletes it. Duplicates are not introduced into the queue.

‘Send data between applications when the order of events is important, for example:

« Ensure that user-entered commands are executed in the right order.

« Display the correct product price by sending price modifications in the right order.

« Prevent a student from enroling in a course before registering for an account.

For more information, see the Amazon SQS FAQs and the Amazon SQS Developer Guide.

To create a new queue, choose Q

-Create Queue. To configure your queue's parameters, choose Configure Queue.

Cancel | Configure Queue | =lce T
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Amazon DynamoDB

‘Amazon DynamoDB is a fast and flexible NoSQL database service for all applications that need consistent, single-digit
isecond latency at any scale. Its flexible data model and reliable performance make it a great fit for mobile, web,
gaming, ad-tech, 10T, and many other applications.

Getiing started guide.

—
~®

Create tables Monitor and manage tables
Create DynamoDE tables with a few cicks. Just specify the desired read and wrte  Using the AWS Management Console, you can monior performance and adjus the
throughput or your table, and DynamoDB handes the rest. throughput of your tables, enabling you o scale seamiessy.
More about DynamoDB throughput Monitring tables

‘Add and query items

Once you have created a DynamoDB fable, use the AWS SDKS fo
it read, modify, and query items in DynamoDE.

DynamoDB APl reference
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Create bucket

@) Nameandregion @) Configure options @ Set permissions (&) Review
Note: You can grant access to specifc users after you create the bucket.

Public access settings for this bucket

Use the Amazon S3 block public access setings to enforce that buckets don't allow public access to data.
You can also configure the Amazon S3 block public access settings at the account level

Manage public access control lists (ACLs) for this bucket

M Block new public ACLs and uploading public objects (Recommended)
M Remove public access granted through public ACLs (Recommended)

Manage public bucket policies for this bucket
M Block new public bucket policies (Recommended)
Block public and cross-account access if bucket has public policies (Recommended)

Manage system permissions

Do not grant
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Create group

Create a group and select the policies to be attached to the group. Using groups is a best-practice way to manage users' permissions by job functions, AWS service access, or your custom permissions. Lear more

Group name | Administrators

Create policy = & Refresh

iiter policies v Q search

Policy name ~
v » W AdministratorAccess
O » WF AlexaForBusinessDeviceSetup

» W AlexaForBusinessFullaccess
AlexaForBusinessGatewayExecution
AlexaForBusinessReadOnlyAccess
AmazonAPIGatewayAdministrator
AmazonAPIGatewaylnvokeFulAccess

AmazonAPIGatewayPushToCloudWatchLogs

AmazonAppStreamFullAccess

Type

Job function
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed

AWS managed

Used as

None

None

None

None

None

None

None

None

None

Showing 360 results

Description
Provides full access to AWS services and resources.

Provide device setup access to AlexaForBusiness services

Grants full access to AlexaForBusiness resources and access to related AWS Services

Provide gateway execution access o AlexaForBusiness services

Provide read only access to AlexaForBusiness services

Provides full access to create/editdelete APIs in Amazon API Gateway via the AWS Management Console.
Provides full access to invoke APIs in Amazon API Gateway.

Allows API Gateway to push logs to user's account

Provides full access to Amazon AppStream via the AWS Management Console.

(LN Create group
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Security Status

[ <

Delete your root access keys
Activate MFA on your root account
Create individual IAM users

Use groups to assign permissions

Apply an IAM password policy

1 out of 5 complete.
v

v
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' Elastic Beanstalk

markocloud ~

All Applications > markocloud

Environments
Application versions

Saved configurations

Markocloud-development

Environment tier: Web Server
Platfor

ython 3.6 running on 64tit Amazon Linu2 7.7
Running versions: green
Last modified: 2018-01-1 11:03:33 UTC-0500

URL: Markocloud-development uzkT3s2eg4.us-east-2 elastcbeanst.

Markocloud-production

Environment t

Neb Server

Platform: Python 27 running on 64bi Amazon Linu
Running versions: blue
Last modified: 2018-01-15 11:04:24 UTC-0500

URL: Markocloud-producton uzkf3s2eg4 us-east2 elasticbeanstalk.

Create New Application

Actions +

Markocloud-test

Environment tier: Web Server
Platform: Python 3.4 running on 64bit Amazon Linuxi2.7.7

Running version:
Last modified: 2019-01-15 11:03:59 UTC-0500

blue

URL: Markocloug-test uzkf3s2eg4 us-east-2 easticbeansialk com
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Cloud

‘Your VPCs
Subnets

Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

Endpoint Services
NAT Gateways

Peering Connections

Security
| Network AcLs

Security Groups

VPN Connections

Customer Gateways

Virtual Private
Gateways

VPN Connections

& 0

- ate Network ACL =
]

Q Search Network ACLs and the X 1 to 2 of 2 Network ACLs

Name 4 Network ACL ID ~ Associated With ~ Default - VPC
acl-a7a045cc 3 Subnets Yes vpc-f3b18e9b

] acl-05a0d3e5c0513cf... 4 Subnets Yes vpc-0da86bd591e92d236 | my-cu
“ »
acl-05a0d3e5¢0513cf3b NN =]

‘Summary Inbound Rules Outbound Rules Subnet Associations Tags
Allows inbound traffic. Because network ACLs are stateless, you must create inbound and outbound rules.
View: | Allrules v

Rule # Type Protocol ~ PortRange = Source  Allow/ Deny

100 ALL Traffic ALL ALL 0.0.0.0/0 ALLOW

- ALL Traffic ALL ALL 0.00.00 DENY
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Create role

~ Attach permissions policies

Choose one or more policies to attach to your new role.

| create poticy |

Filter policies v Q dynamo

»

Policy name ~
W# AmazonDynamoDBFullAccess

W8 AmazonDynamoDBFullAccesswithDataPipeline
¥ AmazonDynamoDBReadOnlyAccess

8 AwsApplicationAutoscalingDynamoDBTableP.
W8 AwSLambdaDynamoDBEXecutionRole

B AWSLambdalnvocation-DynamoDB

N#l_nunamanADaniicationCaniisaDalaDalic

* Required

Usedas

None.

None

None

None

None

None

Mana.

Showing 7 results

Description
Provides full access to Amazon Dynarmo.
Provides full access to Amazon Dynamo.
Provides read only access to Amazon Dy
Policy granting permissions to Applicatio.
Provides list and read access to Dynamo.

Provides read access to DynamoDB Stre.
Dacmissinne ranuiad hu DunamanA far

Ccancel Previous
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Storage type  Info
‘ General Purpose (SSD) v

Allocated storage
20 &l‘ GiB

(Minimum: 20 GiB, Maximum: 16384 GiB) Higher allocated storage may improve I0PS performance.

@® Provisioning less than 100 GiB of General Purpose (SSD) storage for high throughput workloads could
result in higher latencies upon exhaustion of the initial General Purpose (SSD) 10 credit balance. Click
here for more deta

Settings

DB instance identifier Info
Specify a name that is unique for all DE

‘markocloud-db-instance

stances owned by your AWS account in the current region.

DB instance identifer i case insensitive, but stored as all lower-case, as in "mydbinstance". Must contain from 1 to 63 alphanumeric
characters or hyphens (1 to 15 for SQL Server). First character must be a letter. Cannot end with a hyphen or contain two
consecutive hyphens.

Master username  Info
Specity an alphanumeric string that define the logn IDfor the master user
| markocloud

Master Username must start with a letter. Must contain 1 to 16 alphanumeric characters.

Master password  Info Confirm password  Info

Master Password must be at least eight characters long, as in
“mypassword. Can be any printable ASCI character except /",
-, or *@"

-





assets/640921af-218d-4bca-a191-69723fcbb362.png
~ Advanced Redis settings

Advanced settinas have common defaults set to aive vou the fastest way to get started
‘You can modify these now or after your cluster has been created

Multi-AZ with Auto-Failover V|

Slots and keyspaces | Equal distribution

Availability zone(s) | No preference

Shard 1

Shard 2

Shard 3

Slots/Keyspaces Primary
No

Equal distribution
preference

No

Equal distribution
preference

No

Equal distribution
preference

Replica 1
No
preference

No
preference

No
preference

Replica 2
No
preference

No
preference

No
preference
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1. Defne Load Balancer 2. Assign Securiy Groups 3. Configure Securiy Sefings 4. Configure Health Check 5. Add EC2 Instances.

Step 5: Add EC2 Instances

‘The table below lists all your running EC2 Instances. Check the boxes in the Select column to add those instances to this load balancer
VPC vpc-92468eea (172.31.0.0116)
@  Instance - Name - State | Securtyg-| Zone - SubnetlD - SubnetCIDR -

@ F05050900119026217  websever? @ running  launchwiz. uswestZb  subnetdce2cTas 1723116020
@  H0a7O13MHOTIA10  webseverl @ running  launchwiz. uswestZb  subnetdce2cTas 1723116020

Availability Zone Distribution
2instances in us-west-2b

@ Enable Cross-Zone Load Balancing (7
@ Enable Connection Dr

Cancel | Previous | Next: Add Tags
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Help us improve the new Amazon SNS console by providing feedback.

Basicview | Advanced view

Allow these users to publish messages to this topic

® Only me (topic owner)
© Everyone

© Only these AWS users Comma-separated list of AWS account IDs.

Allow these users to subscribe to this topic
® Only me (topic owner)
© Everyone

© Only these AWS users Comma-separated list of AWS account IDs.

© Only users with endpoints that match ‘examples: “*@example.com’ or "hitp:/lexample.com/*"

Using these delivery protocols 1+ HTTP. 4 HTTPS v Email
+ Email-JSON v SMs ' Amazon SQS.
# Application ¥ AWS Lambda

[CISEN  Update policy
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Select load balancer type

Elastic Load Balancing supports three types of load balancers: Application Load Balancers, Network Load Balancers (new), and Classic Load Balancers.
Choose the load balancer type that meets your needs. Leam more about which load balancer is right for you

Application Load Balancer

Choose an Application Load Balancer when you need a flexible feature set for your web
‘applications with HTTP and HTTPS traffic. Operating at the request level, Application Load
Balancers provide advanced routing and visibilty features targeted at application
architectures, including microservices and containers.

Learn more >

Network Load Balancer

Choose a Network Load Balancer when you need ultra-high performance and static IP
‘addresses for your application. Operating at the connection level, Network Load Balancers
are capable of handiing millions of requests per second while maintaining ultra-low latencies.

Learn more >

Classic Load Balancer

PREVIOUS GENERATION

for HTTP, HTTPS, and TCP

Choose a Classic Load Balancer when you have an existing application running in the EC2-
Classic network.
Leam more >
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Create DHCP options set x

Dynamic Host Configuration Protocol (DHCP) provides a standard for passing configuration information
to hosts on a TCP/IP network. The options field of a DHCP message contains configuration parameters.

Name tag  custom.domain [i]

Specify at least one of the following configuration parameters
Domain name  custom.local [i]

Domain name servers | 172.16.100.1, 172.16.100.2, 10.20.10.5, 10.30.10.5 | @
NTP servers | 172.16.100.50, 172.16.100.51 (i)

NetBIOS name servers | 172.16.100.1, 172.16.100.2, 10.20.10.5, 10.30.10.5 €
NetBIOS node type |2 |






assets/8f2e12da-dd89-4e77-81b5-882dfb8d7147.png
Invoke
Call 7
O

Event Source‘\/ AWS Lambda External Service

A

Optional response

Function Code





assets/394aed39-964e-4023-906e-c354c8470587.png
Search IAM

Dashboard
Groups

Users

Roles

Policies

Identity providers
Account settings

Credential report

Encryption keys

Policies > AdministratorAccess

Summary

Policy ARN  arn‘aws:iam:-awspolicy/AdministratorAccess 8]
Description  Provides full access to AWS services and resources.

Permissions  Policy usage  Policy versions | Access Advisor

Policy summary | {}JSON (2]

Effect™: A
“Action” s
“Resource”:

i

read-only @
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Launch Instance Connect | Actions v

Q Fiter by tags and attributes or search by keyword

Name ~ Instance ID ~ Instance Type ~ | Availability Zone ~ Instance State
@  webserver! 06db9b0500bf3d037 2 micro us-east-1a @ running
webserver2 10f431099b24a78a2  2.micro us-east-1f @ running

Status Checks

Description

Instance ID
Instance state
Instance type
Elastic IPs

Avail
Security groups
Scheduled events
AMIID

ity zone.

6dbh050dbT3d037 (webservert)

Elastic IP: 52.0.148.57

Monitoring | Tags

1-060b9b050dbf3d037

running

©2.micro

52.0.148.57*

us-east-1a

Open Port 80.. view inbound rules . view outbound rules
No scheduled events

‘amzn-ami-hvm-2018.03.0.20180811-x86_64-gp2 (ami-0ff8a91507771867)

Status Checks ~

@ 212 checks ...
@ 212 checks
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1. ChoossAMI 2 Chooselnstance Type 3. Configure Instance 4 Add Storage 5 AddTags 6. Configure Security Group.

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the faunch process

7. Review

A Improve your instances' security. Your security group, SSS Access, is open to the world.

Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can also open additional ports in your security group to facilitate access to the application or service you're running, .g., HTTP (80) for web servers. Edit security groups

~ AMI Details

Amazon Linux AMI 2018.03.0 (HVM), SSD Volume Type - ami-Ocd3dfade37921605

The Amazon Linux AMIis an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Python, Ruby, Perl, and Java. The repositories include
Docker, PHP, MySQL, PostgreSQL, and other packages.

Root Device Type: ebs  Virtualizaion type: hvm

~ Instance Type
Instance Type

t2.micro

v Security Groups

Security group name
Description

Type (0
SSH

ECUs VCPUs Memory (GiB) Instance Storage (GB)
Variable 1 1 EBS only
SSS Access

launch-wizard-6 created 2019-01-17T12:53:49.330+05:30

Protocol (i) Port Range (i)

TCP 22

EBS-Optimized Available

Source

0.0.0.00

Edit AMI

Edit instance type
Network Performance

Low to Moderate

Edit security groups

Description (i)
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J EstcBeanstak

Create a web app

‘Create a new application and environment with 2 sample appication o your own code. By creating an environment, you allow AWS Elastic
‘Beanstalk to manage AWS fesoutces and permissions on your behaf Learm more.

Application information

‘Application name

Base configuration

Platiorm

‘Application code.
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step1
Select engine

Step2
Choose use case

step3
Specify DB details

step4
Configure advanced
settings

RDS > Create database

Specify DB details

Instance specifications
Estimate your monthly costs for the DB Instance using the AWS Simple Monthly Calculator [

DB engine
MySQL Community Edition

License model ~Info

general-publi

DB engine version  Info

MySQL 5.6.40 v

Review the Known Issues/Limitations [Z to learn about potential compatibility issues with specific
database versions.

@ Known Issues/Limitations

Free tier

@ The Amazon RDS Free Tier provides a single db.t2.micro instance as well as up to 20 GiB of storage,
allowing new AWS customers to gain hands-on experience with Amazon RDS. Learn more about the
RDS Free Tier and the instance restrictions here.

Only enable options eligible for RDS Free Usage Tier  Info

DI

tance class Info

db.t2.small — 1vCPU, 2 GiB RAM v

Multi-AZ deployment  Info

Create replica in different zone
Creates a replica n a different Avilability Zone (AZ) to provide data redundancy,eliminate 1/0 freezes, and minimize latency
spikes during system backups

O No
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Add user 4 e P

~ Set permissions

DV Add user to group

Copy permissions from Attach existing policies
existing user directly

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Leam more

Add user to group

| creategroup || & Refresh |
Q search Showing 1 result

Group ~ Attached policies

v/ Administrators AdministratorAccess.
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Lifecycle rule

@ Name andscope @ Transiions @ Expiration (@) Review

Configure expiration

Current version Previous versions

Expire current version of object

o

Permanently delete previous versions

B

Clean up expired object delete markers and incomplete multipart
uploads

ou cannot enable clean up expired obj

1 delete markers if you enable Expiration.

Clean up incomplete multipart uploads

Next
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J st Beanstalk | markocioud ~

Al Applications > markocloud

Environments

Application versions | - | Version Label Recieicn)
Saved configurations | | oreen
O | bue

| sample Appikcation

Date Created

2018.01-17 11:22:02 UTC-0500

2018.01-17 11:19:23 UTC-0500

2018.01-17 111550 UTC-0500

Create New Application

settings || Delete || Depioy || pioad 2 Refresh

Source. Deployed To
2019017rz6-application.zip
2018017CUs-application zip | Markocloud-env

Sample Application Markocloud-en-1, Markocloud-env-2
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Send a Message to markocloud

Your message has been sent and is ready to be received
Note: It may take up to 60 seconds for the Messages Available column to update.

‘Sent Message Altributes:

Message Identifier: 2650bC36-0006-4ef0-8202-576946239410
MDS of Body: 23005020c5493110869067009028942
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Name and scope

Edit

Name 685684-glacier
Scope Whole bucket

Transitions

Edit

For current version of objects

Transition to Amazon Glacier after 1 days

Expiration

Edit

‘Expire after 30 days
Permanently delete after 30 days
Clean up incomplete multipart uploads after 7 days
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CloudFormation v  Stacks

©  The redesigned AWS CloudFormation console is available now

We've completely redesigned the console to improve the overalllook and feel. Try it out now and provide us feedback.

Adions~ | | Design template |

Filter: Active~

Create a stack

AWS CloudFormation allows you to quickly and easily deploy your infrastructure resources and
applications on AWS. You can use one of the templates we provide to get started quickly with
tions like WordPress or Drupal, one of the many sample templates o create your own template.

appli

You do not currently have any stacks. Choose Create new stack below to create a new AWS
CloudFormation stack.
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Create role

Review

Provide the required information below and review this role before you create it

Role name*

Role description

Trusted entities.

Policies

Permissions boundary

* Required

EC2-DynmoDB-Ful|

Use alphanumeric and '+=, @-_* characters. Maximum 64 characters.

Allows EC2 instances to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and “+=, @-

AWS service: ec2.amazonaws.com

Policies not attached

Permissions boundary is not set

Cancel
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Select metric

Markocloud CPU usage 1h 3h 12h 1d 3d 1w custom - | Line - |
percent
193
100 \/\/\/\ /\
o7t
e s 1815 83 1845 1900 1915 1830 1945 2000 2015
® cruuizaton
Allmetrics  Graphed metrics (1) |~ Graphoptions | Source
Al > EC2 > Perinstance Metrics | Q Search for any metric, dimension or resource id
Instance Name (32)  Instanceld Metric Name
v Markocloud-env i-0412ecc8be43bbee5 CPUUtilization -
Markocloud-env i-0412ecc8be43bbee5 NetworkPacketsin
Markocloud-env i-0412ecc8be43bbee5 NetworkOut
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Send a Message to markocloud

Message Body Message Altributes.

Enter the text of a message you want to send

This is a test message

3 Detaydelveryofthis message by [0 seconds ~ | (wpto 15 minses)

Cancel

Send Message
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1.Define Load Balancer 2. Assign Security Groups 3. Configure Security Settings 4. Configure Health Check.

Step 3: Configure Security Settings

A

Improve your load balancer's security. Your load balancer is not using any secure
listener.

If your traffc to the load balancer needs to be secure, use either the HTTPS o the SSL protocol for your front-
‘end connection. You can go back to the fist step to addiconfigure secure listeners under Basic Configuration
section. You can also continue with current settings.

Cancel | Previous | Next: Configure Health Check
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Database options

Database name ~ Info

‘ sample ‘
Note: o database name s specified the no il MySQL database will be reated o the DB Instance.

Port Info
TCP/IP port the DB instance will use for application connections.
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IAM DB authentication  Info

) Enable IAM DB authentication
Manage your database user credentials through AWS IAM users and roles.
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No biling metrics found. To get tarted, please vistthe Account Biling console. click Preferences in the let navigation pane, and check the Receive Billing
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How to Monitor Your AWS Charges

‘Amazon CloudWatch can help you monitor the charges on your AWS bil by sending you emal alerts when charges exceed a threshold you define.

‘Once you update your preferences in the Account Biling console, you will begin receiving Amazon Cloudatch metrcs that refect your month-o-date AWS.
charges. Then, you can create  biling alarm by specifying 2 spending treshold and an e-mail address fo noffy. Learm more about biling alerts

You get 10 free alarms and 1,000 free e-mail nofifications each month as part of the AWS Free Tier

Additional Info

Gettng Started Guide:
Monioring Scripts Guide:
Overview and Features
Documentation
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Create new topic

A topic name will be used to create a permanent unique identifier called an Amazon Resource Name (ARN).

Topic name  markocloud )

Display name | MyTopid ‘ L)

EUM Create topi
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Internet gateways > Attach to VPC

Attach to VPC

Attach an internet gateway to a VPC to enable communication with the internet. Specify the VPC you would like to attach below.

VPC* | vpc-0da86bd591€92d236 v O

» AWS Command Line Interface command
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ongratulations

Your first AWS Efastic Beanstalk Python Application is now running on your
‘own dedicated environment in the AWS Cloud

AWS Elastic Beanstalk overview

AWS Elastic Beanstalk concepts

'Deploy a Django Application to AWS Elastic Beanstalk
Deploy a Flask Application to AWS Elastic Beanstalk

Working with Logs
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@ Please check your IAM permissions to create new
service linked role for enabling Auto Scaling.
See pemissions

1AM Role 1 authorize DynamoDB to scale capacity using the following fole:

 DynamoDB AutoScaling Serice Linked Role.

© Existing role ith pre-defined policies {nstructions]
Note: If you have the required 1AM permissions, a Service Linked Role vl automatcally be created o your behal.
Leam more

Role Name*

Encryption At Rest
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® oerauLT

‘Server-side encryplion using AWS owned CMK
(Customer Master Key)
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Security Status o 2 out of 5 complete.

Delete your root access keys v
Activate MFA on your root account v
A\ Create individual IAM users A~

Create IAM users and give them only the permissions they need. Do not use your AWS root account for day-to-day interaction with
AWS, because the root account provides unrestricted access to your AWS resources. Learn More

Manage Users

A Use groups to assign permissions v

A Apply an IAM password policy v
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Create New Application

Welcome to AWS Elastic Beanstalk

With Elastic Beanstalk, you can deploy, monitor, and scale an application quickly and
easily. Let us do the heavy lifing 50 you can focus on your business.

To deploy your existing web application, create an application source bundie and then
create a new application. If you're using Git and would prefer to use it with our command line
tool, please see Getting Started with the EB CLI

To deploy a sample application, click Get started, choose a name, select a platform and
click Create app.

By launching the sample application, you allow AWS Elastic Beanstalk to administer AWS
resources and necessary permissions on your behalf. Leam more

Get Started in Three Easy Steps

Select a Platform

Upload an Application or Use a Sample

Runit!





assets/9e1d3b5a-47e9-45c7-980c-60e33a3c73e6.png
CloudWatch Add to Dashboard | Actions v o ® 0

Dashboards

Filter: Allalarms v Q Search Alams X/  Hide all AutoScaling alarms @ TR E——
| Alarms. «
State - Name - | Threshold - Config Status -
@ oK ‘awsec2H0a1d969d48C2Mb006-Status- Check FaledAny-  StatusCheckFailed >= 1 for 2 datapoints within 2 minutes
oK @ U x cpu CPUUtiization >= 80 for 1 datapoints within 5 minutes
Biling
Events 1 Alarm selected mE0O
Rules
Event Buses Alarm:awsec2-i-0a1d969d48c2fb006-Status-Check-Failed-Any-
Logs Detail History
Insights State Details: State changed to OK at 2019/01/10. Reason: Threshold Crossed: 2
Metrics. ‘datapoints [0.0 (10/01/19 21:12:00), 0.0 (10/01/19 21:11:00)] were not awsec2-i-0a1d969d48c2fb006-Status-C. o
greater than or equal to the theshold (1.0). ount
Favorites Description:  Created fom EC2 Gonsole o
©Add a dashboard Threshold:  StatusChieckFailed >= 1 for 2 datapoins within 2 minutes StalusCheckr aied >= 1 for 2 Gatapoints vthin 2 min.
Actions: In ALARM:« Send message to topic"Notifications-us-west-2"
(aws@markocioud.com)
Namespace: AWSEC2 0s

Metric Name: StatusCheckFailed
Dimensions:  Instanceld = 1-0a14969048c2M006 (markocoud.com)
Statistic: Maximum
Period: 1 minute

Treat missing data missing
as:

1800 2000 2100
® StatusCheckFaied






assets/15ba7ad5-50fb-4313-9a67-e53afaee9f37.png
apps

OpsWorks
layers
OpsWorks
layers
OpsWorks
layers

App Server |¢--

Load Balancer
Database Server

App Server

yer

ic Load

OpsWorks
Stack






assets/b269351f-8899-4484-97af-cfdf41547429.png
— launch —».

3
—% o0 Instance
Create —»'— register —'
template for the AMI #1 co >
root volume > ] E

AMI #2

deregister





assets/e170fd82-24e5-4d56-9867-4ea2c9f8e645.png
rtb-Oede6as56767ef5d55 -

Summary Routes Subnet Associations Route Propagation Tags

View: All rules
Destination Target Status | Propagated Remove
10.0.0.016 local Active  No

0.0.0.00 No o

'Add another route igw-0210059e60a99b7ad | my-new-igw

eigw-09e0d48f70cfb994f





assets/90828be7-ab82-421f-bfbb-ef4d06ad8e6d.png
aws Services v

EC2 Dashboard

Resource Groups

Create Load Balancer [FXICLERY
<

Events
™ Fiter by tags and attrif
w08 Q Editsub
Reports ,
po ® | Name EditIP a - State - vPCID
Limits
@  Tutoria-AWS-ELB 1B-1353523. active

INSTANCES
Instances

Launch Templates.
‘Spot Requests
Reserved Instances
Dedicated Hosts

‘Scheduled Instances

Load balancer: | Tutorial-AWS-ELB.

IMAGES

AMis Description

Bundle Tasks

Listeners

Monitoring || Tags

Basic Configuration

ELASTIC BLOCK
STORE

Name:
Volumes
ARN:
‘Snapshots
Lifecycle Manager
DNS name:
NETWORK &
SECURITY
Security Groups. Scheme:
Elastic IPs Type:
Placement Groups Availability
Zones:
Key Pairs
Network Interfaces
LOAD BALANCING
Load Balancers Security

TutoriaAWS-ELB ¢®

am:aws:elasticloadbalancing:us-east-1:390722620077-loadbalancer/app/Tutorial-AWS-
ELB/38d1b5b83d63847 (2]

Tutorial-AWS-ELB-1353523612.us-east-1.elb amazonaws.com (2]
(ARecord)

internet-facing
application

subnet-50a0205¢ - us-east-1f,
subnet-dea05dg6 - us-east-1a

Edit availability zones





assets/0cb54f4a-9d6c-4425-a38b-6e3d662cecdd.png
IRELAND O BEWING
3
: ) FRANKFURT
©OHIO (Coming soon) 2 SEOUL
OREGON
) UK (Coming soon) %
N. CALIFORNIA NINGXIA (Coming soon) @
N. VIRGINIA- TOKYO
INDIA (Coming soon)
'AWS GOvCLOUD

®

SINGAPORE

®sﬂo PAULO
@ Region &

Number of Availability Zones SYDNEY

New Region
‘Coming Soon





assets/2d342a96-d03a-49fe-b828-c44397e95f70.png
Availability Zone

Availability Zone

Availability Zone

Region






assets/394ebb45-e7aa-414d-aea8-76fe876b25d0.png
[ec2-user@ip-10-0-0-127 aws-scripts-mon]$ ./mon-put-instance-data.pl --mem-util
—-verify —-verbose

MemoryUtilization: 12.9875018822466 (Percent)

Using WS credentials file <./awscreds.conf>

Endpoint: https://monitoring.us-east-2.amazonaws.com

Payload: {"MetricData”:[{"Timestamp":1547167690, "Dinensions”: [{"Value":"i-0aldse
5d4825006", "Name” : "Instanceld"} ], "Value":12. 9875018822466, "Unit" : "Percent”, "Me
tricName":"MemoryUtilization”}], "Namespace”:"System/Linux",”_ type":"com.amazona
ws.cloudwatch.v2010_08_01#PutMecricDatalnput™}

Verification completed successfully. No actual metrics sent to CloudWacch.
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RDS > Create database

@ Your DB instance is being created.
Note: Your instance may take a few minutes to launch.

Connecting to your DB instance

Once Amazon RDS fini
the instance.
Learn about connecting to your DB instance

s provisioning your DB instance, you can use a SQL client application or utility to connect to

Usage charges

The following selections disqualify the instance from being eligible for the free tier:
« DB instance class

You will be charged normal RDS Prices. Learn More [4
Estimate your monthly costs for the DB Instance using the AWS Simple Monthly Calculator 4

AlL DB instances iew DB instance details
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;‘e
DNS management
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Route 53 can tell the Domain Name System (DNS) where
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Leam More

Get star

(4]
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Leam More
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Leam More

Get started now
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Domain registration
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~ Password Policy

Successfully updated password policy.

A password policy is a set of rules that define the type of password an IAM user can set. For
more information about password policies, go to Managing Passwords in Using IAM.

Modify your existing password policy below.

Minimum password length: 16

Require at least one uppercase letter @

Require at least one lowercase letter @

Require at least one number @

Require at least one non-alphanumeric character @

Allow users to change their own password @

Enable password expiration @

Password expiration period (in days): 15
Prevent password reuse @
Number of passwords to remember: 10

Password expiration requires administrator reset @

Apply password policy Delete password policy
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index.html L atest version

Open Download Download as Make public Copy path
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Last modified
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Storage class
Standard

Server-side encryption
None

Size
201

Link
https://s3-us-west-2.amazonaws.com/685684-mynewbucket/index.html
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Amazon S3 > 685684-mynewbucket

Overview —_

Q Type a prefix and press Enter to search. Press ESC to clear.

Actions v Versions m Show US West (Oregon) &

Viewing 1to 1

] Name Last modified Size Storage class

(] @ indexhtml Oct 23, 2018 9:25:42 PM GMT+0700 20108 Standard

Viewing 1to 1
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2 Refresh
| Dashboard Overview =
Configuration i
9 Health Running Version Configuration
Logs e Python 3.6 running on 64bit
Ok ‘Sample Application
mele AP Amazon Linwd2.7.7
Health Causes Upload and Deploy
Change
Monitoring
Alarms
Recent Events Show All

Managed Updates
Events Time Type. Details
Tags 20190117 10:5221 UTC-0500 | INFO | Environment health has transitioned from Pending to Ok. Iniialization completed 22 seconds ago and took 2 mines.

20190117 105145 UTC-0500 | INFO  Successfully launched environment: Markocloud-env

20190117 10:51:44 UTC-0500 | INFO  Application available at Markocloud-env.amsrpsz56.us-east-1.elasticheanstalk com.

20190117 105121 UTC0500 | INFO | Added instance [-0972ca28c3d0adfct] to your environment.

20190117 10:51:20 UTC-0500 | INFO | Wating for EC2 instances to launch. This may take a few minutes






assets/ed3d3d45-7a0e-4acb-9f42-809e89361d62.png
Step 1: Select a VPC Configuration

VPC with a Single Public
Subnet

VPC with Public and
Private Subnets

VPC with Public and
Private Subnets and
Hardware VPN Access

VPC with a Private Subnet
Only and Hardware VPN
Access

In addition to containing a public subnet, this configuration adds a private
subnet whose instances are not addressable from the Internet. Instances in
the private subnet can establish outbound connections to the Internet via
the public subnet using Network Address Translation (NAT).

Creates:

A 116 network with two /24 subnets. Public subnet instances use Elastic IPs
to access the Internet. Private subnet instances access the Internet via
Network Address Translation (NAT). (Hourly charges for NAT devices

apply.)

Amazon Virtual Private Cloud

Private Subnet

[
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RDS > Databases > markocloud-db-instance

markocloud-db-instance

Summary
DB Name <] Info Class
markocloud-db-instance r 11133% © Available db.t2.small
Role Current activity Engine Region & AZ
Master 11 Connections  MySQL us-east-Ta
Connectivity | Monitoring Logs&events | Configura Maintenance & backups | Tags

Maintenance

Auto minor version upgrade
Enabled

Maintenance window
5un:09:47-5un:10:17 UTC (GMT)

Pending maintenance

none.

Backup

Automated backups
Enabled (14 Days)

Copy tags to snapshots
Enabled

Latest restore time

December 9th 2018, 8:50:00 pm UTC--7 (local)

Backup window
05:39-06:09 UTC (GMT)






assets/3c479e95-9521-4335-8050-8967101660b6.png
i,

Active Directory
Federated Services
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Temporary
Security
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1.Choose AMI 2 ChooseInstance Type 3. Configure Instance 4. Add Storage  5.AddTags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to faunch your instance. You can select an AMI provided by AWS, our
user community, or the AWS Marketplace; or you can select one of your own AMIs.

Q Search for an AMI by entering a search term e.g. "Windows" X
Quick Start 110 36 of 36 AMIs.
My AMIs Amazon Linux AMI 2018.03.0 (HVM), S$SD Volume Type - ami-Ocd3dfa4e37921605 m
Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tools,
AWS Marketplace e o < 64-bit (x86)
Python, Ruby, Perl, and Java. The repositories include Docker, PHP, MySQL, PostgreSQL, and other packages.
Community AMIs Root device type: ebs  Virtualization type: hvm
- ~ Amazon Linux 2 AMI (HVM), SSD Volume Type - ami-04328208f4f0cfife (64-bit x86) / ami- m
| IFERiEery (@) Occ848dfaaB2172af (64-bit Arm)
Amazon Linux s 06)
Amazon Linux 2 comes with five years support. It provides Linux kernel 4.14 tuned for optimal performance on Amazon EC2, 401t (Arm)
systemd 219, GCC 7.3, Glibc 2.26, Binutils 2.29.1, and the latest software packages through extras.
Root device type: ebs.  Virtualizaton type: hum
3 SUSE Linux Enterprise Server 15 (HVM), $SD Volume Type - ami-0ebgf58db22854f8f m
SUSE Linux  SUSE Linux Enterprise Server 15 (HVM), EBS General Purpose (SSD) Volume Type. Public Cloud, Advanced Systems 401t (x36)

Management, Web and Scripting, and Legacy modules enabled.

Root device type: ebs  Virtualizaton type: hvm
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I | Queue Actions v

c %

Filter by Prefix: Q Enter Text. X 1€ < 1otottiems > 3]
@  Name ~ QueueType - | Content-Based Deduplication~ Messages Available~ Messages in Flight- | Created
@  markocloud ‘Standard NA 0 0 2018-12-26 05:42:44 GMT-05:00
15QS Queue selected mEEE
Details. Permissions Redrive Policy Monitoring Tags Encryption Lambda Triggers
Adda 2 | Ecit Policy Document (Advanced) | What's an SQS Queue Access Policy?
Effect Principals Actions Conditions

This queue has an empty SQS Queve Access Folicy. This means that only the queue owner is allowed to use it You can Add a Permission to grant another account access o this queve.
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CUSTOMER DATA

CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACESS MANAGEMENT

RESPONSIBILITY FOR
SECURITY ‘IN: THE CLOUD OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY SERVER-SIDE ENCRYPTION PROTECTION (ENCRYPTION,

AUTHENTICATION (FILE SYSTEM AND/OR DATA) INTEGRITY, IDENTITY)

SOFTWARE

"' COMPUTE STORAGE DATABASE NETWORKING

RESPONSIBILITY FOR HARDWARE/AWS GLOBAL INFRASTRUCTURE
SECURITY 'OF' THE CLOUD

REGIONS AVAILABILITY ZONES EDGE LOCATIONS
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Dashboard
Hosted zones

Health checks

Traffic flow
Traffic policies

Policy records

Domains
Registered domains

Pending requests

Resolver

VPCs

Inbound endpoints
Outbound endpoints

Rules

Back to Hosted Zones

Q Record Set Name

Only

aws.demo.com. NS

aws.demo.com.  SOA

Create Record Set Import Zone File

X || AnyType v Aliases Only

Delete Record Set Test Record Set R X

1€ < Displaying 1102 out of 2 Record Sets > >

Value

ns-1533.awsdns-63.0rg
ns-107.awsdns-13.com.
n5-1691.awsdns-19.co.uk.
ns-606.awsdns-11.net

ns-1533 awsdns-63.0rg. awsdns-hostmaster.amazo

Evaluate Tai

(%2

@To get started, click Create Record Set btton or lick an
excsting record set
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Upload X

@ Select files @ Set permissions @ Set properties @ RENE

1Files Size:201.0B Target path: 685684-mynewbucket

index.html
@ 20108 x

Upload Next





assets/409a2fea-021e-4010-be56-d7ef00575b00.png
[ec2-user@ip-172-31-32-189 ~]$ sudo file -s /dev/xvdb
/dev/xvdb: data
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aws Resource Groups v

History ‘ |
Console Home
N {©} compute
Biling coo
Route 53 Lightsail
Elastic Container Service
EKS
Lambda
Baich

Elastic Beanstalk

Storage
83
EFS

x

@

Developer Tools
Codestar
CodeCommit
CodeBuild
CodeDeploy
CodePipeline
Clouds

X-Ray

Management Tools

CloudWatch
AWS Auto Scaling
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Subnets > Create subnet

Create subnet

Specify your subnet's IP address block in CIDR format; for example, 10.0.0.0/24. IPv4 block sizes must be between a /16 netmask and /28 netmask, and
can be the same size as your VPC. An IPv6 CIDR block must be a /64 CIDR block.

* Required

Name tag

VPC*

VPC CIDRs

Availability Zone

IPv4 CIDR block*

custom-subnet-1

vpc-0da86bd591e92d236

CIDR

10.0.0.0/16

us-east-2a

10.0.1.0/24

Status

associated

(i]

(i]

Status Reason
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[cc2-user@ip-10-0-0-127 aws-scripts-mon]$ ./mon-put-instance-data.pl --mem-used-
—mem-avail

incl-cache-buff —-mem-util —-mem-used

Successfully reported metrics to CloudWatch. Reference Id: a2ff3003-153a-11e5-b3

e5-ef42e£31d503
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CloudWatch
| Dashboards
- Elasticache

Alarms

oK
Biling
Events
Rules
Event Buses.
Logs
insights
Metrics

Elasticache ~ | | Addwiaget | | Actions ~ Save dashboard  [ERTREAEREREREREVERTp

BytesReadintolMemcached, BytesUsedForCacheltems, BytesUsedForHash, BytesWrittenOutFromMemcached

286. 70, 524, 5.46.

@ Syesesdniotioncached @ ByiesUsecForCachetoms @ BylesUsedrortash @ ByeswrtenOuFomenca
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Create new alarm

Metric  # Edit

‘This alarm wil rigger when the blue line goes up to or above the red line for 1 datapoints within 5 minutes

Namespace: AWS/EC2

Percent Metric Name:  CPUUtilzation
-0412ecc8bed3bbees
150 Markocloud-env
5 Minutes
Avera
100 .

1:00
@ cPUULilzation
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Select metric

Unttleggraph © S i 18 30w asem- e <[ 2

count
o

oot

0

ows  ows owe ouor  owr  owe oW  0uws  owe
EE——

Aimetnics || Graphed merics (1) || Graphoptions | Source

Al > Biling | Q. Search or any metr, dimension o resource i

23 Metrics
By Linked Account and Service | | By Linked Account
1 Metics 1 Metic
By Service Total Estimated Charge
10 Metrics 1 Metic
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O Menu | B hitps/s3-us-west 2amaz X |+
< c = a amazonaws.com

Everyone loves AWS!

(e
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Port. Publicly accessible

jimxk8hr.us-east-1.rds.amazonaws.com 3306 No

Security group rules (2)
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Execution role

Defines the permissions of your function. Notethat rew roles may not be avalable for a few
rinutes afce cresion. Learn more sbout Lambca execution oles.

[crosean xsing ot )

Exsting role.
You an use an exising role with tisfunction. Lambda must b sbleto ssume ths rle, and the
ol must have Amazon CloudWitch Logs permissons.

[ lambaa st secaton )

Basic settings

Description

Memory (M8) Info
ourfunctionis allocated CPU proportions t the memory configured.

0 e

Timeout info

o E—
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1.ChooseAMI 2.Choose Instance Type 3. Configure Instance 4. Add Storage  5.AddTags 6. Configure Securty Group 7. Review

Step 2: Choose an Instance Type
AAmazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory,
storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your

computing needs.
Filterby: | Allinstancetypes v | Currentgeneration v Show/Hide Columns

Currently selected: 2 micro (Variable ECUS, 1 VCPUS, 2.5 GHz, Intel Xeon Family, 1 GI8 memory. EBS only)

Family < Type - wCPUs () - Memory ( i ftasterce) 5";"99 (CE Ti::::"“;’ il jietroriy PE'“'""“ B s-:.;?n -
General purpose 2nano 1 05 £85 only - Low to Moderate Yes
(] Emze 1 1 EBS only B Low to Moderate Yes
1 2 £85 only - Low to Moderate Yes
2 4 £85 only - Low to Moderate Yes
General purpose 2 B £85 only - Low to Moderate Yes
General purpose 4 1 £85 only - Moderate Yes

cancel | Previous [GEVEVELETENLEN  Next: Configure Instance Details
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Maintenance

Auto minor version upgrade  Info

© Enable auto minor version upgrade
Enables automatic upgrades to new minor versions as they are released. The automatic upgrades occur during the maintenance
window for the DB instance.

) Disable auto minor version upgrade

Maintenance window Info
Select the period in which you want pending modifications or patches applied to the DB instance by Amazon RDS.

) Select window
© No preference

Deletion protection

() Enable deletion protection
Protects the database from being deleted accidentally. While this option is enabled, you can't delete the database.

axm
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Create access key

Access key ID

AKIAIXNXFQKDAME453KQ

AKIAIVYQUPWLFIDTHAZA

Created

2018-09-23 10:51 EDT

2018-09-21 13:01 EDT

Last used

NA

NA

status

Active | Make inactive

Inactive | Make active
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Create bucket X

@ Name and region @ Configure options @ Set permissions @ Review

Properties
Versioning
Keep all versions of an object in the same bucket.

Server access logging

Log requests for access to your bucket.

Target bucket

685684-mynewbucket v

Target prefix

685684-target

Tags
You can use tags to track project costs.

<+ Add another

Object-level logging

B Record object-level API activity using AWS CloudTrail for an additional cost. See
or

Default encryption
-
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Provisioned capacity

Read capacity units it capacity units

Tavle [g
login_time-index 5

Estimated cost 5581 /month (Capaciy calculator)

Auto Scaling

% Read capacity

Targetutizaton | 79 | %
Minimum provisioned capacity | 5 | units
Maximum provisioned capacty | 400 | units

© Apply same seftings to global
secondary indexes

# wie capacity
) Same seings as read
0%
5 | unis
40000 | units

© Apply same seftings to global
secondary indexes
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T pue——

@ Modify instances

Instance type

(Choose an ntercs o thtsest mtehes your workoss reurement.
Instance ype (2 mcro v

AMID [ am0001b04dEReca42

Root volume (boot device)
Root volume type | Contaner defaut) v
Size ca)

[ R —

wops [i00 Jiors

EC2 securty groups
Group name. GowpD | Name
.
‘awseb-e-xirgpSan stack ANSEBS curyGroup-HATSUTBIGEN | 073858305ccd | Markosoud-eny
e
s sgererioss

-y
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AmazonS3 > 685684-mynewbucket

index.html  Laestversion +

[@ Oct 23,2018 11:01:03 PM GMT+0700 (Latest version) Standard & [

[@ Oct 23,2018 9:23:01 PM GMT+0700 Standard & TW

Owner
Stan

Last modified
Oct 23, 2018 11:01:03 PM GMT+0700

Etag
b69fad8ac7 12b2c8af5d9b05953cfalb

Storage class
Standard

Server-side encryption

None

Size

209

Link
hitps://s3-Us-west-2.amazonaws.com/685684-mynewbucket/index. himl
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: Domain Search

2: Contact Details

3 Veriy & Purchase

Choose a domain name

awsdemo

Availability for ‘awsdemo.com'

Domain Name

awsdemo.com

Related domain suggestions

Domain Name

4ausdemo.com
awsdemo ninja
awsdemo.org
awsdemotv
awsdemodesign com
awsdemodesign net
awsdemogroup.com

‘awsdemogroup.net

SR IR IR N MU N NN

Status.

Unavailable

Status

Available

Available

Available

Available

Available

Available

Available

Available

Price /1 Year

Price /1 Year

1200

s18.00

1200

53200

1200

st1.00

1200

st1.00

Action

Action

Adato cart

Adato cart

Adato cart

Adato cart

Adato cart

Adato cart

Adato cart

Adato cart

Shopping cart
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Create new alarm

Metric

Select a metiic to alarm on.

Select metric

Alarm details

Provide the details and threshold for your alarm. Use the graph to help set the appropriate threshold

Description:

PO
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Cloud

‘Your VPCs
Subnets

Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

Endpoint Services
NAT Gateways

Peering Connections

Security
Network ACLs

| Security Groups

VPN Connections
Customer Gateways

Virtual Private
Gateways

VPN Connections

- CElCRERETE LT Security Group Actions v
4

Filter All security groups v

Name tag

“

Q Search Security Groups and ti X

+ GroupID - GroupName

5g-0343f098c default

sg-33a2daSe default

$g-0343f098ce619337

‘Summary

Protocol

ALL Traffic ALL

Inbound Rules

Port Range

ALL

Outbound Rules

Source

5g-0343f098ce6f19337

v | VPC

Vpc-0dagBbd59192d236 |
vpc-f3b18e9b

Tags

Description

c & 0

1 to 2 of 2 Security Groups

Description

default VPC security
default VPC security
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step1
Select engine

Step2
Choose use case

step3
Specify DB details

step4
Configure advanced
settings

RDS ) Create database

Choose use case

Use case
Do you plan to use this database for production purposes?

Use case
Production - Amazon Aurora

MySQL-compatible, enterprise-class database at 1/10th the cost of commercial databases.

Production - MySQL

Use Multi-AZ Deployment and Provisioned IOPS Storage as defaults for high availability and fast, consistent performance.

© Dev/Test - MysQL

‘This instance is intended for use outside of production or under the RDS Free Usage Tier.

\g is based on RDS pricing [2.

Cancel
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J Eastc Beanstai

markocloud-env v

All Applications > markocloud-env

| Environments
Application versions

Saved configurations

MarkocloudEnv-env.

Environment tier:

Platform: Pytnon 3
Linu2.8.0

Web Server

running on 64bit Amazon

Running versions: Sample Application
Last modified: 2019-01-23 13:36:17 UTC+0530
URL: MarkocloudEnv-envjdagrtp3ip us-west-2 elasticbe.

MarkocloudEnv-env-1

Environment tier: Web Server
Platform: PHP 7.2 running on 64bit Amazon Linu2.8.6
Running versions: Sample Application

Last modified 23 18:48.02 UTC+0530

URL: Markoclou

W-env-1.jdagrip3ip.us-west-2 elastic

Create New Application

Actions v

MarkocloudEnv-env-2

Environment tier: Web Server

Platform:

/ava 8 running on 64bit Amazon Linux/2.5.
Running versions: Sample Appiication

Last modified: 2018-01-23 19.05:59 UTC+0530
URL:

farkocloudEny-env-2 jdadrtp3ip us-west-2 elastic
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settings

Name  markocloud-redis o

Description  markocloud redis description o

Engine version compatibility | 5.0.0 v e
Port | 6379 o

Parameter group | default redis5.0 v e

Node type | cache.t2.small (1.5 Gig) v e

Number of replicas | 2 o

~ Advanced Redis settings

Advanced settings have common defaults set to give you the fastest way to get started
‘You can modify these now or after your cluster has been created

Multi-AZ with Auto-Failover V| o
Subnetgroup | Create new v e
Name | markocloud-subnet-group o
Description | markocloud subnet group description o
VPCID  vpc-9fdafdi9 v 0
Subnets

SubnetiD - Availability zone -  CIDR Block

@  subneta7939  us-east-le 172.31.48.0120
subnet54004b31  us-east-1c 17231.0.020
subnet50a0205c  us-east-1f 172.31.80.0220

@  subnet0ba3ai26  us-east-1d 172.3164.0120
subnet-00edddSh  us-east-1b 17231.32.0120

subnet-dea05d96  us-east-1a 172.31.16.0120
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Cache hit/Cache response

web app
server

web app Cache miss

server
Cache update
web app
server

Database read

web app | :>

server

|
web app <

server Database response
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CloudWatch Billing Alarms

Dashboards
‘Amazon Cloudatch can help you manitor the charges on your AWS bill by sending you emailaerts when charges exceed a hreshald you define
@
| Aarms 4 Once you update your preferences in the Account Billng console. you vill begin receiving Amazon CloudWatch metrics tha refect your monif-o-date AWS.

charges. Then, you can create  biling alarm by specifying 2 spending treshold and an e-mail address fo noffy. Learm more about biling alerts
You get 10 free alarms and 1,000 free e-mail nofifcations each month as part of the AWS Fres Tir
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|
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VPG Dasfboard =

Filter by VPC:
|Q selectavpe

Actions v ‘

‘ | Q Search VPCs and their proper X |

. Name - VPCID - State - IPvaCIDR 1Pv6 CIDR

Virtual Private -
Cloud [™] vpc3b18e9b  available 1723100116

I ‘Your VPCs
Subnets
Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs

Endpoints
<« I ———

Select a VPC above

Endpoint Services
NAT Gateways

Peering Connections
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RDS > Databases > markocloud-db-instance > Modify

Modify DB Instance: markocloud-db-instance

Summary of modifications

You e sbout o subrmt the following modifications. Only vaues that wil change e displayed. Carfullyverify your changes and click
Modify DB Instance.

Attribute Current value New value

DB instance class dbraxtarge dbrat6xarge

Scheduling of modifications.

‘When to apply modifications.

O Apply during the next scheduled maintenance window
Current maintensnce windov: Sa£07:51-55£06.01

‘Apply immediately

“The modifcations in ¢ request and any pending modifcations will be ssynchronously applied s soon = possbe, regardless o the
maintenance window seting fr s dstabase nsance.

Modifications will ot be applied immediately.
Modifications will be applied during the next scheduled maintenance window (s3t:07:31-53t:08:01). To apply
these modifications immediately, choose “Apply immediately” above.

Cancel Back Modify DB Instance
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aws Services v Resource Groups v

EC2 Dashboard Launch Instance Actions v
]

Events
Tags Q Fiter by tags and attributes or search by keyword
Reports i

Name ~ Instance ID ~ Instance Type ~ | Availability Zone ~ Instance State
Limits

webserver! 106db90050dbf3d037 2 micro us-east-1a @ running
INSTANCES

webserver2 10f431099b214a78a2  2.micro us-east-1f @ running

Instances
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CloudWwatch o
Dashboards
o « Filter:  Allalarms v X (1 Hide all AutoScaling alarms @ I¢ € 1ororisems 3
| Alarms State - - Toveshoid e
@ oK EstimatecCharges > 50 or 1 atapoints within s hours
oK o
Biing =m0
Events.
Rukes
EventBuses. Detais | |_History
Logs SiateDetals: Sise cranged o OK 201810112 Reason: sl Crossed: 1 Gaport 0.1
Insights. (1210119 05:17:00)] was not greater than the threshold (50.0). BillingAlarm °
Metrics Description: ot
Theeshold: EsmatecCharges > 50for 1 dtapints wih 8 hrs P
Favortes tions: In ALARM:Send message o fop Noltye” (aws@markosi om) iy > 0T | G R BT
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AmazonS3 > 685684-mynewbucket

___ Management
Pubic

Lifecycle Replication

Analytics Metrics Inventory
Add litecycle rule Actions
Lifecycle rule Applied to Actions for current version Actions for previous version(s)

[} 685684-glacier Whole bucket

Amazon Glacier / Expire

Permanently Delete
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‘Simple Notifcation Service - . .

CloudWatch: Overview v Time range 1h 3h 12h 1d 3d 1w custom - Actions ~ c -
N s sorvce dasnboara
Alarms by JRSS Recent alarms @
Services
status Insuttcient | 0K
© Clouitd . .
o 2 . .
© Simple Notif - -
° SEv O . . Leam more about CoudWatch Alarms.
© Eissic ook store . .
o s . . .
o s . . .
°
°

‘Simple Queve Service - . .

Cross service dashboard @

“The cross service dashboard aggregates key metrics from each of he services in your account. View cross service dashboard

Default dashboard @

Name any CloudWatch dashboard CloudWatch-Default to display it here. Create a new CloudWatch-Default dashboard
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[ec2-user@ip-172-31-89-90 ~]$ sudo su
[£00t@ip-172-31-89-90 ec2-user]# nohup sh —c "mkdir test & cd test &f echo '<html>Hello from webserver

2</heml>' > index.html &6 python -m SimpleHTTPServer 80" &

1] 2734
[£oot@ip-172-31-89-90 ec2-user]# nohup: ignoring input and appending output to ‘nohup.out’
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1. Define Load Balancer 2. Assign Securiy Groups 3 Configure Securiy Seftings

Step 7: Review

Please review the load balancer details before continuing

v Define Load Balancer

Load Balancer name: Tutorial-AWS-ELB
Scheme: intemet-facing
Port Configurat 0 (HTTP) forwarding to 80 (HTTP)

~ Configure Health Check

Ping Target: HTTP-80/index html
Timeout: 5 seconds
Interval: 30 seconds.
Unhealthy threshold:
Healthy threshold

v Add EC2 Instances

4 Configure Health Check

5. Add EC2 Instances

Editload balancer defintion

Cancel

Edit health check

Editinstances.

Edit subnets.
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SNS dashboard | 4 Publish a message

| Topics.
‘Subscriptions Amazon SNS enables you to publish notifications to all subscriptions associated with a topic as well as
to an individual endpoint associated with a platform application.
Topic ARN | amaws sns:us-east-2:866117724370:markocloud L)
Subject [}
Message format ~ ® Raw

Message
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Before deleting the "685684-mynewbucket” bucket, consider the following
« Bucket names are unique. If you delete this bucket, another AWS user can use the name
« This bucket is not empty. If you delete it all the objects in the bucket will aiso be deleted
« Based on the number of objects in your bucket, this may take some time. Please do not

close your browser window before the process is completed
« This bucket hosts a static website. Ensure that you clean up all refated DNS entries

Type the name of the bucket to confirm deletion

685684-mynewbuckel|
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Security Status GEEENNNN 4 out of 5 complete.

Delete your root access keys v
Activate MFA on your root account v
Create individual IAM users v
Use groups to assign permissions v
A Apply an IAM password policy A

Use a password policy to require your IAM users to create strong passwords and to rotate their passwords regularly. Learn More

Manage Password Policy





assets/f61108a7-ed59-4390-8b46-63ef8f736860.png
CloudWatch: EC2 +
Alresources | | senvce asshboara
ALARM @) INSUFFICIENT DATA @) oK @
CPU Utilization Average
Parant
02

B

oo

Disk Read Bytes Average

Byes
100

05

W@ w®0 B3 e® e 20
@ rmarkocioud com @ Markosioudeny

Disk Write Bytes Average
syes

100

05

w0 ww

@ rmarkocioud com @ Markosioudeny

Disk Write Ops Average
count
100

05

7@ w®0 B3 o D 20
@ rmarkocioud com @ Markosioudeny

w0 ww

@ rmarkocioud com @ Markosioudeny

Time range 1h 3h 120 14 3d tw custom - | Actions ~ | | &
Disk Read Ops Average
count
100
05
o
0 O @0 90 0 200
@ rakocioud com @ Markosiouseny
Network In Average
syes
am
o
20
7 BO @0 90 2 20

@ rmarkocioud com @ Markosioudeny





assets/d1b23947-1610-478e-9bda-c193f0103293.png
AmazonS3 > 685684-mynewbucket

US West (Oregon) &

This bucket is empty. Upload new objects to get started.
- ()

Upload an object Set object properties

Set object permissions
Buckets are globally unique containers for everything that you  After you create a bucket, you can upload your objects (for By default, the permissions on an object are private, but you
store in Amazon S3. example, your photo or video files). can set up access control policies to grant permissions to

others.

Learn more Learn more

Learn more
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Launch Status

®@  Yourinstances are now launching
‘The following instance launches have been initiated: -03341084cbe01453a
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Lambda > Functions > helloworld

helloworld

conturaton | o

ARN - arn-aws{ambda:us-cast-2:866117724370:function helloworld (3
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Create Alarm X

You can use CloudWatch alams to be notified automatically whenever metric data reaches a level you define.

To it an alamn, st coose whom fo nosy and then defie when th nosicaton should be sent.

 Send a notifcation to: [Notfcations-Us est-2 (@S @markodlou ¥) create opic  staus Check Failed (Any) Count

) Take the actio Recover 1 W021636504520005
Stop this instance ( 075
Terminate this instance 05
Reboot this instance (D 025
o
Whenever: [Status Check Failed (Any) v o e o
600 1800 2000
: Failng
Forat least: consecutive period(s) of|

Name of alarm: [awsec21-0a1d969d48¢21b006-Status-Check-Fal

e (D
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aws Services v Resource Groups v

AWS services

[ atabasd a]

Database Migration Service
Managed Database Migration Service

AWS AppSync
Real-Time Data Sync Using GraphQL for Mobile & Web Apps, Online or Offine

Amazon Redshift
Fast, Simple, Cost Effective Data Warehousing

Data Pipeline
Orchestration for Data-Driven Worklows

DynamoDB
Managed NoSQL Database

EMR
Managed Hadoop Framework
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Create DynamoDB table Tutorial | @

'DynamoD8 is a schema-less database that only requires  table name and primary key. The table's primary key is made up of one of two attributes that uniquely identity
items, pariion the data, and sortdata within each partion.

Table name* [ userd o
Primary key*  Partion key
usemame. o
% Add sor key.
last_name o

Table settings

"Defaultsettings provide the fastest way 1o get tarted with your table. You can modiy these defaultseftings now or afer your table has been created
% Use defaul setings.

+ Mo secondaryindexes.
 Provisoned capacty setto  eads and S vries.

- Basic slarms with 0% upper threshoi using SNS topi “dynamods”.
- Encrypion at Rt wih DEFAULT encryption type [

©®  You do ot have the required role to enable Auto Scaling by default
Please referto documentation.

Adonal charges may 3ply 1 you exceed e AVNS Free T levls for CoudViteh o Semple Neficaon Senioa. Advanced 3arm seings o vaiabie i e CoudiNach managerment corsole
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| pistrbutions Amazon CloudFront Getting Started (2]

What's New %

Either your search retured no results, or you do not have any distributions. Click the button below to create a new CloudFront distribution.
Reports & Analytics | A distibution allows you to distribute content sing a worldwide network of edge locations that provide low latency and high data transfer
speeds (learn more)

Cache Statitics Create Distribution

Monitoring and Alarms
Popular Objects

Top Referrers

Usage

Viewers

Security

Origin Access Identity
Public key

Field-level encryption
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[ec2-user@ip-172-31-23-162 ~]$ sudo su
[£o0t@ip-172-31-23-162 ec2-user]# nohup sh -c "mkdir Test && cd test & echo '<html>Hello from webserverl<
/btml>' > index.neml & python -m SimpleHTTPServer 80" &

1 27115

[root@ip-172-31-23-162 ec2-user]# nohup: ignoring input and appending Output to ‘nohup.out’
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1.CrovseAM 2. CrooselsancaTips . Confursnstance 4. AdaStmgs  5.AddTags 6. Conigur Securty Group 7. Review,

Step 5: Add Tags

Atag consiss of a case-sanstive key-value pai. For exampe, you could define a tag with key = Name and value = Websarver:
A copy of a tag can be applied to volumes, instances or both

Tags il e appied 1o alInstances and volumes. Lear more about agging your Amazon EC2 resources

Key (127 characters maximum) Value (256 characters maxmum) | Instances (0 Volumes (i)
Name mynewnost o a

Addanothertag  (Up 10 50 tags maximum)
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Add user

Review

R - JF

Review your choices. After you create the user, you can view and download the autogenerated password and access key.

User details

User name

AWS access type
Console password type
Require password reset

Permissions boundary

Permissions summary

mynewuser

Programmatic access and AWS Management Console access

Custom
Yes

Permissions boundary is not set

The user shown above will be added to the following groups.

Type Name
Group Administrators
Managed policy IAMUserChangePassword

Cancel

Previous Create user
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1. Define Load Balancer 2. Assign Security Groups 3. Configure Securiy Setings 4. Configure Health Check

Step 1: Define Load Balancer
Basic Configuration

“This wizard will walk you through setting up a new load balancer. Begin by giving your new load balancer a unique name so that
Yyou can identify it from other load balancers you might create. You will also need to configure ports and protocols for your load
balancer. Traffic from your clients can be routed from any load balancer port to any port on your EC2 instances. By default,
we've configured your load balancer with a standard web server on port 80.

Load Balancer name:  [Tutorial-AWS-ELB ]

Create LB Inside: [ My Default VPC (172.31.0.0/16) v
Create an internal load balancer: [ (wnats this?)
Enable advanced VPC configuration: ()
Listener Configuration:
Load Balancer Protocol | Load Balancer Port Instance Protocol Instance Port
HTTP v fso ] HTTP v o ] [x]

Add

Cancel | Next: Assign Security Groups
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Users > mynewuser

Summary

User ARN  am:awsiiam: 194495343937 userimynewuser (2]
Path |
Creationtime ~ 2018-09-21 13:01 EDT

Permissions || Groups (1) | Security credentials | Access Advisor

~ Permissions policies (2 policies applied)

Add per

© Add inli

Policy name v Policy type

Attached directly

» W |AMUserChangePassword AWS managed pe
Attached from group
Show 1 more

» Permissions boundary (not set)
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Tools » CDN Performance Checker tool

Instantly check your CDN's performance from 10 residential locations around the globe.

How fast does your CDN deliver content to people’s homes in US, Canada, Ireland, France, The Netherlands, India, Philippines,
Vietnam and Australia?

http://685684-mynewbucket.s3-website-us-west-2.amazonaws.com/

m not a robot (& CIRGEEE IS powered by TurboBytes Pulse
worprcHA

ey Tems

Results for test completed on 2018-10-24 at 08:47:42

http:/685684-mynewbucket.s3-website-us-west-2.amazonaws.com/ &

Location Network Status @ DNS @ Connect @ TTFB @
B AU - Adelaide iiNet (Internode) 200 179 1331 607
I+1 CA - Montreal Videotron 200 53 80 108
== DE - Berlin Deutsche Telekom 200 306 208 233
1 IE - Dublin Liberty Global (UPC) 200 20 178 202
A PH - Pateros PLDT 200 212 202 228
= US - Cleveland AT&T 200 1041 77 99

B3 VN - Ho Chi Minh City VNPT 200 92 221 242
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AmazonS3 > 685684-mynewbucket

AWS_Certified_L0go.jpg iatest version +

overview --

Open | | Download | | Downloadas | | Make public | | Copy path

Owner
Stan

Last modified
Oct 23, 2018 10:56:02 PM GMT+0700

Etag
17ba175380ba0524ba3cc9c67310d300

Storage class
Standard

Server-side encryption

None

Size

65967

Link

hitps://s3-Us-west-2 amazonaws. cOm/685684-mynewbucke/AWS_Certified_Logo jpg





assets/731385cf-e486-4ac0-98d5-d3c9901a14ba.png
CloudWatch
Dashboards
* Elasticache
Alarms

ok
Billng

Event Buses
| Logs
nsights
Metrics
Favories
©Add a dasiboord

CloudWateh > Log Groups > Jawsidsiclusterimarkocloud/error > markocioud

Fiter events.

Time (UTC +00:00)

2018.01-10

16:48:16
164815
16:48:16
164815
16:48:16
164815
16:48:16
164817
16:48:17
164817
16:48:17
164817
16:48:17
164817
16:48:17
164817
16:48:17
164817
16:48:17
164817
16:48:17
164817
16:48:17
164818
16:48:18

Expandall @ Row () Tedt | Z | # | @

all 2018010 (16:48:18) -

190110 16:45:16 server_audit: server_audit_excl_users set fo

2019-01-10 16:45:16 5366 [Note] RSA private key file not found: /rdsdbdata/dbiprvate_key.pem. Some authentication plugins will ot work.

2019.01-10 16:48:16 5366 [Note] Server hosiname (bind-address): * port: 3308

2019.01-10 16:48:16 5366 [Note] P is available

2019.01-10 16:48:16 5866 [Note] - resolves o

2019.01-10 16:48:16 5856 [Note] Server socket created on IP.

2019.01-10 16:48:16 5366 [Note] Event Scheduler: Loaded 0 events AFTER password_expired AFTER Load_from_S3_priv AFTER Select_into_S3_priv
2019.01-10 16:48:17 5366 [Note] /rdsdbbin/oscariinimysald: ready for connections. Version: 5.6.10-og' socket: fimpimysal sock port: 3306 MySQL Communi
2019-01-10 16:45:17 6283 [Waming] You need o use —log-bin to make —log-slave-updates work.

2019-01-10 16:48:17 26223fe63c40 InnoDB: Warning: Sefting innodb_checksums to OFF is DEPRECATED. This option may be removed in future releases. Yo
2019.01-10 16:48:17 6283 [Note] InnoDB: The InnoDB memory heap i disabled

2019.01-10 16:48:17 6283 [Note] InnoDB: Mutexes and nw_ocks use GCC atomic builins

2019.01-10 16:48:17 6283 [Note] InnoDB: Compressed tables use 2 12.3

2019.01-10 16:48:17 6283 [Note] InnoDB: CPU does not support cre32 instructions

2019.01-10 16:48:17 6283 [Note] InnoDB: Inifiazing bufer pool, size = 699.0M

2019.01-10 16:48:17 5366 [Note] /rdsdbbin/oscariinimysald: ready for connections. Version: 5.6.10-g' socket: fimpimysal sock port: 3306 MySQL Communi
2019-01-10 16:45:17 6283 [Waming] You need o use —log-bin to make —log-slave-updates work.

2019-01-10 16:48:17 26223fe63c40 InnoDB: Warning: Sefting innodb_checksums to OFF is DEPRECATED. This option may be removed in future releases. Yo
2019.01-10 16:48:17 6283 [Note] InnoDB: The InnoDB memory heap i disabled

2019.01-10 16:48:17 6283 [Note] InnoDB: Mutexes and nw_ocks use GCC atomic builins

2019.01-10 16:48:17 6283 [Note] InnoDB: Compressed tables use 2 12.3

2019.01-10 16:48:17 6283 [Note] InnoDB: CPU does not support cre32 instructions

2019.01-10 16:48:17 6283 [Note] InnoDB: Inifiazing bufter pool, size = 699.0M

2019-01-10 16:45:13 6283 [Note] InnoDE: Completed intazaion of buffer pool

2019.01-10 16:48:18 6283 [Notel InnoDB: Hiahest supported file format is Barracuda
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CloudFront Distributions

Distribution Settings Delete Enable Disable c % 0 &

Viewing ©  Any Delivery Method v Any State v & < Viewing 1to 2of 2 items > 3
Delivery Method 1D ~  Domain Name Comment origin CNAMES status state Last Modified
O Q@webp E2MBPSM2JAMIRH dleqnéfbzioxs2 cloudfrontnet - 685684-mynewbucke - Deployed Disabled 2018-10-24 16:21 UTC+7
O Q@wep E2VZXAVOT12QGH d2kevawiom1dp3 cloudfront net - 685684-mynewbucke - Deployed Disabled 2018-10-24 16:19 UTC+7

& < Viewing1to2of2ltems > 3
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Name and region Edit

Bucket name 685684-mynewbucket Region US West (Oregon)

Options Edit
Versioning Enabled

Server access logging Enabled

Tagging 1 Tags

Object-level logging Disabled

Default encryption None

CloudWatch request metrics Disabled

Permissions Edit
Users 1

Public permissions Enabled

System permissions Disabled
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RDS > Databases

Databases © Group resources ‘ c ‘ ‘ Modify
S s |

[ DBName Role v  Engine v  Region&AZY  Size v  Stawms Vv  CPU
o markocloud-db-instance Master MysQL us-east-Ta db.t2.small @ Available [ (Rh}
[e] markocloud-replica Replica MysQL us-east-1f db.t2.small @ Available [ oy
|

hetons v || [ restorefroms3_|
Stop @
Reboot
Delete Maintenance v VPC
Create read replica none vpc-9fdafd
Create Aurora read replica
none vpc-9fdafd

Promote read replica

Take snapshot

Restore to po

igrate snapshot

3
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' Etastic Beanstalk

®

markocloud ~

Modify security

Service role

Service role

aws-elasticheanstalk-service-role

Virtual machine permissions

EC2 key pair

1AM instance profile

— Choose a key pair —

aws-elasticheanstalk-ec2-role

Cancel

Save

Q

Q

Q
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Table settings

Default settings provide the fastest way 1o get started with your table. You can modiy these defaultseftings now or afer your table has been created.

5 Use defaut settings
Secondary indexes
Name | Type | Partionkey Sortkey | Projected Attributes o
login_tim G5 login_time (St - A x
+ Add index
Read/write capacity mode

Select on-demand if you want o pay only forthe read and writs you perfomn, ith no capacily planning required. Select provisioned to save on throughpu costs if ou
can refably estimate your application's throughput requirements. See the DynamoDB pricing page and DynamoDB Developer Guide 1o leam more.

Readuite capacity mode can be changed laer.

®  Provisioned (free-ter ligibie)
On-demand

Provisioned capacity

Read capacity units it capacity units
Tave (5 B
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RDS > Databases > markocloud-db-instance

markocloud-db-instance

Stop

Summary Reboot
Delete

DB Name CcPU Info Class

markocloud-db-instance v 1167% © Available db.t2.small Create read repl
Create Aurora read replica

Role Current activity Engine Region & AZ

Instance 10 Connections. MySQL us-east-1a

Take snapshot

Restore to point in time

Connectivity | Monitoring Logs & events Maintenance & backups | Tags
Migrate snapshot

Connectivity
Endpoint & port Networking Security
Endpoint Availability zone VPC security groups
markocloud-db-instance.csiwyimxk8hr.us-east-1.rds.amazonaws.com us-east-1a rds-launch-wizard (sg-00037fd7377cd4c06)

(active)
Port vPC

3306 vpc-Sfdafdfo Pul
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Change Security Groups

Instance ID:1-06db9b050dbi3d037
Interface ID:eni-0f4f0ebad6b3204ca

Select Security Group(s) to associate with your instance

Security Group ID
O sg-0b56e974
[ sg03184640b4720e2d9
@ sg-032d8734fa8108edb

5g-03dc368dffdd6saze

Security Group Name.
default

elb tutorial

Open Port 80

SSH Access.

Description
default VPC security group
elb tutorial

ELB Tutorial

'SSH Access Security Group For Tutorial

PSRN Assign Security Group:





assets/68921049-7b67-42d1-9fea-71d5a817c8df.png
You can change these default parameters.

Queue Atiributes

Default Visibility Timeout @ 30
Message Retention Period €@ 4
Maximum Message Size @ 256
Delivery Delay @ 0

Receive Message Wait Time @ 0

seconds ~ | vaiye must be between 0 seconds and 12 hours.

days  ~ | value must be between 1 minute and 14 days.
Ke Value must be between 1 and 256 KB.

seconds ~ | vaiye must be between 0 seconds and 15 minutes.

seconds Value must be between 0 and 20 seconds.

Dead Letter Queue Settings
Use Redrive Policy @ [

Dead Letter Queue @

Maximum Receives @

Value must be an existing queue name.

Value must be between 1 and 1000.

‘Server-Side Encryption (SSE) Settings

UsesSE @ O

AWS KMS Customer Master Key (CMK) @ [ 7]

Data Key Reuse Period €@

~ | This value must be between 1 minute and 24 hours.

-
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Connect | Actions &

Connect
Q Fiter by tags and attributes or sear

Launch More Like This

Name ~ | Instance ID [Availability Zone - Instance State ~ Status Checks ~

Instance State
webserver! 1-06b9b050db . @ running
Instance Settings

webserver2 1-01431099b2f42) @ running @ 212 checks

@ 212 checks

CloudWatch Monitoring Attach Network Interface

Disassociate Elastic IP Address
Change Source/Dest. Check

Manage IP Addresses
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Security Status EEEE. 5 out of 5 complete.

Delete your root access keys v
Activate MFA on your root account v
Create individual IAM users v
Use groups to assign permissions v
Apply an IAM password policy v
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SNS dashboard |« TOPICS

[Topics.

‘Subscriptions Help

prove the new Amazon SNS console by providing feedback

Publish to toy Create new topic
Editto
Filter P
Edit top
Name ARN
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Q
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Manage MFA device

If your virtual MFA application supports scanning QR codes, scan the following QR code with your smartphone's
camera.

» Show secret key for manual configuration

After the application is configured, enter two consecutive authentication codes in the boxes below and choose
Activate virtual MFA.

Authentication code 1 123456

Authentication code 2 098765

Cancel Previous Activate virtual MFA
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I | Queue Actions v AR

Filter by Prefix: Q Enter Text. X 1€ < 1otottiems > 3]
@  Name ~ QueueType - Content-Based Deduplication~ Messages Available~ = Messages in Flight~ Created
@  markocloud ‘Standard NA 0 0 2018-12-26 05:42:44 GMT-05:00
15Q Queue selected mEEE
Details. Permissions Redrive Policy Monitoring Tags Encryption Lambda Triggers
Edit Policy Document (Advanced) | What's an SQS Queue Access Policy?
Effect  Principals Actions Conditions

Alow e Everybody() * SQSReceiveMessage  None SR
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J st Beanstalk | markocioud ~ Create New Application

Al Applications > markocloud

e | 1o [T

Application versions ) Configuration Name  Last Updated Solution Stack Description

Environments

Saved configurations © | markodloud-green 2018.01-17 11:22:47 UTC-0500 | 64bit Amazon Linwx 201.03 v2.7.7 running Python 36
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EC2 Dashboard
Events

Tags

Reports

Limits

INSTANCES
Instances

Launch Templates.
‘Spot Requests
Reserved Instances
Dedicated Hosts

Capacity
Resenvations

IMAGES
AMis

Bundle Tasks

ELASTIC BLOCK
STORE

Volumes

= Launch Instance Connect | Actions v
| einl e iow e

Q Filter by tags and attributes o search by keyword [>] 1to20f2
Name ~ Instance ID ~ Instance Type - Availability Zone ~ | Instance State - ~Status Checks - ~Alarm Status
@  markocloud.com 1021d969448c20006  t2.micro us-east-2b @ running © 22checks .. Nore
Markocloud-env 10412eccBbed3bbees  2.micro us-east2c @ running © 22checks . @ OK
»
Instance: | i-021d969048c2fb006 (markocioud.com)  Public DNS: ec2-18-221-200-117.us-east-2.compute.amazonaws.com [ /= [ -

Description || Status Checks | Monitoring | Tags
Status checks etect problems that may impair this instance from running your applications. Learn more about status checks

Create Status Check Alarm
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@ CloudFormation v = Stacks > Create Stack

Specify Details
Create stack

Specify a stack name and parameter values. You can use or change the default parameter values, which are defined in the AWS CloudFormation template. Leam more

Select Template
| Specify Details
Optons Stackname | MyECinstance.
Review
Parameters
InstanceType | t2micro v| The EC2 instance type

) E—

tothe instance

Cancel | Previous
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m Backup | Reboot | Delete || Modify

Filter: Q Search Clusters. X
0] Cluster Name < Mode - Shards - Nodes ~ NodeType ~ Status  ~ Encryptionin-transit~ Encryption atrest~
# v markocloud-redis Redis 1 3 nodes. cache.t2.small ‘modifying No No

Name: markocloud-redis Creation Time: December 15, 2018 at 2:18:13 PM UTC+7

Configuration Endpoint: - Status: modifying

ary Endpoint: markocloud-

redis k2eymp.ng 0001 use1 cache amazonaws.com 6379 Epes 5
Engine Version Compatibility: 5.0.0 Node type: cache.(2.small

Availability Zones: us-east-Te, us-east-1d Shards: 1

Number of Nodes: 3 nodes MultiAZ: enabled

Description: - markocloud redis description Parameter Group: defauit redis5.0 (in-sync)
Subnet Group: markocloud-subnet-group. Security Group(s): sg-0b56e974 (VPC) (active)
Notification ARN: Disabled Maintenance Window:  fr04:00-f1.05:00
Backup Retention Period: 1 day(s) Backup Window: 06:30-07:30
Encryption in-transit: No Redis Auth: No

Encryption atrest: No
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Create Route Table x

A route table specifies how packets are forwarded between the subnets within your VPC, the Internet,
and your VPN connection.

Name tag | publiq (i)
VPC | vpc-0da86bd591e92d236 | my-custom-vpe v | @
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Simple Queue Service

Amazon Simple Queue Service (SQS) is a reliable, scalable, fully-managed message queuing service.

Get Started Now

Leam more about AWS SQS

Ensure high availal

Amazon SQS uses a distributed architecture within
Amazon's high-availability data centers, so queues will be
available whenever applications need them. To prevent
messages from being lost, all messages are stored
redundantly across multiple servers and data centers

7

Scale with your business

Amazon SQS enables an unlimited number of services to
read and write an uniimited number of messages at any
time. Amazon SQS is used by some of the most highly-
scaled applications in the world, such as Netfix

S

L 0\

Reduce your cost

Amazon SQS is a fully-managed service, with no up-front
costs or fixed expenses. Pay only for what you use, with a
‘small charge for each API request and data transfer.
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Services v Resource Groups v

AWS services

+ Recently visited services

@ am

> All services

Billing

Build a solution

Get started with simple wizards and automated workflows.

Launch a virtual machine Build a web app
With EC2 With Elastic Beanstalk
~2-3 minutes ~6 minutes

=

Route 53

Build using virtual servers

With Lightsail
~12 minutes

Helpful tips

@ Manage your costs

Monitor your AWS costs, usage. and
reservations using AWS Budgets. Start now

Create an organization

Use AWS Organizations for policy-based
management of multiple AWS accounts. Start
now

Explore AWS

Machine Learning with Amazon SageMaker
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‘ Amazon S3

Ol Discover the new console @ Quick tips

Q Search for buckets

Delete bucket Empty bucket 1 Buckets 1 1 Regions <
Bucket name 1= Access © 1= Date created

* Objects might sill be publicly accessible due to object ACLs. Leam more
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= Menu aws Contact Sales  Products v  Solutions  Pricing  Getting Started ~ More ~ English v  MyAccount ~ Create an AWS Account

~—

Amazon Aurora Serverless

Automatically starts, scales, and shuts down your database = +
Only pay for the capacity you use N >
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Request URL: http://52.0.148.57/
Request Method: GET

Status Code: @ 200 0K

Remote Address: 52.0.145.57:5

Referrer Policy: no-referrer-uhen-doungrade

v Response Headers  view source





assets/4329a314-f964-4d93-aacd-db3c9b7c0256.png
1 Discover the new console

Q

Empty busket 1o 1@ 1

Access © Region Date created 1=

Oct 23, 2018 9:14:45 PM
GMT+0700

® 685684-mynewbucket

US West (Oregon)

* Objects might stil be publicly accessible due to object ACL. Lear more
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Lambda > Functions > helloworld ARN - arn:awsdambda:us-cast-2:866117724370:Aunctionhelloworld G

est event. v |[Crest Save

helloworld Theottle | [ quatifiers v | [ Actions v

© Congratulations! Your Lambda function "helloworld" has been successfully created. You can now change its code and configuration. Choose Test to input a test event when you want to test your function. x

Configuration | Monitoring

v Designer

Add triggers Y

Choose a trigger from the list: helloworld
e AN

< Lavers ©

AP Gateway

Aws ot Add riggers rom the st on the et (@ Amazon CloudWatch Logs

Application Load Balancer
Resources that the function' role has access to appear here

CloudWatch Events

CloudWatch Logs

CodeCommit
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Create role ° 2 3
Select type of trusted entity

S AWS service Another AWS account @ Y ool SAML 2.0 federation
[ T [ttt Seoning 0 ou o ¢ ps Cognio o any Oen Yoo coparete drado

Allows AWS services to perform actions on your behalf. Learn more

Choose the service that will use this role

EC2
Allows EC2 instances to call AWS services on your behaf

Lambda
Allows Lambda functions to call AWS services on your behalf

API Gateway CodeDeploy EMR IoT Rekognition
AWS Support Config ElastiCache Kinesis s3
Appsync DMS Elastic Beanstalk Lambda SMs
Anplication Auto Scalina Data Lifecvcle Manaaer Elasfic Container Service  Lex SNS.
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B el Queue Actions v [ -

Filter by Prefix: Q Enter Text. X 1€ < 1otottiems > 3]

@  Name ~ QueueType - | Content-Based Deduplication~ Messages Available~ Messages in Flight- | Created

@  markocloud ‘Standard NA 1 0 2018-12-26 05:42:44 GMT-05:00
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1.Define Load Balancer 2. Assign Security Groups 3. Configure Security Setings 4. Configure Health Check

Step 4: Configure Health Check
Your load balancer will automatically perform health checks on your EC2 instances and only route traffic to instances that pass
the health check. If an instance fails the health check, it is automatically removed from the load balancer. Customize the health

check to meet your specific needs.

Ping Protocol
ingPon
Ping Path [/index.htmi

Advanced Details

Response Tmeout (i) 5 |seconds
Interval () [30|seconds
Unhealthy threshold (i)
Healthy threshold (i)

Cancel | Previous  Next: Add EC2 Instances.
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Create your Amazon ElastiCache cluster

Clusterengine ® Redis
In-memory data structure store used as database, cache and message
broker. ElastiCache for Redis offers Multi-AZ with Auto-Failover and
enhanced robustness

Cluster Mode enabled

Memcached
High-performance, distributed memory object caching system, intended
for use in speeding up dynamic web applications

Redis settings
Name
Description
Engine version compatibility |~ 5.0.0 -
Port | 6379
Parameter group  default redis5.0 -
Node type | cache.r5 large (13.07 GiB) -

Number of replicas 2

~ Advanced Re:

settings

Advanced settings have common defaults set to give you the fastest way to get started
You can modify these now or after your cluster has been created

Multi-AZ with Auto-Failover v
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® CloudFormation v Stacks

©  The redesigned AWS CloudFormation console is available now ©

We've completely redesigned the console to improve the overalllook and feel. Try it out now and provide us feedback.

©  Drift detection now available

Drift detection lets you detect whether a stack's actual configuration has been changed outside of CloudFormation. To etect drift on a stack, select the stack, and then select Detect drift for current stack from the
Actions menu. Leam more.

ack Actions + Design template c =
oy hee Showing 1 stack
Stack Name Created Time Status Drift Status. Description

@ MyECinstance 2019-01-18 16:08:53 UTC-0500 CREATE_IN_PROGRE NOT_CHECKED “This template creates a t2 EC2 instance using the Amazon Linux
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Target group: | Webserver-Target-Group

Description || Targets | Health checks | Monitoring | Tags

The load balancer starts routing requests to a newly registered target as soon as the registration process completes and the target passes the inital health checks. If demand on your targets increases, you can register additional targets. If
decreases, you can deregister targets.

‘ None of these Availability Zones contains a healthy target. Requests are being routed to all targets.

Registered targets

Instance ID Name Port Availability Zone Status

1-01431099b2i4a78a2 webserver2 80 us-east-1f initial (7)
1-060b9b050dbf3d037 webserver! 80 us-east-1a initial (7)
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Roles

What are IAM roles?

1AM roles are a secure way to grant permissions to entities that you trust. Examples of entities include the following:

- 1AM user in another account
- Application code running on an EC2 instance that needs to perform actions on AWS resources
= An AWS service that needs to act o resources in your account to provide its features

- Users from a corporate directory who use identity federation with SAML

1AM roles issue keys that are valid for short durations, making them a more secure way to grant access.

Additional resources:
- 1AM Roles FAQ

= 1AM Roles Documentation

- Tutorial Setting Up Cross Account Access
- Common Scenarios for Roles

m Delete role (cla e
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Step1
Select engine

Step2
Choose use case.

Step3
Specify DB details

Stepa
Configure advanced
settings

RDS ) Create database

Configure advanced settings

Network & Security

Virtual Private Cloud (VPC)  Info
VPC defines the virtual networking environment for this DB instance.

Default VPC (vpc-9fdafdfa) v ‘ ‘ c ‘

‘Only VPCs with a corresponding DB subnet group are listed.

Subnet group  Info
DB subnet group that defines which subnets and IP ranges the DB instance can use in the VPC you selected.

default v

Public accessibility ~Info

O Yes
EC2 instances and devices outside of the VPC hosting the DB instance will connect to the DB instances. You must also select one.
‘or more VPC security groups that specify which EC2 instances and devices can connect to the DB instance.

O No

DB instance will not have a public IP address assigned. No EC2 instance or devices outside of the VPC will be able to connect.

Availability zone  Info
us-east-1a v
VPC security groups

Security groups have rules authorizing connections from all the EC2 instances and devices that need to access the DB instance.
© Create new VPC security group
) Choose existing VPC security groups
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1.ChooseAMI 2. ChooseInstance Type 3. Configure Instance 4. Add Storage  5.AddTags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

Asecurity group is a set of firewall rules that control the traffic for your instance. On this page. you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web
server and allow Intemet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below.
Leam more about Amazon EC2 security groups.

Assign a security group: ©Create a new security group

Oselect an existing security group
Security group name:  [SSH Access ]
Description:  [launch-wizard-6 created 2019-01-17712:53:49.330+05:30 ]
Type (D) Protocol (i) Port Range (i) source (i) Description (i)
[ssH v TP ] [22 ] Custom | [0.0.0.00 ] [eg.sSHforAdminDeskop | @
Add Rule.
A Waming

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only.

Cancel | Previous  [ICEUEVELRTETTE
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|snsaashboara < SNS dashboard

Topics.
‘Subscriptions, Common actions Resources
< Create (OpiC “You are using the following Amazon SNS resources in the us-east-2 region:
Create a communication channel to send messages and subscribe to Topic 1
notifications ‘Subscriptions 0

O Create subscription
‘Subscribe an endpoint to a topic to receive messages published to thattopic  More info

(o} Publish message

Publish a message o a topic o as a direct publish to a platform endpoint Getling started

Documentation
API reference
Forums
Service health
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Search IAM “4 e L

Showing 1 result

Dashboard Q Find users by username or access key
Groups
Username v  Groups Password age MFA
Users
- mynewuser Administrators. @ Yesterday Yesterday Not enabled
oles
Policies

Identity providers
Account settings

Credential report
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Addresses > Allocate new address

Allocate new address

Allocate a new Elastic IP address by selecting the scope in which it will be used

¥ AWS Command Line Interface command

‘You can perform the same actions on this page by using the AWS Command Line Interface (CLI) tools. Learn more about the AWS CLI tools

Platform | Linux/Unix/OS X i )

CLI command aws ec2 allocate-address --domain "vpc" —region us-east-2 [i]

Copy to clipboard

* Required Cancel [ENLLEIEY
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1AM User

Account:

My Account
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My Billing Dashboard
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Switch Role

Sign Out
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EC2 Dashboard - =
Launch Instance Connect | Actions v
4_ A o % 0

Events
Tags Q Filter by tags and attributes or search by keyword [>] 1to150f 15
Reports, T 5

Name ~ Instance ID < Instance Type - AvailabilityZone ~ | Instance State ~ Status Checks ~ Alam Status  PublicDNS(IPvé)  ~ IPv4PubliclP  ~
Limits
@  mynewhost 000a29f3a1b90947  Rmicro us-east-2c @ running © 22checks .. None Y ec2-18-222240243us.. 18222240243

= INSTANCES

| mstances -00403a37¢9824c561  12.nano us-east-2a @ stopped None Y -

i-007524875924ceb63  12.nano us-east-2b @ stopped None Y -

Launch Templates.
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Create target group [ CICRY
(

Q Fiter by tags and attibutes or search by keyword

@ Name < Port ~ Protocol - Targettype ~ | Load Balanc- | VPCID ~ | Monitoring -

@  Webserver-Target-Group 80 HTTP. instance. Tutorial-A vpc-9fdafdfd [ ]

Target group: | Webserver-Target-Group

Description || Targets | Health checks | Monitoring | Tags

The load balancer starts routing requests to a newly registered target as soon as the registration process completes and the target passes the initial health checks. If demand on your targets increases, you can register additional targets. If demand
decreases, you can deregister targets.

Registered targets

Instance ID Name Port lity Zone. Status
1-01431099b2i4a78a2 webserver2 80 us-east-1f healthy (7
1-060b9b050dbf3d037 webserver! 80 us-east-1a healthy (7

Availability Zones

Availability Zone Target count Healthy?
us-east-1f 1 Yes

us-east-1a 1 Yes
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Select an existing key pair or create a new key pair x

Akey pair consists of  public key hat AWS stoes, 3nd 2 private key il that you sore. Togetner,
they alow youto comect toyour insanc secursy For Windows AN, the private ey fle s requied
10 blain the password used 10 log o your Instance. For Linux AMIS, the private ey fl allows you 1o
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Note: The slectac key palr vil b acded 1o The Satof keys authorzed for i Instance, Learn more.
about removing exstng key pals from a publc AMI

Greataa new ey par 7
Koy paie name.

[ ]

Download Key Pair
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Application version lifecycle settings

Configure a ifecycle policy to limit the number of application ver
future deployments. This policy will not delete application versions that are currently
deployed or are in the process of being created. Leam more

Lifecycle policy ) Enable

Lifecycle rule  © Setthe application versions limit by total count
50 | Application Versions
® Setthe applcation versions limit by age

30 2 |days

Retention  Ret

sourcebundleinS3 v

Service role | aws-elasticheanstalk-service-o v
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Saved groups "

Create a group "=
Tag Editor

Classic groups

Aresource group s a collection of
resources that share one or more
tags.

Create a classic group
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Alarm created successfully X

Click the alam to view additional details and options in Amazon CloudWatch (opens in  new window)
« awsec2-+0a1d969d48c2Mb006-Status-Check-Failed-Any-

Note: If you created a new SNS topic or added a new email address, each new address will
receive a subscription email that must be confirmed within three days. Notifications will only be.
sent to confirmed addresses.
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Help us improve the new Amazon SNS console by providing feedback.

Basicview | Advanced view

“This view allows direct manipulation of your topic access control policy.

Note: Editing your access control policy directly may disable this policy editor basic view. As the topic owner, you will always
have full access to the topic. and you may delete the current policy and restore the default topic policy at any time.
f N
“Version": "2008-10-17",
oo .

"Sid""_default_statement_ID",

“Effect’: "Allow",

“Principal” {

"AWS' -

L )
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Add user T @ -

~ Set permissions

DV Add user to group

Copy permissions from Attach existing policies
existing user directly

©  Get started with groups
You haventt created any groups yet. Using groups is a best-practice way o manage users' permissions by job functions, AWS service
access, or your custom pemissions. Get started by creating a group. Leam more

| create group |

» Set permissions boundary
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Create subscription

Topic ARN | am:aws'snsus-east-2:866117724370:markocioud

Protocol | Email -

Endpoint user@example.com| ‘

[SLINN Create subscription
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Disable Distribution(s)

Are you sure you want to disable the following distributions?

 E2MBP8M2JAMIRH

cancel [CENRIETY
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RDS > Databases > markocloud-db-instance

markocloud-db-instance

Modify

Summary
Engine DB instance class Info DB instance status Pending maintenance
MySQL5.6.40 dbt2small creating none
CloudWatch (17) [ G ][ Add instance to compare | [ Monitoring v | | Last Hour v |
Legend: | markocloud-db-instance
[a <1 23> @
CPU Utilization (Percent) DB Connections (Count) Free Storage Space (MB) Freeable Memory (MB)
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IAM > Groups > Administrators

~ Summary

Group ARN: arn:awsiiam:: 194495343937-group/Administrators (2]
Users (in this group): 1

Path: /

Creation Time: 2018-09-21 12:54 EDT

Users  Permissions | Access Advisor

Access advisor shows the service permissions granted to this group and when those services were last accessed. You can use this information to revise your policies. Leam
more

Note: Recent activity usually appears within 4 hours. Data is stored for a maximum of 365 days, depending when your region began supporting this feature. Lear more

Filter: Nofilter ~ Showing 104 results.
Service Name $ Policies Granting Permissions Access by Members LastAccessed ~
Amazon GameLift AdministratorAccess Not accessed in the tracking period

AWS Certificate Manager AdministratorAccess Not accessed in the tracking period





assets/9aac2e1c-a25f-498e-8b71-840cd72ed9c4.png
Add user o 2 () (3) (s

Set user details

You can add multiple users at once with the same access fype and permissions. Learn more.

Username® | mynewuser

© Add another user

Select AWS access type
Selecthow these users il access AVIS. Access keys and aulogenerated passwords are provded inthe Iastsiep. Lear more
Access type® /) Programmatic access

Enables an access key ID and secret access key for the AWS AP, CLI, SDK, and
other development tools.

/' AWS Management Console acces
Enables a password that allows users {0 sign-in {0 the AWS Management Console

Console password® (| Autogenerated password
® Custom password

learmingaboutaWS15fun!

¥/ Show password

Require password reset /| User must oreate a new password at nex sign-in
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Add user Delete user (52
SRR - - | beeeise) \zlsle)

Dashboard Q Find users by username or access key Showing 0 results
Groups
User name ~ Groups Access key age Password age Last activity MFA
I Users i i
There are no IAM users. Learn more
Roles
Policies

Identity providers
Account settings

Credential report

Encryption keys
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Create bucket X

@ Name and region @ Configure options @ Set permissions @ Review

Name and region

Bucket name

685684-mynewbucket

Region

US West (Oregon) v

Copy settings from an existing bucket
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Cluster Name

v markocloud-redis

Name:

Configur

Primary Endpoint:

Availability Zones:

Number of Nodes:
Description:
Subnet Group:
Notification ARN:

Backup Retention Period:

Encrypt

Encryption at-rest:

n Endpoint:

n-transit:

4 Mode - Shards - Nodes
Redis 1 3nodes
‘markocloud-redis
‘markocloud-
redis k2eymp.ng 0001 use1 cache amazonaws com'6379
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us-east-Te, us-east-1d.
3nodes
‘markocloud redis description
‘markocloud-subnet-group
Disabled
1 day(s)
No
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NodeType - Status -

cache2small  available No

Creation Time:

Status:
Engine:

Node type:
Shards:

Multi-AZ:

Parameter Group:
Security Group(s):
Maintenance Window:
Backup Window:
Redis Auth:

Encryption in-transit -

Encryption at-rest -
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No





assets/88da68ea-f827-4cf3-9483-13722b6a956e.png
I | Queue Actions v AR

Filter by Prefix: Q Enter Text. X 1€ < 1otoftiems > >
@  Name ~ QueueType - Content-Based Deduplication~ Messages Available~ Messages in Flight - | Created -
@  markocloud ‘Standard NA 0 0 2018-12-26 05:42:44 GMT-05:00
15QS Queue selected mEEE
Details Permissions Redrive Policy Monitoring Tags Encryption Lambda Triggers
Name: markocioud 30 seconds
URL: hitpsy/sqs.us-east-2.amazonaws. com/ge6117724370/markocioud Message Retention Period:  days
ARN: am:aws:sqs us-east 2:866117724370:markocloud Maximum Message Size: 256 KB
Created: 2018-12-26 05:42:44 GMT-05:00 Receive Message Wait Time: 0 seconds
Last Updated: 2018-12.26 05:42:44 GMT-05:00 Messages Available (Visible): 0

Delivery Delay: 0 seconds Messages in Flight (Not Visible): 0
Queue Type: Standard Messages Delayed: 0

Content-Based Deduplication: N/A
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Confirm new email addresses
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Amazon S3 > 685684-mynewbucket

__
Public access settings | | Access Control List Bucket Policy

CORS configuration

ucket policy editor ARN: am:aws:s3:::685684-mynewbucket

Ty 0.4  new oy e an st plcy i he e are below Cancel

version": "2012-10-17",
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Options.
Tags
Notags provided
Rollback Triggers
No monitoring time provided
Norollback triggers provided
Advanced
Notification
‘Termination Protection  Disabled

Timeout  none
Rollback on failure  Yes.

Quick Create Stack  (Create stacks simiar o tis one, with most detais auto-populated)

Cancel | Previous
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Author from scratch inio.

Name

[ hettowortd |

Runtime.
You can select a supported AWS Lambda runtime or provide your own runtime as part o the function deployment package or Lambda layer after creating the function.

[ Nodejs 810 v

Role
Defines the permissions of your function. Note that new roles may not be availabl for a few minutes after creation. Learn more about Lambda execution roles.

‘ Choose an existing role v ‘

Existing role
You can use an existing rle with tis functon. Lamibda mst be abl to assume thisrole, and th role must have Amazon CloudWatch Logs perissions

| tamboa_basic_execution v

]
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Searthiiin i TN | Group Actions ~ z sle

Dashboard Showing 1 results.
Groups
(] = Group Name % Users. Inline Policy Creation Time $
Users
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Security

Security groups  defautt (sg-0656e974) ¢

Encryption at-rest
Encryption in-transit

Import data to cluster

Seed RDB file S3 location | myBucket/myFolder/objectiame
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Backup
Enable automatic backups ¥
Backup retention period | 1
day(s)

Backup window @ No preference
‘Specify backup window

Maintenance

Maintenance window @ No preference
‘Specify maintenance window

Topic for SNS notification | Disable notifications

Cancel
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Lifecycle rule X

@ Name and scope (2) Transtions (3) Expiration (@) review

Enter a rule name
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YYou are accessing the security credentials page for your AWS account. The account credentials provide unlimited
access to your AWS resources.

To help secure your account, follow an AWS best practice by creating and using AWS Identity and Access
Management (IAM) users with limited permissions.

Continue to Security Credentials Get Started with IAM Users

) Don't show me this message again
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RDS > Databases ) Take snapshot
Take DB Snapshot

This feature is currently supported for InnoDB storage engine only. If you are using MyISAM, refer to details here. [4

Settings

To take a snapshot of this DB instance you must provide a name for the snapshot.

DB instance
The unique key that identifies a DB instance. This parameter isn't case-sensitive.

markocloud-db-instance

Snapshot name
The Identifier for the DB Snapshot.

markocloud-db-20181209 ‘

Cancel Take Snapshot
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Backup

Backup retention period
‘The number of days for which automated backups are retained. Setting this parameter to a positive number enables backups. Setting this
parameter to 0 disables automated backups.

Backup window
The daily time range (in UTC) during which automated backups are created if automated backups are enabled.
Start Time Duration

Copy tags to snapshots

O Yes
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Create bucket X

@ Name and region @ Configure options @ Set permissions @ [REVE

Log requests for access to your bucket.

Target bucket

685684-mynewbucket v

Target prefix

Tags
You can use tags to track project costs.

O EET

Object-level logging

M Record object-level API activity using AWS CloudTrail for an additional cost. See
or

Default encryption

Il Automatically encrypt objects when they are stored in S3.

Management

CloudWatch request metrics

M Monitor requests in your bucket for an additional cost. See or
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Encryption

Encryption

Enable encryption Learn more [4
Select to encrypt the given instance. Master key ids and aliases appear in the lst after they have been created using the Key
Management Service(KMS) console.

© Disable encryption

Backup

A Please note that automated backups are currently supported for InnoDB storage engine only. If you
are using MyISAM, refer to detail here. [

Backup retention period ~ Info
Select the number of days that Amazon RDS should retain automatic backups of this DB instance.

7 days v

Backup window  Info
Select window

© No preference

Copy tags to snapshots

Monitoring

Enhanced monitoring

Enable enhanced monitoring
Enhanced monitoring metrics are useful when you want to see how different processes or threads use the CPU.

© Disable enhanced monitoring

Log exports

Select the log types to publish to Amazon CloudWatch Logs

‘The following service-linked role is used for publishing logs to CloudWatch Logs.

RDS Service Linked Role

@© Ensure that General, Slow Query, and Audiit Logs are turned on. Error logs are enabled by default.
Learn more [2
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Upload your code

Upload a soutce bundie from your computer or copy one from Amazon S3.

Source code origin @ Local i
Minm $2282W8) (]
© Public S3URL

hips:/s3 amazonaws.com

Versionlabel | markocloud-saurce.

Urique name fo tis versio of your splcaon code.
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Subnets > Modify auto-assign IP settings

Modify auto-assign IP settings

Enable the auto-assign IP address setting to automatically request a public IPv4 or IPv6 address for an instance launched in this subnet. You can override
the auto-assign IP settings for an instance at launch time.

Subnet ID subnet-020f3b9fc95a242a3

Auto-assign IPv4 ¥ Enable auto-assign public IPv4 address @

* Required Cancel
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aws English +

Create an AWS account

Email address

youremail@yourdomain com

AWS Accounts Include
12 Months of Free Tier Access

Password

Including use of Amazon EC2, Amazon $3, and Amazon DynamoDB Confirm password

Visit aws.amazon.comlfree for full offer terms

AWS account name &

youraccountname

Sign i to an existing AWS account
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Users > mynewuser

Summary

User ARN
Path

Creation time

Permissions || Groups (1)

Group name ~

Administrators

amawsiam: 194495343937 userimynewuser ()
/
2018-09-21 13:01 EDT

Security credentials | Access Advisor

Attached permissions

AdministratorAccess
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AmazonS3 > 685684-mynewbucket

Add lifecycle rule Actions

There is no lifecycle rule applied to this bucket.
Here is how to get started.

Use lifecycle rules to manage your objects Automate transition to tiered storage Expire your objects
‘You can manage an object's lifecycle by using a lifecycle rule, which defines Lifecycle rules enable you to automatically transition objects to the Standard - Using a lifecycle rule, you can automatically expire objects based on your
how Amazon S3 manages objects during their lifetime. 1A and/or to the Amazon Glacier storage class. retention needs or clean up incomplete multipart uploads.
Leamn more Leam more

Get started





assets/fcb7849e-1d1d-4afc-ad20-d6bfddc30b57.png
RDS > Databases

Databases © cowresrs [G || oty || actons v | [ Resarerroms

Q Filter databases J <1 e
[l DBName 4  Rolev  Enginev  Region&AZV  Size v  Staws v CPU Current activity Maintenance v VPC
[¢] markocloud-db-instance Master MysQL us-east-1a db.t2.small @ Modifying o TI131% 110 Connections. none vpc-9fdafi
[e] markocloud-replica Replica MysSQL us-east-1f db.t2.small @ Creating none vpc-9fdafi

0000000000000 | >
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JSON message generator

‘The JSON message generator tool allows you to convert your messages to the
appropriate JSON format.

We have new tuff

Message
4
[Email @sas [@Lambda
[@HTTP [@HTTPS @sms
Target platforms  #i0S Prod (#i0S Dev [@VolP Prod
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Create a web app

‘Create a new application and environment with 2 sample appication o your own code. By creating an environment, you allow AWS Elastic
‘Beanstalk to manage AWS fesoutces and permissions on your behaf Learm more.

Application information
Application name | markocioud
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Base configuration
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standard encrypted IPsec VPN connections.

Network ACLs DHCP options sets Virtual Private Gateways  orio 0

See all regions See all regions Create VPN Connection

Security Groups -
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J st Beanstalk | markocioud ~

Al Applications > markocloud

Environments
Application versions )
0 Version Label Description
Saved configurations
O geen

| sample Appikcation

Date Created

2018.01-17 11:22:02 UTC-0500

2018.01-17 11:19:23 UTC-0500

2018.01-17 111550 UTC-0500

Create New Application

settings || Delete || Depioy || pioad 2 Refresh

Source. Deployed To
2019017rz6-application.zip
2018017CUv-application zip | Markocloud-env

Sample Application Markocloud-en-1, Markocloud-env-2
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Message format

Message

ORaw @ JSON

{
"default" "We have new stufft

"email" "We have new stuft",

"sgs" "We have new stuff”,

"lambda” "We have new stuff”,

“hitp" "We have new Stufft’,

“hitps" "We have new stufft’

"Sms”: "We have new stufft”

APNS": "('aps\":{\'alert\": 'We have new stufi’} ',

X "aps\"{\'alert\"\'We have new stuffiV}y",
"APNS_VOIP""{\"aps\"{\"alert\"\"WVe have new stuffiV}}",
"APNS_VOIP_SANDBOX": "{\"aps\"{'alert\": '"We have new stuffi} }",
IACOS""{"aps\"{V'alert\""We have new stuff’}
ACOS_SANDBOX" "(\'aps\":{\"alert\": 'We have new Stufi’} ",
CM". " 'datal" { 'message\": 'We have new stufi" }}",

"ADM": "{ 'datal" { 'message\": 'We have new stufi’ } ',

JSON message generator
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EC2 Dashboard Resources ¢ Account Attributes e

3

Events <

You are using the following Amazon EC2 resources in the US East (Ohio) region: ‘Supported Platforms
Tags

VPC
Repors 0 Running Instances 0 Elastic IPs
L 0 Dedicated Hosts 0 Snapshots Default VPG
0 Volumes 0 Load Balancers Vpe-f3b18e8b

INSTANCES
Instances 0 Key Pairs 2 Security Groups Resource ID length management
Launch Tempiates 0 Placement Groups Console experiments
Spot Requests % | Additional Information

Reserved Instances ‘ Learn more about the latest in AWS Compute from AWS re:Invent 2017 by viewing the EC2 Videos.

Dedicated Hosts. Getting Started Guide

Documentation
e Create Instance
All EC2 Resources
AMis. To start using Amazon EC2 you will want fo launch a virtual server, known as an Amazon EC2 instance. Forums
Bundle Tasks
ELASTIC BLOCK
STORE Contact Us
Note: Your instances will launch in the US East (Ohio) region
woumes AWS Marketpl
. larketplace
‘Snapshots Service Health ¢ Scheduled Events S P

Lifecvcle Manager ™ Find free software trial products in the AWS
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Filter: Q Search Clusters.
0] Cluster Name

@ v markocloud-redis
Name:

Configuration Endpoint:

ary Endpoi

Engine Version Compatibility:
Availability Zones:

Number of Nodes:
Description:

Subnet Group:

Notification ARN:

Backup Retention Period:

Encryption in-transit:

Encryption at-rest:

Reboot

Shards ~

Nodes

3nodes

redis k2eymp.ng 0001 use1 cache amazonaws com'6379

Delete || Modify
X
< Mode
Redis
markocloud-redis
: markocloud-
500
us-east-Te, us-east-1d.
3nodes
‘markocloud redis description
‘markocloud-subnet-group
Disabled
1 day(s)
No
No

NodeType - Status -

cache2small  available No

Creation Time:

Status:
Engine:

Node type:
Shards:

Multi-AZ:

Parameter Group:
Security Group(s):
Maintenance Window:
Backup Window:
Redis Auth:

Encryption

AR NN

1to1of1Clusters [¢ < > 3]

transit~

Encryption at-rest -

No

December 15, 2018 at 2:18:13 PM UTC+7

available
Redis

cache 12 small
1

enabled

default redis5.0 (in-sync)
500566974 (VPC) (active)
:04:00-f1:05:00
06:30-07:30

No
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1. Define Load Balancer 2 Assign Securiy Groups 3. Configure Securiy Seftings 4 Configure Healih Check 5. Add EC2 Instances

Step 6: Add Tags

Apply tags to your resources to help organize and identify them

Atag consists of a case-sensitive key-value pair. For example, you could define atag vith key = Name and value = Webserver. Learn
more about tagging your Amazon EC2 resources.

Key Value.
®
[— — ®

Cancel | Previous
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Users > mynewuser
Summary Delete user || ©

User ARN  am:awsiam:019859648260:user/mynewuser (2]
Path  /

Creationtime  2019-01-24 15:08 UTC+0530

Permissions | Groups (1) | Tags | Security credentials | Access Advisor
Sign-in credentials

Summary - Console sign-in link: htps:/fte-books signin aws amazon.com/console

Console password  Enabled (never signed in) | Manage
Assigned MFA device  Not assigned | Manage

Signing certificates  None ¢*

Access keys

Use access keys to make secure REST or HTTP Query protocol requests to AWS service APIs. For your protection, you should never share your secret keys
with anyone. As a best practice, we recommend frequent key rotation. Leam more

Create access key

Access key ID Created Last used Status

AKIAIWPEUHCSHAG46BMQ  2019-01-24 15:08 UTC+0530 N/A Active | Make inactive x

SSH keys for AWS CodeCommit

Use SSH public keys to authenticate access to AWS CodeComit repositories. Learn more
Upload SSH public key

SSH key ID Uploaded Status
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1 Doman Search Contact Details for Your 1 Domain

2: Contact Details

3 Verlly & Purchase | Enter the details for your Registrant, Administrative and Technical contacts below. All fields are required unless

specified otherwise. Leam more.

My Registrant, Administrative and Technical Contacts are all the same:

Contact Type @

First Name

Last Name

Organization @

Email

Phone

Address 1

Address 2

Country

State

city

PostaliZip Code

Privacy Protection @

Registrant Contact

| person

Not applicable

+1 3115550188

Enter country calling code and phone number

Street address, PO box
Optional

Apt suite, unit, building, floor, efc

India -

Andaman and Nicobar Is. -

When the contact type is Person:

- Privacy protection hides some contact
details for_.mobi domains.

Shopping cart

One-time fees

awsdemo.mobi

Registerfor| 1 v year $12.00
SUBTOTAL $12.00

Monthly Fees for DNS Management

View pricing details for Route 53 queries
and for the hosted zone that we create for
each new domain
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Load Balancer Creation Status

©@  Successfully created load balancer
Load balancer Tutorial-AWS-ELB was successfully created.
Note: It might take a few minutes for your load balancer to be fully set up and ready to route traffic, and for the targets to complete the registration process and pass the initial health checks
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Add a Permission to markocloud X

Permissions enable you to control which operations a user can perform on a queue. Click here to leam more
‘about access control concepts.

Efect @ © Alow

Deny

Principal @ | aws account number(s) Everybody ()

Use commss betwesn mltple values.

Actions @ AISQS Actons (SQS7)

GetQueueAftributes
GetQueueUr!

Queues

-
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RDS > Databases

Databases

Q Filter instances

Role ¥

Engine v

Region & AZ v

@ Group resources

Size v Status v

No instances found

(1]

Current activity

Maintenance v

vPC v

<1 >

Multi-AZ v

@

Read
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Lifecycle rule X

@ Name andscope @ Transitions () Expiration (@) Review

Configure transition

Current version [l Previous versions

For current versions of objects

Object creation Days after creation
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Next
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step1: selectasivery metoa | S€l€Ct @ delivery method for your content.

Step 2: Create distribution
" Web

Create a web distribution if you want to:

‘Speed up distribution of static and dynamic content, for example. _html, .css, .php, and graphics files.
Distribute media files using HTTP or HTTPS|

Add. update, or delete objects, and submit data from web forms.

Use live streaming to stream an event in real time.

‘You store your files in an origin - either an Amazon S3 bucket or a web server. After you create the distribution, you can add more origins to the distribution
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twtorial-aws-elb-1353523 X |+

O Menu
< > C B [@nm

amazonaws.com

Hello from webserver]

B @ Foms Do ok G mms hmp GEEE Gl Aws

@0 ™ ¥ QA Ve
Fitter [ Hide data URLs [[l] XHR JS CSS Img Media Font Doc WS Manifest Other

| ] o] ] ] o] o]

== [ Group by frame | [ Preservelog [ Disable cache | [] Offine Online v

X Headers Preview Response  Timing

v General

Request URL: http://tutorisl-aus-elb-1353523812. us-east-1.21b. amazonaus. con
Request Method: GET

Status Code: @ 200 0K

Remote Address: 52.7.86.17:52

Referrer Policy: no-referrer-uhen-doungrade

v Response Headers  view source
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Add metric graph

Untitied graph Th 3h 120 1d 36 tw custom - | Line -zl
Various s

04

107

o0z

TS 1720 125 730 1735 740 1745 178D 1TSS 1800 1805 1610 1815 1920 1525 1830 1835 1840 1845 1650 1885 1900 1905
1 0412200800 30bee5 (Markosloud-em) CPUUIzaton @)1-0412ecc8be43bbees (Markodoud-en) CPUCeiBalance. @ -0314950343c25008 (makocioud com) CPULBEZ3ten

All metrics | Graphed metrics (3) | Graph options || Source.

Al > EC2 > Perinstance Melics | Q Search for any metri, dimension or resource id

Instance Name (32) « instanceld Metric Name
markocloud com +021969445c20006 Networkin
markocloud com 1021969445c20006 DiskReadOps

¥/ markocioud.com +021969445c20006 GPUUtization
markocloud com 1021969045c20006 NetworkPackelsOut
markocloud com 1021969445c20006 CPUCrediUsage

1010 1815

VN Create widget
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Internet gateways > Create internet gateway

Create internet gateway

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name for the gateway below.

Name tag ‘ my-new-igw [i]

* Required Cancel
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DynamoDB

Dashboard

Dashboard

‘Subnet groups

Parameter groups

QFitter by table name.

users Close
Overview | ttems | Metrics

Recent alerts

Alams | Capacity

Indexes | Global Tables

No CloudWatch alarms have been iggered for s tabie.

Stream details
Streameenabled  No
Viewtype -
Latest stream ARN -
Manage Stream
Table details
Table name  users
Primary partition key  usemame (Sing)
Primary sortkey last_name (Sting)
Pointin-time recovery  DISABLED Enable
Encryption Type  DEFAULT
KMS Master Key ARN ot Appicabie
Time tolive attribute  DISABLED Manage TTL
Table status  Active
Creation date  December 21, 2013 at 126:47 PM UTC:S
Readurite capacity mode  Provisioned
Last change to on-demand mode -
Provisioned read capacity units 5 (Auo Scaiing Enabled)
Provisioned wrie capacity units 5 (Auto Scaling Enabled)
Last decrease ime -
Lastincrease fime -
Storage size (inbytes) 0 bytes
Hem count 0
Region US East (Ohio)

Amazon Resource Name (ARN)

‘Storage size and lem count are not updated in real-time. They are updated periodicall, roughly every six hours.

am:aws dynamod us-east2 886117724370 tablelusers
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Create stack ReVie%

Select Template Template
Speciy Details Template URL  hitps://s3.us-east-2.amazonaws.comicttemplates-1b8irbele2nc2-us-east 2220190 18H2-SingleCE2 json
Options Description  This templat creates a 2 EC2 instance using the Amazon Linux AMI n one of the US regions and allows SSH access.
| Review Estimate cost  Cost
Details

Stack name:  MyECinstance

InstanceType 2 micro
KeyName  marko
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Encryption

Encryption

©) Enable encryption Learn more 4
Select to encryp the given instance. Master key ids and aliases appear in the list after they have been created using the Key
Management Service(KMS) console.

© Disable encryption

Monitoring

Enhanced monitoring
O Enable enhanced monitoring

Enhanced monitoring metrics are useful when you want to see how different processes or threads use the CPUL

O Disable enhanced monitoring

DB instance class
Contains the compute and memory capacity of the DB instance.

db.t2.small — 1vCPU, 2 GiB RAM v

Multi-AZ deployment
‘Specifies i the DB instance should have a standby deployed in another availabilty zone.

O Yes

O No

Storage type  Info

General Purpose (SSD) v

@ Provisioning less than 100 GiB of General Purpose (SSD) storage for high throughput workloads could result
i higher latencies upon exhaustion of the initial General Purpose (SSD) IO credit balance. Click here for more
details.

Log exports

Select the log types to publish to Amazon CloudWatch Logs

[ Auditlog

[ Error log

[] General log

[ Slow query log

1AM role

‘The following service-linked role s used for publishing logs to CloudWatch Logs.

RDS Service Linked Role

@® Ensure that General, Slow Query, and Audit Logs are turned on.
Error logs are enabled by default. Learn more [

Settings

Read replica source
‘Source DB instance Identifier

| markocloud-db-instance v

DB instance identifier
DB instance identifier. This s the unique key that identifies a DB instance. This parameter is stored as a lowercase string (e.g. mydbinstance).

‘ markocloud-replica ‘

Maintenance

Auto minor versi
‘Specifies f the DE

O Yes

O No

upgrade

Database options

Database port
Port number on which the database accepts connections.

3306

(default: 3306)
(] Copy tags to snapshots

IAM DB authentication  Info

) Enable IAM DB authentication
Manage your database user credentials through AWS 1AM users and roles.

© Disable

Cancel Create read replica

stance should receive automatic engine version upgrades when they are available.
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CloudWatch
| Dashboards
Alarms.

Billng

Rules
Event Buses

Logs
nsights

Metrics

Dashboards

PRl Croate cashooara

You have no CloudWatch dashboards. Please create a dashboard.

Favorite

Last updated (UTC)

Additional Information

Geting Started Guide
Documentation
Forums

Report an Issue.
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Manage MFA device

To activate a virtual MFA device, you must first install an AWS MFA-compatible application on the user's
smartphone, PC, or other device. You can find a list of AWS MFA-compatible applications here. After the application
is installed, click Next Step to configure the virtual MFA.

2 Don't show me this dialog box again.

Cancel Previous m
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~ Rollback Triggers

Rollback triggers enable you to have AWS CloudFormation monitor the state of your application during stack creation and updating, and to rollback that operation if the application breaches the
threshold of any of the alams you've specified. Learn more

Monitoring Time ©

Available triggers remaining: 5
Type ARN (Amazon Resource Name)

1 AWS:CloudWatch:Alarm [ + ]

» Advanced

‘You can set addiional options for your stack, like otification options and a stack policy. Learn more

Cancel | Previous | ¥
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RDS > Snapshots

Snapshots (7)

Q. Filter snapshot:

Snapshot

rdsimarkocloud-db-instance-2018-12-09-13-30

rdsimarkocloud-db-instance-2018-12-09-05-44

rdsimarkocloud-db-instance-2018-12-08-05-43

rdsimarkocloud-db-instance-2018-12-07-05-44

rdsimarkocloud-db-instance-2018-12-06-09-14

rdsimarkocloud-db-instance-2018-12-06-08-05

0O 0Oo0ooooo o

markocloud-db-20181209

DB instance or cluster v

markocloud-db-instance

markocloud-db-instance

markocloud-db-instance

markocloud-db-instance

markocloud-db-instance

markocloud-db-instance

markocloud-db-instance

Snapshot Creation Time v
Sun Dec 09 20:31:06 GMT+700 2018
Sun Dec 09 12:44:11 GMT+700 2018
Sat Dec 08 12:43:59 GMT+700 2018
Fri Dec 07 12:44:18 GMT+700 2018

Thu Dec 06 16:15:09 GMT+700 2018

Thu Dec 06 15:06:27 GMT+700 2018

Status v

@ available
@ available
@ available
@ available
@ available
@ available

@ creating

< I ——

G || owneabyme v | sons v

<1 > @
Progress ¥ VPC v e v  Enginev  Stora
Completed vpc-9fdafdfo ‘omated MySQL Gener:
Completed vpc-9fdafdfo ‘omated MySQL Gener:
Completed vpc-9fdafdfo ‘omated MySQL Gener:
Completed vpc-9fdafdfo ‘omated MySQL Gener:
Completed vpc-9fdafdfo ‘omated MySQL Gener:
Completed vpc-9fdafdfo ‘omated MySQL Gener:
0% vpc-9fdafdf9 nual MySQL Gener:
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ate Route

Ll Delete Route Table

QSearch Route Tables and thei X

& 0

1to 2 of 2 Route Tables

Name 4 Route Table ID ~  Explicitly Associal~ Main ~ VPC
rtb-aOccObcb 0 Subnets Yes vpc-f3b18e9b
] rtb-Oede6a56f67ef5. 0 Subnets Yes vpc-0da86bd591e92d236 | my-custo.
“
rtb-0ede6a5667ef5d55 NN =]
Summary Routes Subnet Associations Route Propagation Tags
View: | Allrules v
Destination Target Status  Propagated
10.0.0.0/16 local Active No
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ElestCache Dashboard |« R 5

Filter: Q Search Clusters.

Memcached
Redis

Reserved Nodes
Backups
Parameter Groups
‘Subnet Groups
Events

ElastiCache Cluster Client

il

>

Cluster Name

markocloud-redis

Reboot

Delete

X
Mode.

Redis

Modify

Shards -

Nodes

0 nodes

Node Type

cache.2.small

Status

creating

AR NN

1to1of1Clusters [¢ < > 3]

Encryption in-transit -

No

Encryption at-rest -

No
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Lambda > Functions > Create function

Create function

Author from scratch o

Start with a simple *hello world” example.

Blueprints o

Choose a preconfigured template as a starting point for your
Lambda function.

g

=

AWS Serverless Application Repository

Find and deploy serverless applications published by AWS,
AWS partners, and other developers.

Oy
Ra
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Alarm details

Provide the details and threshold for your alarm. Use the graph to help set the appropriate threshold

Name: | \Markocloud CPU utilisatio

Description: | How much CPU my instance is using

Whenever: CPUUtlization

ist 5= v g0

for: 2 ©® outof| 4 | datapoints @

Additional settings

Provide additional configuration for your alarm

Treat missing data as: | missing e
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RDS > Databases > markocloud-db-instance
markocloud-db-instance
Summary

DB Name e
markodloud-dbnstance posas

Modify Actions v,
Info. Class
Available db.raxlarge
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| CloudWatch
Dashboards
« markocloud
Alarms.

oK
Biling
Events
Rules
Event Buses.
Logs
insights
Metrics

Favorites
©Add a dashboard

CloudWatch: Overview

Allresources -

Alarms by AWS service @

Senvices

g

Alarm
£c2 .
GlassicELB .
Gloudwteh Logs. .
Easticache .
Elastc Beanstak .
Etastc Block Store .
RS .

s3 B

‘Simple Notifcation Service

o0 00000000

Simple Queve Service .

Cross service dashboard @

Time range 1h 3n 120 1d 3 1w custom -

Insufficient

oK

Recent alarms @

awsec2--0a1d969d48c2i... © || cpu
Count Percent
1 SChesFaied = TTor 2a 00 o tiasion >= 80 or 1 datspe
o5 w04
o o7
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@ StatusCreckFaies @ cruusizsion

The cross service dashboard aggregates key melics from each of the services in your account. View cross service dashboard
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Tools » CDN Performance Checker tool

Instantly check your CDN's performance from 10 residential locations around the globe.

How fast does your CDN deliver content to people’s homes in US, Canada, Ireland, France, The Netherlands, India, Philippines,
Vietnam and Australia?

http://d1eqn6fbzi9xs2.cloudfront.net/

m not a robot (& CIRGEEE IS powered by TurboBytes Pulse
worprcHA

ey Tems

Results for test completed on 2018-10-24 at 08:50:54

http:/d1eqn6fbzidxs2.cloudfront.net/ &

Location Network Status @ DNS @ Connect @ TTFB @
B AU - Adelaide iiNet (Internode) 200 m 107 120

I+1 CA - Montreal Videotron 200 n " 18

== DE - Berlin Deutsche Telekom 200 5001 27 86

11 IE - Dublin Liberty Global (UPC) 200 31 16 36

A PH - Pateros PLDT 200 59 3 5
= US - Cleveland AT&T 200 61 28 37
B3 VN - Ho Chi Minh City VNPT 200 192 34 35
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aws Services v Resource Groups v

Create Load Balancer [FXICLERG
<

Security Groups Q Fiter by tags and attributes or search by keyword

Elastic IPs Name ~ DNS name

Placement Groups
Key Pairs
Network Interfaces
= LOAD BALANCIN
| Load Balancers

Target Groups Select a load balancer

) AUTO SCALING
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rtb-04aa97a6b0b4ec7ba | public

Summary Routes ‘Subnet Associations Route Propagation Tags

Cancel
Associate  Subnet IPv4 CIDR IPv6 CIDR  Current Route Table
4 subnet-020f3b9fc95a242a3 | custom-subnet-1  10.0.1.0/24 - Main
4 subnet-Ode3f5a11ef9e3745 | custom subnet2 10.02.024 - Main
[ subnet-0a3fd50a1a407abe6 | private-subnet-1  10.0.100.0/24 - Main
[ subnet-0805e881e154a1c5a | private-subnet-2  10.0.101.0/24 - Main
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RDS > Databases > markocloud-db-instance > Modify

Modify DB Instance: markocloud-db-

nstance

Instance specifications

08 engine version
Version number of the dtabase engine to be use for tis nstance

[sac 5641 tauty v]

DB instance class
‘Contain the compte and memory capacity ofthe DB nstance.

[ orttorse —tvco0,305 i v ]

db.rdlarge — 2CPU, 15.25 GiB RAM

db.réxlarge — 4 VCPU, 30.5 GIB RAM

db.rd 2arge — 8 VCPU, 61 GIB RAM
db.rd.dxlarge — 16 VCPU, 122 GIB RAM
dbrd. 8xlarge — 32 VCPU, 244 GIB RAM.
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[ec2-user@ip-172-31-32-189 ~]$ sudo mkfs -t extd /dev/xvdb
mke2fs 1.43.5 (04-Aug-2017)
Creating filesystem with 8388608 4k blocks and 2097152 inodes
Filesystem UUID: 2adafé7e-bddf-4blé-bb33-bla3ffaslose
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,
4096000, 7962624

Allocating group tables: done
Writing inode tables: done

Creating journal (65536 blocks): done

Writing superblocks and filesystem accounting information: done
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Enable active tracing info

Concurrency Auditing and compliance

Unreserved account concurrency 1000 AWS CloudTrail can log this function's invocations for operational and risk auditing, governance, and

© Use unveservd account concumrency compliance. Get started on the CloudTrai console.

Reserve concurrency
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SNS dashboard | 4

| Topics
‘Subscriptions
Topic ARN
Topic owner
Region
Display name

Encryption at rest

Subscriptions

Create subscription

Filter

[ Subscription ID

O PendingConfirmation

Topic details: markocloud

Publish to topi Other topic actions ~

am:aws:sns:us-east-2:866117724370:markocloud
866117724370

us-east-2

MyTopic

Disabled @

Request confirmations | Confirm subscription

Protocol

Endpoint

Other subscription actions ~
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Your Security Credentials

Use this page to manage the credentials for your AWS account. To manage credentials for AWS Identity and Access Management (IAM) users, use the 1AM Console.
To learn more about the types of AWS credentials and how they're used, see AWS Security Credentials in AWS General Reference.

+ Password

- Multi-factor authentication (MFA)

“You use MFA to increase the security of your AWS environments when you sign in to AWS websites. When MFA is enabled, you must provide a user name, password, and an authentication code from an
MFA device.

Activate MFA

Access keys (access key ID and secret access key)
CloudFront key pairs

X.509 certificate

+ + + +

Account identifiers
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1.Define Load Balancer 2. Assign Security Groups 3. Configure Security Settings 4. Configure Health Check

Step 2: Assign Security Groups
You have selected the option of having your Elastic Load Balancer inside of a VPC, which allows you to assign security groups
to your load balancer. Please select the security groups to assign to this load balancer. This can be changed at any time.

Assign a security group: Create a new security group.
© Select an existing security group
Security group name:  [Allow HTTP
Description: \Allow HTTP access fo the server

Type (0 Protocol (i)  PortRange (i) | Source (i)

[CustomTCPFv|  [TCP ] o ] [Custom v][0.0000

Add Rule.
‘ ,

Cancel | Previous | Next: Configure Security Settings
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Endpoints > Create Endpoint

Create Endpoint

AVPC endpoint allows you to securely connect your VPC to another service
An interface endpoint is powered by PrivateLink, and uses an elastic network interface (ENI) as an entry point for traffic destined to the service.
A gateway endpoint serves as a target for a foute in your route table for traffic destined for the service.

Service category © AWS services
Find service by name
Your AWS Marketplace services

e Name Select aservice €

. &
Q Fiter by attibutes 11033 0f33

Service Name Owner Type

com amazonaws.us-east-2 kinesis-siieams amazon intertace .
com.amazonaws.us-east-2 kms amazon Interface
com.amazonaws.us-east-2.logs amazon Interface
com.amazonaws.us-east-2 monitoring amazon Interface
com.amazonaws.us-east-2.s3 amazon Gateway
com.amazonaws.us-east-2 sagemakerapi  amazon Interface
com.amazonaws.us-eas-2 sagemakerrun...  amazon Interface
com.amazonaws.us-eas-2 sagemakerrun...  amazon Interface
com.amazonaws.us-eas-2 secrelsmanager  amazon Interface
com.amazonaws.us-east-2 senvcecatalog  amazon Interface
com.amazonaws.us-east-2.sms amazon Interface
com.amazonaws.us-east-2.sms-fips amazon Interface
com.amazonaws.us-east-2.sns amazon Interface
com.amazonaws.us-east-2.sqs amazon Interface
com.amazonaws.us-east-2.ssm amazon Interface
com.amazonaws.us-east-2 ssmmessages  amazon Interface

VPC" | vpc-0bat1241842472000¢l -lc e

Q vpe-Obal124184a47a0bde

* Required

LN Create endpoint
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@ CloudFormation v  Stacks > Create Stack

Options
Create stack
Select Template Tags
Specify Details You can specify tags (key-value pairs) for resources in your stack. You can add up to 50 unique key-value pairs for each stack. Leamn more.
I fons (127 character Valt haracte
Review Key (127 characters maximum) lue (255 characters maximum)
! =
Permissions

‘You can choose an IAM role that CloudFormation uses to create, modify, or delete resources in the stack_If you don't choose a role,
CloudFormation uses the permissions defined in your account Learn more.

IAMRole | Choose a role (optional) v
Enter role am
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Select engine

Engine options
‘Amazon Aurora O MysQL MariaDB
Amazon
Aurora
PostgresQL Oracle Microsoft SQL Server

oracte | Fiisme

MySQL
MySQL is the most popular open source database in the world. MySQL on RDS offers the rich features of the
MySQL community edition with the flexibility to easily scale compute resources or storage capacity for your
database.

* Supports database size up to 32 TiB.
* Instances offer up to 32 vCPUs and 244.
* Supports automated backup and point-i

Memory.

ime recovery.

* Supports cross-region read replicas.

Aurora global database feature is now available.
This feature is now available in our new database creation flow.

Only enable options eligible for RDS Free Usage Tier ~ Info Cancel m
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AWS Certified
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Your one-stop solution for passing the AWS SysOps
Administrator certification
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Packt>

www.packt.com

Marko Sluga





assets/e7f098aa-d0f8-4a30-9a00-3a3f77e98d45.png
custom subnet2

Delete subnet

Create flow log

Modify auto-assign IP settings

Edit network ACL iation

Edit route table association

Add/Edit Tags
subnet-0de3f5a11ef9e3745
subnet-512bef1d
subnet-adf468d7
subnet-c06d4ba8

State -

available
available
available
available
available
available

available

S # 0
1to7of 7
VPC ~ IPv4CIDR
vpc-0da86bd591€92d236 ...  10.0.1.0/24
vpc-0da86bd591e92d236 ... 10.0.101.0/24
vpc-0da86bd591e92d236 ... 10.0.100.0/24
vpc-0da86bd591e92d236 ... 10.0.2.0/24

vpc-f3b18e9b
vpc-f3b18e9b
vpc-f3b18e9b

172.31.32.0/2C
172.31.16.0/2C
172.31.0.0/20





assets/28c70932-33cc-4d76-873c-e76b00240a42.png
Message
Publisher

L Amazon SQS
. queue

Amazon SNS
topic }X{ AWS Lambda

AN function

HTTP
endpoint





assets/750513a1-1029-4169-b074-1431850f6a63.png
Step 1- Select delivery method

Step 2: Create distribution

Create Distribution
Origin Settings
‘Origin Domain Name
Origin Path
Origin ID

Origin Custom Headers

Default Cache Behavior Settings

Path Pattern

Viewer Protocol Policy

Allowed HTTP Methods.

Field-level Encryption Config

Cached HTTP Methods.

Cache Based on Selected
Request Headers

Object Caching

Minimum TTL

[p85684-mynewbucket s3-website-us-we: (i}
[i]
'S3-Website-685684-mynewbucket s3-w [i]
Header Name Value
Default (*) (i}
@HTTP and HTTPS (i}
ORedirect HTTP to HTTPS.
OHTTPS Only
@ GET, HEAD [i]
OGET, HEAD, OPTIONS
OGET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE
[i]
‘GET, HEAD (Cached by default) [}
None (Improves Caching) v (i)
Leam bore
® Use Origin Cache Headers (i}

O customize

Leam Hlore
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® CloudFormation v

ate

Filter: Active +.

Overview  Outputs ~ Resources  Events

Stack Name

MyECinstance

Actions -

Key

Instanceld
PubliclP

Stacks
Design template
Created Time Status.
2019-01-18 16:08:53 UTC-0500 CREATE_COMPLETE

Value
1-08219c870b7172ch6
31736188

Drift Status
NOT_CHECKED

Template  Parameters Tags  StackPolicy ~Change Sets

Description

cl=
Showing 1 stack

Description
This template creates a 12 EC2 instance using the Amazon Linux AM

Rollback Triggers mEa

Export Name

Instanceld of the newly created EC2 instance
Public IP address of the newly created EC2 instance
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‘ Amazon S3

O Discover the new console @ Quick tips

Q Search for buckets

+ Create bucket

0 Regions [

O suceess 0

‘You do not have any buckets. Here is how to get started with Amazon S3.

-

Create a new bucket

Buckets are globally unique containers for
everything that you store in Amazon S3.

Learn more.

we X6

Upload your data Set up your permissions
By default, the permissions on an object are
private, but you can set up access control
policies to grant permissions to others.

After you create a bucket, you can upload your
‘objects (for example, your photo or video files).

Learn more. Learn more

t started
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AWS Lambda X Lambda > Functions

Dashboard © Your Lambda function "ECSlisterner” was successfully deleted. x
Applications
Functions
Functions (0) G ][ actions
Layers
Q Filter by tags and attributes or search by keyword m‘ <1y @
Function name v Description Runtime v Codesize v Last modified v

There is no data to display.
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Create Security Group

Security group name (i) [Open Port 80

Description (i) [ELB Tutorial

VPC () [vpc-oidaidio (defaul) v]
‘Security group rules
Inbound ‘ Outbound ‘
Type (i) | Protocol (i) | PortRange (i)  Source (i) | Description (i)
[ssH L | 2 ] [Anywhere v][0.0.0.000, /0 ] [e.g- SSH for Admin Desktop
[HTTP L ] o ] [Anywhere v][0.0.0.000, /0 | [e.g SSH for Admin Desktop
| AddRule |

4

Cancel

Create
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Environment variables

You can defineenvirorment vaiabes 2 key-value i that are sccessibl rom your funceion code. These ar usefl o store configuration secingswithout he need to change function code. Learn more.

> ] [t Remave

» Encryption configuration

Tags

You can usetags o roup and fier your functons.tag consss of  case-sensitvekey-value pai. Learn more.

> ] [t Remave
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Delete Distribution(s)

Are you sure you want to delete the following distributions?
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[ec2-user@ip-172-31-32-189 ~]$ sudo mkdir /newvolume
[ec2-user@ip-172-31-32-189 ~]$ sudo mount /dev/xvdb /newvolume
[ec2-user@ip-172-31-32-189 ~1$ cd /newvolume
[ec2-user@ip-172-31-32-189 newvolume]$ af -h .

Filesystem Size Used Avail Uses Mounted on

/dev/xvdb 326 49M 306 1% /newvolume
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Modify Cluster

Description | markocloud redis description

Engine Version Compatibility o
VPC Security Group(s) default (sg-0056e974) & [;)
Parameter Group
Nodo Tpo [cachemarage 605 GB - +] @

Changed from cache.2.small

Multi-AZ

Enable Automatic Backups

Backup Node Id

Backup Window utc
Maintenance Window [ Friday v|[04 v]:[00 v | uTC - [Friday v][05 v]:[00 v]uTC
Topcfo NS Noifcaton” Hanuot A i @

Apply immediately ¥ @

The node type modification process is designed to make a best effort to retain your existing data, and requires Redis replication to succeed
For best practices on Redis replication, please see this

Please note that primaries will be unavailable to service requests during the modification period.

Q Al the following nodes in this cluster will be modified:

« markocloud-redis-001
« markocloud-redis-002
« markocloud-redis-003

[ER Modity.
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Add user T @ e s
Add tags (optional)

1AM tags are key-value pairs you can add to your user Tags can include user information, such as an email address,
or can be descriptive, such as a jobtitle. You can use the tags to organize, track, or control access for this user. Leam more

Key Value (optional) Remove
Add new key

You can add 50 more tags.
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Actions

Define what actions are taken when your alarm changes state

Notification Delete
‘Whenever this alarm: | State is ALARM A
Send notification to: New st Enerist @

awsgmarkocloud. con v

+Notification |+ AutoScaling Action | +EC2 Action
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@ CloudFormation v = Stacks > Create Stack

Select Template
Create stack

Select the template that describes the stack that you want to create. A stack is a group of related resources that you manage as a single unit
| Select Template

‘Speciy Details
Options Design a template  Use AWS CloudFormation Designer to create or modify an existing template. Leam more.
Review Design template

Choose atemplate A template is a JSONIYAML-formatted text filethat describes your stack's resources and their properties. Leam more.

Select a sample template

® Upload a template to Amazon §3

SingleCE2 json

Specify an Amazon S3 template URL
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M8 Amazonss O Discover the newconsole @ Quick tips

Q  Search for buckets

0 suckers 0 @D Oregons €

You do not have any buckets. Here is how to get started with Amazon

-
© (4]

Create a new bucket Upload your data Set up your permissions
Buckets are globally unique containers for everything that you store in After you create a bucket, you can upload your objects (for example, your By default, the permissions on an object are private, but you can set up
‘Amazon S3. photo or video files). access control policies to grant permissions to others.
Learn more Learn more Learn more

Operation successful Delete objects 100% Successiul Delete bucket Successful

01n progre: 0 Error
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RDS > Databases ) Create aurora replica

Create read replica DB instance

You are creating a replica DB instance from a source DB instance. This new DB instance will have the source DB instance's DB
security groups and DB parameter groups.

Network & Security

Destination region
‘The region in which the replica will be launched

‘ US East (N. Virginia) v ‘

Destination DB subnet group

| defautt v
A lity zone

The EC2 Avalabilty Zone that the database instance will be created n.

[ useast 1t v
Publicly accessible

O Yes

EC2 instances and devices outside of the VPC hosting the DB instance will connect to the DB instances. You must also select one or
‘more VPC security groups that specify which EC2 instances and devices can connect to the DB instance.

O No

DB instance will not have a public P address assigned. No EC2 instance o devices outside of the VPC will be able to connect.
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Manage MFA device

Select the type of MFA device to activate:
Avirtual MFA device

© Ahardware MFA device

For more information about supported MFA devices, see AWS Multi-Factor Authentication .

Cancel Next Step
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Using username "ec2-user”.
Buthenticating with public key "imported-openssh-key"

https://aws.amazon. con/anazon-1inux-ami/2018 . 03-release-notes/
17 package(s) needed for security, out of 30 available
Run "sudo yum update” to apply all updates.

[ec2-user@ip-172-31-40-155 ~]$ curl https://ipinfo.io/ip
3.17.36.188

[ec2-user@ip-172-31-40-155 ~15 |
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| ElastiCache Dashboard ¢

Memcached
Redis

Reserved Nodes
Backups
Parameter Groups
‘Subnet Groups.
Events

ElastiCache Cluster Client

ElastiCache

ElastiCache is a web service that makes it easier to launch,

manage, and scale a distributed in-memory cache in the cloud.

Get Started Now

—
o

Launch a Cluster Manage
Create Clusters with just a few clicks. You can choose either Using the AWS Management Console, you can easily add resources, modify configuration and
Memcached or Redis as the engine software for this cluster. monitor nodes of your ElastiCache environment to meet your applications requirements.
Link to Documentation Link to Documentation
Connect

Once you have authorized access to the Cluster and it is in the available state,
you can log into an EC2 instance and connect it to a Node in the cluster.

Link to Documentation
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Add user T2 s °

® Success
YYou successfully created the users shown below. You can view and download user security credentials. You can also email users
instructions for signing in to the AWS Management Console. This is the last time these credentials will be available to download. However,
you can create new credentials at any time.

Users with AWS Management Console access can sign-in at: https:/194495343937 signin.aws.amazon.com/console

& Download .csv

User Access key ID Secret access key Email login instructions

» @ mynewuser AKIAIVYQJPWLFIDTHAZA et Show Send email (2

‘ Close ‘





assets/e4405d1f-34c6-401f-848a-f46fc348497c.png
Create VPC x

AVPC is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2
instances. You must specify an IPv4 address range for your VPC. Specify the IPv4 address range as a
Classless Inter-Domain Routing (CIDR) block; for example, 10.0.0.0/16. You cannot specify an IPv4
CIDR block larger than /16. You can optionally associate an Amazon-provided IPv6 CIDR block with the
VPC.

Name tag | my-custom-vpc (i)
IPv4 CIDR block* [ 10.0.0.0/1§] ]
IPv6 CIDR block* ~ ® No IPv6 CIDR Block [i]

© Amazon provided IPv6 CIDR block
Tenancy | Default (K]
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Create Load Balancer [FX3CLERG
«

Q Fiter by tags and attibutes or search by keyword

®  Name +| DNS name ~| State ~| VPCID

@  TutorialAWS-ELB. Tutorial AWS-ELB-1353523...  active vpe-9idafdfd

Load balancer: | Tutorial-AWS-ELB.

Description || Listeners = Monitoring | Tags

Basic Configuration

Name:  Tutoria-AWS-ELB ¢®

ARN:  am:awselasticloadbalancing:us-east-1:890722620077-loadbalancer/app/Tutorial- AWS-

ELB/3801b5b83d63847 (7]
DNS name:  Tutoria-AWS-ELB-1353523612.us-east-1.elb amazonaws.com (2]
(ARecord)
Scheme:  intemet-facing

Type:  application
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